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7.1 Relay Node Security
1
Introduction
When discussing S3-101057 and S3-101009 it was agreed to take clause 3.2.3 of S3-101057 and add a threat description for the problem of free Internet access for an unauthenticated RN. When discussing the LS to RAN3 in S3-101119, some modifications to the proposed text in 3.2.3 was made and is included in this pCR.
It is proposed that SA3 agrees the inclusion of the pCR below in the living document 

2
pCR: Requirements on start up
2.3
Security threats

Despite the security assumptions made in the previous section, the introduction of a RN into the network introduces some new security threats to E-UTRAN, namely:

-
Impersonation of a RN to attack the user(s) attached to the RN 

-
Attacks on the Un interface between RN and DeNB 

-
Inserting a MitM 

-
Attacking the traffic

-
Impersonation of a RN to attack the network

-
Attacks on the interface between the RN and UICC

-
Attacks on the RN itself

-
DoS Attacks

-
RN stays as UE after initial attach
1
Impersonation of a RN to attack user attached to RN 

To perform the attack, the attacker removes the UICC from a real RN and inserts it into their own Rogue RN as shown in the below figure. As there is no authentication of the RN as a device (only the subscription that is inserted in the RN), the network can not detect the Rogue RN, and hence keys related to the user-UE will be passed to the Rogue RN. This enables a user to attach to the Rogue RN and hence the user’s security will be compromised. This shows that it is essential to perform some type of device authentication of the RN.

[image: image1.png]



Figure 2-1: Impersonation of a RN to attack user attached to RN

NOTE: USIM changed to UICC in two places in above diagram
2
MitM on the Un interface between RN and DeNB 

This can be considered to be a variant of the above attack, but it is essential to consider as it illustrates that some care must be taken on the method of authenticating the RN device. In this attack, an MitM Node is inserted in between the RN and DeNB. This MitM node is created by taking a real UICC from a real RN and replacing it with a fake UICC for which the attacker has the root key. It also requires inserting the real UICC into the MitM node. This is illustrated in the below figure.

[image: image27.emf]
Figure 2-2: Man-in-the-Middle (MitM) Node
The real RN will connect to the MitM node and the MitM node can connect to the real DeNB. The MitM node can transparently transmit, receive, view, and modify the traffic between the real RN and the DeNB without either of those nodes being aware of it. Hence the security of any user connected to the real RN is compromised. The MitM can eavesdrop on, modify, and inject user traffic even if the user related keys are protected by IPsec between the MME serving the UE and the RN. The important security point illustrated by this attack is that not only is it essential to perform device authentication of the RN, it is important to ensure that all security tunnels from the RN terminate in the real network instead of in a MitM node.   

Editor’s Note: Whether the attack described above is feasible to launch is FFS.

3
Attacking the traffic on the Un interface between RN and DeNB 
The interface between the RN and DeNB is based on the standard E-UTRAN air interface. This provides optional confidentiality for all traffic between the EN and DeNB, but all the non-RRC signalling traffic between the RN and DeNB is not integrity protected. The confidentilaity protection could be used to encrypt the traffic on this interface, but if this security is not available for RN’s node, then some other method  of providing confidentiality will be needed. While this may be accepteable for user traffic from the UE, this may not be acceptable for signalling traffic (either S1-AP or X2-AP) from RN to network. This means that either the Un interface may to enhanced from a standard E-UTRAN UE-eNB interface or some other method of protecting the S1-AP and X2-AP signalling across the Un interface needs to be used.

4
Impersonation of a RN to attack the network

A Rogue RN (as described in Threat 1) could insert essentially four types of traffic into the network:

a
NAS signalling towards the MME-RN – the same attacks could be done with a Rogue UE so are not important for the RN security analysis
b
S1-AP or X2-AP signalling
c
Insert data on behalf of a user 
d
User plane traffic to get free IP connectivity
This threats could be mitigated by ensuring RN platform authentication of the RN before such traffic is accepted or being aware of such threats and mitigating them in other ways.
Before RN platform authentication has taken place the network cannot distinguish between a RN and a rouge RN. Hence, there is still a risk for similar attacks. 
5
Attacks on the interface between the RN and the UICC

The data that travels across the RN to UICC interface is not protected. This means that while an attacker may not be able to compromise the behaviour of a RN, it may be possible for the attacker to get hold of the keying material that is transferred across this interface. Access to these keys would provide the attacker with access any data protected by these keys and also allow the attacker to insert data that would be protected using these keys. In particular the attacker could set up a MitM node as described in threat 2.
6
Control of the RN platform

All traffic, apart from NAS-UE signalling between UE and MME-UE, is available inside the RN platform in the clear. So, when an attacker controls the RN platform eavesdropping and modification of this traffic is possible.

7
DoS type attacks

When the attacker removes the UICC, RN without UICC can’t be authenticated by the network. So the legal RN can’t connect to network and provide services. The attacker could also insert the UICC into another RN, then the topology of access network will be changed and cause interference problem to other eNB.
8 
RN stays as UE after initial attach

In this attack, a false RN stays as UE even after RN subscription authentication by not performing detach and also not inititing the S1 interface setup procedure. As a result, the network can not authenticate the RN as an eNB and the RN acts as UE to receive or request services in the network. This will lead to free charging problem even when the network knows the attached user is an RN.
*** NEXT CHANGE ***

3
Security Requirements
3.x
General requirements
If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and User-UE’s MMEshall be considered as the DeNB acts as an S1-proxy in the solution selected by RAN.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and eNB/RN shall 
be considered as the DeNB acts as an X2-proxy in the solution selected by RAN.

Mutual authentication between RN and network shall be supported. 

Relay device authentication is mandatory. 

Editor’s note: There are many different solutions for meeting this requirement.

The DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened.

Security of RN Management shall be guaranteed. RN should have separate security model for OAM configuration data.
A certificate 
in the relay node used for device authentication shall be provided by a CA trusted by the operator, e.g. the CA of the operator or by another party trusted by the operator. Certificate enrollment, if any, should follow TS 33.310 as much as possible. 
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.

The connection between relay and network should be confidentiality protected. Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.
Editor’s Note: It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.

Both user plane and control plane must be considered as they may not require the same level of protection.

Ed
itor’s note: Forward security and backward security in handover procedure needs further study.
Editor
’s note: For AS security aspects of Un interface, the key lifetime management should be considered based on existing LTE UE AS key time management for the Uu interface. It should be studied whether the impact of UE data aggregation on the Un interface  requires more frequent key change due to the increased traffic. The Security Association life time management for the IPsec tunnel should be considered. And all aspects of interaction between the key lifetime management and the respective security mechanism to be specified should be considered. The aspect of minimizing the effect  to the ongoing service for the UE attached to the Relay-Node should be considered.　
The RN platform shall protect from reading and/or modification of security parameters and security functions by unauthorized parties (platform security).  

The integrity of the RN platform shall be validated as part of the RN start up procedure. 

RN specific device security features, e.g. security storage of sensitive data, device integrity check, UICC aspects, shall be considered. 
Editor’s Note: Platform security requirements should be considered in more detail.

3.y
Access restrictions for the RN

Requirement 3: During Phase I, the RN shall only be allowed IP access for specific purposes, for example to enable download of configuration data, and to access certificate validation servers and certificate enrolment servers. All other access (including general Internet access) shall be denied.
Rationale: Principle of least privileges. If the RN is able to access Internet it could be used for general free internet access if broken into.

Editor's Note: Potentially, enrolment servers could be accessed via other networks, e.g., the Internet, and in this case Requirement 3 must be modified so that the RN is allowed access to the O&M network and the Internet. This needs to be discussed by SA3.
Requirement 4: During Phase II, the RN shall only be allowed IP access for specific purposes, for example to enable download of configuration data, and to access certificate validation servers and certificate enrolment servers. For IPsec based solutions, the RN shall also be allowed to run IKEv2 and IPsec to/from the DeNB. All other access (including general Internet access) shall be denied.
Rationale: Principle of least privileges. If the RN is able to access Internet it could be used for general free internet access if broken into.

Comment: The requirement 3 for Phase I is almost the same. The only difference is that for Phase II the RN is required to run IKEv2/IPsec, so this must be allowed for some of the proposed solutions.
*** END OF pCR ***
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