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7.1
Abstract of the contribution
Contribution S3-101076 by Nokia-NSN identified a weakness of the authentication and key agreement protocol in solution 5:  the protocol does not provide network-to-RN authentication under the assumption that the UICC-RN interface is vulnerable to eavesdropping. The protocol therefore permits network impersonation.

S3-101101 by Qualcomm replied to S3-101076 and proposed a change to the protocol in solution 5 to address a threat identified as relevant in S3-101101.

This contribution replies to S3-101101. We believe that the threat identified in S3-101101 is by no means the only relevant threat resulting from the missing network-to-RN authentication. We present another threat in section 2 of this contribution. Again, most other solutions in the living Tdoc are immune against this new threat as they provide network-to-RN authentication. We do not want to rule out that more threats resulting from the missing network-to-RN authentication could be found. 
Furthermore, we have some comments on the countermeasure proposed in S3-101101 in section 3 of this contribution. 
In section 1, we repeat the introduction and problem statement with minor changes (revision-marked) so as to make this contribution self-contained. The changes with respect to our S3-101076 take into account Qualcomm’s contributions S3-101079 through S3-101082 and S3-101101. Sections 2 and 3 are new with respect to S3-101076.
1. Introduction (changes marked against S3-101076) 
Most of the proposed solutions for relay node security in the living Tdoc S3-100896 make use of well-established security protocols such as IKE/IPsec, TLS, or AKA. While it is true that the combination of well-understood protocols into a complex system such as the relay node security architecture carries the risk of introducing flaws into the system as a whole by incorrectly combining the building blocks one can at least rely on the known security properties of the well-established building blocks. 3GPP has taken care in the past to adopt new protocols only after thorough analysis. As a reminder: when 3GPP decided to adopt UMTS AKA as the authentication and key agreement protocol for 3G in 1999 it did so only after the results of two analyses by means of formal logic had become available. The results of these analyses are documented in TR 33.902.

Solution 5 in clause 7.6 of S3-100896 plays a special role among the solutions for RN security in that it proposes a new authentication and key agreement protocol combining EPS AKA with elements of a public-key-based protocol. An analysis of its security properties has been provided in contributions S3-101081 and 1082. It is true that S3-101081 points to the similarities between TLS and solution 5, but these similarities only pertain to RN-to-network authentication whose security is not questioned here. This contribution highlights a missing security feature of the new protocol. 

Most other solutions in clause 7 of S3-100896 do not suffer from this weakness as they provide mutual authentication based on a secret key or an operator root of trust anchored in the RN platform and / or make use of a secure channel between RN and UICC. 

The analysis of the security properties of the protocol in solution 5 is provided in section 1.1 of this contribution with some minor changes to the pseudo CR in S3-101076. The minor inconsistency in the description of the protocol in 7.6.2.2.1, highlighted in S3-101076 has already been addressed in S3-101079..

1.1 Observations on network-to-RN authentication (changes marked against S3-101076) 

EPS AKA provides serving network authentication. It is assumed here that this is a desirable feature also for any authentication and key agreement protocol used between RN and network in a relay node security architecture. 

Such a protocol should therefore prevent the RN attaching to a rogue network. For a rogue network, it has to be assumed that the attacker has control over the network entity to which the RN is attaching. Furthermore, in the threat scenarios in clause 2, it is assumed that the attacker may have control over an unprotected interface between RN and UICC, cf. e.g. the text for threat 2 “…taking a real UICC from a real RN and replacing it with a fake UICC for which the attacker has the root key” or threat 5 “Attacks on the interface between the RN and the UICC”. Under these assumptions, the protocol in solution 5 does not even have the weaker network authentication properties of UMTS AKA (as described in clause 5.1.2 of TS 33.102), as can be inferred from the following observations. 

The protocol described in clause 7.6.2.2.1 has no provisions for protecting the UICC-RN interface. This means that it may be assumed that an attacker having access to this interface can transfer keys to the RN over this interface without the RN having the possibility to verify the origin of these keys. Or as a minimum, it may be assumed that eavesdropping on the UICC-RN interface is possible.

The formula in clause 7.6.2.2.1 for the new intermediate EPS key, from which all keys for AS and NAS protection are ultimately derived, is: 

KASME_D = KDF (device_temp_key || KASME , 
network nonce || device_nonce)
Network_nonce and device_nonce are public information. By our assumptions, the attacker controlling a (rogue) network entity to which the RN is attaching can know KASME by eavesdropping on CK, IK sent on the interface between UICC and RN . So, the only value the attacker needs to know in addition for being able to compute KASME_D is device_temp_key. This parameter device_temp_key is sent to the RN as as part of the device_challenge encrypted as 
Edevice_root_key (device_temp_key, A),where the additional input A is the old device_temp_key if the authentication is not part of the attach procedure and is the empty string otherwise
.. Hence, as the device_root_key is the public key of the RN and thus known to the attacker, the attacker can choose a device_temp_key of his own and send it to the RN in a device_challenge in attach procedures. For non-attach procedures, he needs to additionally know the old device_temp_ke
y. Then the attacker can compute KASME_D and impersonate a genuine network. The attacker has two possibilities for obtaining the EPS AKA challenge RAND || AUTN to be sent to the RN from the rogue network: if the attacker can only eavesdrop on the UICC-RN interface the attacker obtains a valid RAND || AUTN from a genuine network in a response to an unprotected RN attach request; if the attacker can fully control the UICC-RN interface he can choose any challenge RAND || AUTN and transfer any keys CK, IK to the RN over the UICC-RN interface under his control.



The root cause of this weakness seems to be that the public key-based part of the protocol from clause 7.6.2.2.1 provides only RN-to-network authentication while EPS AKA, which does provide mutual authentication, is executed on the UICC, which is not securely bound to the RN platform. In more detail: the device_challenge lacks freshness and origin authentication. The EPS AKA challenge RAND || AUTN has both, freshness and origin authentication, through the use of the sequence number and the MAC. However, this does not help to mitigate the observed weakness because SQN and MAC in EPS AKA can only be checked by the UICC on behalf of the RN and the RN has no secure connection to the UICC.
2. Threats (new text)
S3-101101 considers as the only relevant threat that an attacker tries to move an attached RN to a different DeNB controlled by a different MME. The argument is that this was the only conceivable threat where users currently attached to the RN under attack could become vulnerable. The threat is prevented by the protocol modification proposed in S3-101101 (more on this in section 3). 

Here, we present a quite different threat. The threat is that an RN in an operator’s network which has already been initialized and configured by the operator is stolen and then set up again in a different operator’s network. It makes no difference whether the RN is currently attached or not. The RN according to solution 5 as updated in S3-101101 would perfectly function when attaching to the new operator network as there are no provisions in the updated solution 5 for network-to-RN authentication. The protocol modification proposed in S3-101101 explicitly refers only to non-attach procedures, so have no effect against this threat in RN attach procedures. 
In contrast, all solutions using mutual certificate-based authentication in the set-up of a secure channel between UICC and RN or in an IKEv2 run between RN and DeNB are immune from this threat. This includes solutions 4, 6, 7, 9, 10, and the new solutions proposed in S3-101067 and S3-101072. In these solutions, the RN is equipped with an operator root of trust enabling it to verify certificates provided by the other side. This root of trust cannot be replaced on the RN unless the attacker finds some means to reset the RN to pristine state (which, if reset is possible at all, should be prevented by strong protection of the corresponding management procedure). For solutions using the secure channel between UICC and RN a few more words seem in order: It could be argued that the UICC could be stolen together with the RN. But, as soon as the theft would be noticed the corresponding subscription would be barred and the RN with this UICC could not attach any more. And a new UICC from a different operator could not establish a secure channel with the RN as it would not have the corresponding certificate and private key. There are also solutions used symmetric keys on the RN platform (solution 8, S3-101062, S3-101063). We did not analyze them in detail with respect to this threat, but they also seem immune against it.
Another important observation is that macro eNBs implementing according to TSs 33.401 and 33.310 are also immune against the corresponding threat: once initialized they cannot be made operational in a different operator’s network unless reset to pristine state. 

This protection against theft of base stations, already provided by current procedures for macro base stations, would be even more important for relay nodes as the latter are certainly deployed in more exposed locations.

This theft protection could be seen as an operator-lock-in, and could, at least in the case a secure channel is used, be considered an analogue to the SIM-lock for UEs. The difference to the SIM-lock would be that, for base stations, the lock truly works in a secure manner as the base station is assumed to have a secure environment which the UE generally does not. 

As the theft protection comes for free with most solutions for RN security we suggest to select one of those solutions and not the one which does NOT provide it. 
3. Comments on the countermeasure in S3-101101 (new text)
The countermeasure in S3-101101 is based on the following mechanism: when the MME wants to put a new device_temp_key into use it sends the old device_temp_key with it, also in encrypted form. In this way, the RN can verify that it still talks to the same MME. This works fine as long as no device_temp_key becomes known. But we would like to remark here that, if ever such a device_temp_key became known, then the situation could not be rectified by a new authentication run. This is in contrast to usual authentication and key agreement procedures where the compromise of a session key can indeed be rectified by a new authentication run as the latter uses the permanent key. This could, of course, be brushed off as a largely theoretical possibility, but it is indeed a conceptual difference we found worth noting here. Whether it is of any practical consequence depends on the implementation. 
Furthermore, more details are needed regarding the handling of failure cases: when a re-authentication fails is it clear that both sides have the same view on what the old and new device_temp_keys are? Or is there a risk for the device_temp_keys getting out of synch?
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