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Abstract of the contribution: This contribution considers the security of solution 4.
Introduction
This contribution raises a question on the security of solution 4. 
Discussion

In clause 8.4, there is an analysis of how solution 4 addresses the threats that are raised in the living relay document. In particular the first threat in clause 8.4.1 about Impersonation of the RN to attack user attached to RN provides reasoning why the solution satisfies that threat. We do not believe that the solution does due to the following analysis. 
It is claimed that the threat is mitigated due to the fact that the RN is authenticated as a device during the establishment of the IPsec security associations. This is not sufficient as the subsequent traffic is not completely protected by keys that are derived during the device authentication. To fully understand this, we need to consider how the traffic is protected in details.

Solution 4 proposes to protect the traffic on the Un interface in the following manner; the integrity of the S1 and X2 signalling traffic is protected using IPsec while the confidentiality of all traffic is to be protected by AS security. The keys for this latter security are derived from the KASME resulting from an AKA as in normal LTE security for UE. The one difference in this case is that a secure channel has been established between the RN and UICC. During the establishment of this tunnel, the RN and UICC authenticate each other. Here it is assumed that the UICC is designed to work with multiple RNs as there is no discussion in the solution of (pre-)provisioning the UICC to work with just one. This means that MME (and home network) only has an assurance that the Relay Node that has the keys is one of some set of Relay Nodes. Not all of these Relay Nodes may be still authorised to act as Relay Nodes and hence there is no cryptographic assurance that the AS security terminates in an authorised Relay Node. 
The following is an example of how the above issue could lead to compromised user keys. To perform the attack, it is assumed that the attacker has a compromised Relay Node that allows the attacker to access the UICC held in the genuine Relay Node. 
1. Genuine Relay Node attaches to the network and then goes into Idle.

2. Attackers blocks and saves initial NAS message

3. Attacker using compromised Relay Node(or the private key from it)  to establish a secure connection to the UICC in the Genuine Relay Node
4. Attacker sends saved NAS message
5. Network authenticates Relay Node establishing a new EPS security context that is known to the attacker due to access to the UICC

6. Attacker completes Idle to Active Transition 

7. Network sends AS key belonging to a user as part of handover preparation

8. Attacker gets access to the AS keys belonging to the user 

The above analysis and attack example show that solution 4 does not provide a secure solution for relay security as it is currently described and further security mechanisms, e.g. some binding between the various tunnels, or changes to E-UTRAN protocols are needed. 

It is proposed that SA3 accept the below pCR to reflect the above discussion in the relay living document.

Proposed pCR
8.4.1
How does solution 4 address the threats in clause 2?

Threat 1: Impersonation of a RN to attack user attached to RN

The text in clause 2.3 states that threat 1 can be countered by device authentication. Solution 4 provides device authentication by an autonomous validation of the RN platform followed, if successful, by the set up of an IPsec security association with the DeNB.
This device authentication is not enough to protect against this threat as not all the secure tunnels that are supposed are terminate in the Relay Node use keys result from the device authentication and hence it is not possible for the network serving the RN to guarantee the security of user data passed to the RN. 
