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Abstract of the contribution:

In this document we propose a solution for relay node authentication that provides (1) mutual authentication for both UICC and relay node device with the network, (2) secure binding of UICC and relay node device, and (3) secure channel creation between UICC and relay node device. The proposed solution mitigates threats 1 to 5 mentioned in the relay node security living document [S3-100896]. This solution also fulfils other requirements of relay node like the reuse of AKA procedure and relay node connecting only to a DeNB. The solution is also future proof because it can be used without modification for mobility (current relay node specification is focused on fixed deployment for coverage extension).
Discussion

Properties of the proposed solution are discussed in the abstract given above. In this section we look at how the proposed solution achieves the properties discussed in the abstract. 
Authentication

We require UICC to network mutual authentication, RN to network mutual authentication and binding between UICC and RN; all this is achieved as follows:
1. UICC and network mutual authentication is achieved by EPS AKA

2. RN is authenticated by the network based on message encrypted by RN using the private key.

3. In the proposed solution keys Kri and Krc, named as RN key, are generated for secure communication between UICC and RN. Kri and Krc can only be created by the network and the USIM. Kri and Krc are sent encrypted to the RN using the public key of the RN. Thus only the RN can decrypt the message and verify the MAC with Kri. This way the RN authenticates network because the network is holding the same root key as the USIM.

4. The RN decrypts the Krc encrypted RES from the UICC and sends it to the network in Authentication Response thus proving that it holds the private key of the message sent with RN keys and that it is with the UICC because it has the RES from the USIM. Thus there is a proof of binding between the UICC and the RN.

Threat Mitigation

Threat 1: Mitigated by authentication of RN, UICC and binding between them.
Threat 2: Message authentication codes mitigates this threat during authentication. After authentication the man-in-the-middle will need the keys used for integrity and / or confidentiality protecting the traffic between the RN and the network.

Threat 3: Mitigated by EPS security procedure of using UP confidentiality and for integrity the proposed solution is dependent on IPsec or creation of new key for integrity protection of UP.

Threat 4: Taken care of by authentication discussed.

Threat 5: Creation of key Kri and Krc at USIM and usage of the same at the RN leads to secure communication between USIM and RN from the vey beginning, i.e., even before CK, IK is transferred. 
Other Requirements

AKA procedure is maintained.
Man-in-the-middle and also multi-hop is not possible, even if such action is taken it will only lead to “relaying” of traffic without attack on the communication from the relay node.

Attach Accept, protected by algorithm selected during NAS SMC, from the MME contains the DeNB list the relay node is allowed to communicate with leading to the relay connecting to the correct DeNB.
.
*****************  1st CHANGE  ***************

7.12
Solution 11 – Relay Authentication and Secure channel between RN and UICC
7.12.1
Summary
In this section we propose a solution for relay node authentication that provides (1) mutual authentication for both UICC and relay node device with the network, (2) secure binding of UICC and relay node device, and (3) secure channel creation between UICC and relay node device. The proposed solution mitigates threats 1 to 5 mentioned in subclause 2.3. This solution also fulfils other requirements of relay node like the reuse of AKA procedure and relay node connecting only to a DeNB. The solution is also future proof because it can be used without modification for mobile relay nodes (relay node being currently standardized is considered to be static and for coverage extension purpose).
7.12.2
Procedure
7.12.2.1
General

The AKA procedure in TS 33.401[2] is re-used with modification for RN authentication. The solution assumes that:

1. UICC is removable.

2. The communication between DeNB and network is secure.
3. The RN has a digital certificate
For the discussion in the following sections Kpub is the public key of RN, which is mapped to the identity of the RN that is assumed to be IMEI; Kpr is the private key of RN. 
Keys generated for secure communication between the RN and UICC are Kri, for integrity protection, and Krc, for confidentiality protection; this key pair is named as RN keys; see Figure kk. RN keys are generated using Kasme, IMEI and IMSI. 
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Figure kk Key hierarchy with RN keys.
IMEI is sent to both of UICC and network for authentication purpose. 

Allowed list of DeNBs to which the RN can access are sent to the RN on succesful attach.
Optional features in the proposed solution:

1. In this solution it is optional that the UICC and RN locked to each other. This is not necessary part of the solution but we put this point as a note that the operator has an option to do so. 
2. It is also optional for the HSS to have a list of RN ID (for example IMEI) and associated USIM. The solution works without any such pre-configuration.
7.12.2.2
Relay authentication procedure
The proposed authentication procedure is depicted in Figure XXX. Those in dotted line and/or gray text are optional or optional at the given location; explanation is given in the following.
Initialization

As initialization for the proposed solution the HSS should know given IMEI (or any given identity) is that of a relay relay node so that it will retrieve the public key of the RN when necessary.

Optionally, the USIM and RN can be locked to each other, i.e., the USIM will be pre-configured to only work with the given RN and the RN will be pre-configured to only work with the given USIM. Thus when the USIM is placed in the RN both USIM and RN will perform a check whether they are in the right place. The solution works without this optional feature.
Message Sequence
The message sequence of the proposed solution given in Figure XXX is explained below. For the whole procedure instead of IMEI any other RN identity can be used. 
1. RN sends Attach Request message, including IMEI (or any other identity used for RN) that is encrypted by Kpr.
Optionally, Kpr encrypted IMSI can also be sent. This will allow HSS to perform initial check regarding the binding of UICC with RN.
2. DeNB (this can also be a eNB) forwards the Attach Request message from RN to relay-MME and optionally adds its own identity (DeNB_ID) to the message. Sending of the eNB/DeNB identity will help the network verify whether the RN is allowed to attach to the given DeNB.
3. MME-RN sends IMEI and optionally IMSI to HSS in Authentication Data Request message.
4. HSS retrieves Kpub based on the received IMEI (or any other identity used for RN) and also the Allowed DeNB list for the RN. 
Here, optionally, HSS can determine whether the UICC is relay type or bound to the given RN based on the received IMSI.
5. HSS sends the retrieved data in Step 5 to MME-RN in Authentication Data Response message.
6. MME-RN decrypts IMEI with the received Kpub– only RN can have the Kpr and decrypted IMEI same as plain-text IMEI means no modification of message. MME-RN performs access control of the RN based on received RN list and derives a RN keys (Kri and Krc) using IMSI, IMEI and Kasme.

7. MME-RN sends the Authentication Request message including RN keys encrypted by Kpub and optionally IMEI encrypted by Krc. Optionally one can also send RAND encrypted by Kpub. The message is integrity protected by Kri.
8. RN decrypts RN keys (and optionally RAND) with Kpr and verfies the MAC.
9. RN sends the RAND and IMEI to UICC. IMEI (or optionally the whole message itself) is sent both encrypted by Krc and in plain text; both are also integrity protected by Kri.

10. UICC performs the usual AKA procedure with the received RAND, see 33.401. Further the UICC derives the RN keys (Kri and Krc) in the same way as the MME-RN and verifies the encrypted IMEI using Krc and integrity of the message using Kri. This step proves to the UICC that the RN (i) is authenticated by the network and (ii) IMEI received belongs to the given RN.
11. UICC sends encrypted and integrity protected CK, IK and RES to RN.
12. RN checks MAC of the message received from UICC and decrypts CK, IK and RES with Krc. This proves that the UICC and RN have the same key therefore (i) the network to which the RN is connected to is authentic and (ii) the UICC is authentic. The result is that a secure channel is created between the RN and the UICC.
13. RN sends Authentication Response to MME-RN including RES and optionally IMSI encrypted by Krc (optionally RES could be encrypted too). The message is also optionally integrity protected by Kri.
13’.Optionally, Authentication Reject with a new cause can be sent to MME-RN if RN keys do not match between the UICC and the RN.
14. The MME-RN verfies RES as standard AKA procedure, see 33.401. MME-RN also decrypts the IMSI. This step proves that (i) (Once again) the RN, i.e., communicating RN is the one with the private key of the Kpub encrypted message in step 8, (ii) validation of RES proves that authentic UICC is with the RN and (iii) the given RN and UICC belong together.
15. SMC procedure as given in TS 33.401 is performed.
16. In the Attach Accept message the Allowed DeNB list is sent to the RN.
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Figure XXX Proposed solution.
7.12.3
Required Modification in Current System and Specification
7.12.3.1
UICC
The solution (described in subclause 7.12.2) requires the UICC to generate and store RN keys (Kri & Krc) and use them to encrypt and integrity protect messages to the RN. UICC also needs to decrypt IMEI and check it against the plaintext IMEI sent from the RN.
7.12.3.2
Core network nodes
MME-RN needs to decrypt IMEI using RN’s public key, Kpub, and verify it against the plain text IMEI in the Attach Request message. It also should be able to derive and store the RN keys (Kri and Krc) in the same way as for the UICC.
HSS needs to be able to verify if the UICC is of a relay based on IMSI, this is optional. It needs to know that a given IMEI belongs to a RN, proposed to be stored in the form of RN list. It is an operator option that if HSS has information of IMSI-IMEI binding. 
7.12.3.3
Changes to NAS messages
1. Initial NAS message
IMEI is newly added in Attach Request message and Allowed DeNB list is sent in Attach Accept message.
2. Authentication Request
Kr and IMEI are newly added in Authentication Request message and MAC is integrity protected.
3. Authentication Data Request
IMEI is sent in Authentication Data Request message.
RN list, Allowed DeNB list and Kpub are sent in Authentication Data Response message.
7.12.3.4
Changes to 3GPP specifications
The proposed solution for relay authentication will have effect on several 3GPP specifications given below.
TS 33.401 “3GPP System Architecture Evolution (SAE);Security architecture”
TS 24.301 “Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS);”
TS 21.111 "USIM and IC card requirements (Release 9)"
TS 31.101 "UICC-terminal interface; Physical and logical characteristics (Release 9)"
TS 31.102 "Characteristics of the Universal Subscriber Identity Module (USIM) application (Release 9)"
Any other specification which is related to device authentication procedure has the potentiality to be affected. 
******************  END  ********************
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