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7.1
Abstract of the contribution

This contribution describes for the solution in the companion contribution S3-101072 how an operator certificate can be enroled in an RN, how the RN can securely communicate with an OAM server, and how the UICC can perform OCSP checks even when security on the Un interface has not yet been established.
Start of pseudo CR:
7.aa Solution (aa-1) – Secure Channel between USIM and RN and AS integrity for S1 /X2; Variant with modified KASME
7.aa.4 Enrolment procedures for RNs 

The RN may enroll a device certificate as with macro eNBs according to TS 33.310 prior to the RN attach procedure with the DeNB. This certificate may then be used for establishing the secure channel between RN and USIM. 

The certificate enrolment procedure does not rely on the security at the AS level, but is secured at the application layer. It can be therefore executed before security on the Un interface has been established. However, the RN requires IP connectivity for the enrolment procedure to be able to reach the Registration Authority RA. The IP connectivity could be established in various ways:

(1) The RN uses offline means for enrolment purposes. No USIM is required. 

(2) The RN attaches to an eNB like a normal UE using the USIM-RN. No secure channel between RN and USIM-RN is required. 

In both cases, the network must ensure that the destinations the RN can reach are restricted, e.g. to only the PDN(s) where the RA, the OAM server and the OCSP server are located. In case (2) this could be ensured e.g. by restricting IP traffic originating from the RN and sent over PDCP without integrity protection to only certain destinations (APNs). The restrictions are assumed to be part of the profile relating to the subscription associated with the USIM-RN, but are to be applied by the MME only when the RN attaches as a UE (which is signalled in the Attach request, according to clause 7.aa.2). 

7.aa.5 Secure management procedures for RNs

The RN may establish a secure connection to an OAM server. 

The OAM procedure does not rely on the security at the AS level. It can therefore be executed before security on the Un interface has been established. If no security on lower layers is available the communication between RN and OAM server would be typically secured using TLS. The RN requires IP connectivity for this procedure to be able to reach the OAM server. The IP connectivity established for enrolment purposes according to clause 7.aa.4 could be re-used, or, if not available, it could be established in the same ways as described in clause 7.aa.4.

Restrictions on the destinations the RN can reach must apply if the communication with the OAM server occurs prior to the RN attach procedure. They can be realized similar to what is described in clause 7.aa.4.

7.aa.6 OCSP checks 

The solution in this clause requires the UICC and the RN to perform OCSP checks of the RN certificate and the UICC certificate respectively used for the set up of the secure channel prior to the RN attach procedure with the DeNB. The OCSP protocol is self-secured and can therefore be executed before security on the Un interface has been established. The OCSP client on the UICC needs to send the IP packets carrying the OCSP message via the RN. The RN requires IP connectivity for the OCSP checks to be able to reach the OCSP server. The IP connectivity, and the restrictions on permitted destinations, can be established as described in clause 7.aa.4 case (2). The OCSP checks in step E5. of clause 7.aa.2, can be integrated with the TLS handshake performed in step E4, according to RFC 4366 (TLS extensions).
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