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Abstract of the contribution
This contribution proposes a way forward with UDC security in Rel-10 and future releases. Furthermore, text to be sent to CT4 and ETSI SAGE is proposed.
We propose the following stepwise approach to UDC security. The rationale for this proposal can be found in the companion discussion paper.  

· Step 1: only encryption and decryption of permanent subscriber keys of length 128 bits is addressed. 

· Step 2: encryption and decryption of other types of data, including permanent subscriber keys of length greater than 128 bits and SIP Digest passwords used in IMS, is addressed.

Step 1 should be addressed in Rel-10 assuming this is compatible with the CT4 schedule. As SA3 and CT4 have agreed to capture the results of UDC security work in a CT4 specification, and not in an SA3 specification, text needs to be communicated to CT4 for inclusion in their specification. 

------------------------

The SA3 text for step 1 that we propose to communicate to CT4 is as follows:

Text for CT4 for step 1:

“Permanent subscriber keys K (as defined for 3G in TS 33.102 and for EPS in TS 33.401) and Ki (as defined for GSM in TS 43.020) shall be stored in a UDR only in encrypted form. 

One cryptographic algorithm for the decryption of keys K and Ki is mandatory to support by all UDC front ends handling EPS, 3G, or GSM authentication vectors. This algorithm shall be AES. AES is defined in [x1].
NOTE: Operators may choose additional algorithms not covered by this specification.
For permanent subscriber keys of length 128 bits, AES shall be used in Electronic Code Book (ECB) mode. The Electronic Code Book mode is defined in [x2].

NOTE: The use of different AES modes for different types of data may be introduced in future releases. 
The Key Encryption Key (KEK) is the key used to encrypt and the decrypt the keys K and Ki. KEK lengths of 128 and 256 bits shall be supported, a KEK length of 192 bits may be supported. 
The Key Encryption Key shall be identified by a suitable identifier allowing for at least xx different KEKs.

The AES mode shall be identified by a suitable algorithm identifier allowing for at least yy different algorithms.
Editor’s Note: xx and yy tbd by SA3.
 [x1]
FIPS Publication 197, “Advanced Encryption Standard (AES).” U.S. DoC/NIST, November 26, 2001. 

[x2]
NIST Special Publication 800-38A, 2001 Edition, Recommendation for Block Cipher Modes of 
Operation, Methods and Techniques, NIST, December 2001.” 
------------------------

Proposed LS to ETSI SAGE:

ETSI SAGE also needs to be involved in the process for the following reason: 

The choice of AES ECB mode for encrypting and decrypting permanent subscriber keys of length 128 bits shall be subject to confirmation by ETSI SAGE that this choice does not raise any security concerns from a cryptographic point of view. An LS including a corresponding question shall be sent to ETSI SAGE. This LS should also include the information that more work is likely to be proposed by SA3 to ETSI SAGE in the future regarding the encryption and decryption of other types of data, including permanent subscriber keys of length greater than 128 bits and SIP Digest passwords used in IMS. The LS should also ask ETSI SAGE to indicate any further information they require from SA3 for being able to perform this future task. 

PROPOSAL

We proposed that SA3 agrees the proposals in this document and sends corresponding LSs to CT4 and ETSI SAGE.

