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Abstract of the contribution:

1 Introduction

In the living document [1], Enhancing AKA to include device authentication via symmetric key in RN and HSS/MME was proposed. In this contribution, we proposed an alternative of this solution with some other benefits, such as, if the UICC is inserted in a false RN, the false RN can not get IK||CK. Further clarification of the symmetric key is provided. In this proposed solution, the RN subscription authentication and RN platform authentication are completed together. And in the end, we also provide a pCR for the living document.
2 Discussion
2.1 General

It is an alternative of solution 8 with some other benefits, such as, if the UICC is inserted in a false RN, the false RN can not get IK||CK and predict further the KASME. Further clarification of the symmetric key is provided. For the sake of backward compatibility, we prefer to generating the enhanced the authentication data by HSS, especially enhanced RAND and AUTN. 

2.2 Enhanced Authentication data

Before the generating of enhanced authentication data, a RN platform related security key K_platform is assumed to be shared between RN platform and the HSS. 

Further clarification for K_platform: 

1, as one of the example, the K_platform can be pre-shared key between HSS and RN and in HSS it can be indexed by the RN equipment identity e.g. IMEI.

2, as another example, assume HSS has the certificate of RN and the HSS holds the public key, the K_platform can be a nonce generated by HSS, HSS encrypt the K_platform and send it to RN, and the RN decrypts the K_platform.
Figure 1 illustrates the security procedure of the alternative enhancing AKA to include device authentication via symmetric key in RN and HSS/MME.

At the beginning of the EPS-AKA, the HSS conceals the EPS authentication data with K_platform, and generates the enhanced authentication data, i.e. eRAND, eAUTN and eKASME :

eRAND = EK_platform(RAND)
and
eAUTN = EK_platform(AUTN)  


where  EK_platform(RAND) means RAND encrypted with key K_platform, and EK_platform(AUTN) likewise. 

Then, the enhanced authentication data, (i.e. eRAND|| XRES||KAMSE||eAUTN), are sent to the RN instead of the original authentication data (i.e. (RAND|| XRES||KAMSE||AUTN)). It is expected that only the real RN platform can unconcealed the initial authentication data. 

In this way, the network completes the RN subscription authentication and RN platform authentication together. 
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Figure 1. Authentication data enhancement
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Figure 2. Authentication failure if UICC is inserted to a false RN
Moreover, the binding between EPS security key and the RN platform security key (e.g. K_platform) can also be done during this process. As an example, the enhanced intermediate key eKASME can be derived based on IK||CK and K_platform: 

eKASME = KDF（K_platform, IK||CK, SN ID）
Just as shown in figure 3. Then, the eKASME can be used to derive the other AS or NAS keys just like a normal KASME. With this enhancement, the MitM threat can be eliminated, because the attacker can not predict the RN platform key.
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Figure 3. Key Binding
This solution has some advantages as following:

1. It is backward compatible, and no modification is needed for current EPS AKA procedure.

2. It can save the signalling overhead and latency, because that the RN platform authentication and key binding can be done in one procedure, and no other additional procedure is needed.

3. according to 24301, the UICC will first verify MAC and then derive KASME. If before EPS-AKA the UICC is inserted to a false RN, the false RN which does not hold K_platform can not get RAND and thus the UICC will not send IK||CK to RN, it can prevent false RN from getting IK||CK and predicting further KASME. 

3 Conclusion & Proposal

It is proposed that the solution above is discussed by SA3 and included in the living document

4 Reference

[1] S3-100896 New version of RN living document

5 pCR

***************change begins***************

7.x Solution x – Enhanced Authentication Data for RN platform Authentication
7.x.1 General

In this solution, the authentication data is enhanced to generate enhanced security context, which can be used to protect the user plane traffic over the Un interface. And the S1/X2-AP signalling will be protected by either enhanced AS or IPSec security.
7.x.2 Security Procedures

Before the generating of enhanced authentication data, a RN platform related security key K_platform is assumed to be shared between RN platform and the HSS. 

Further clarification for K_platform: 

1, as one of the example, the K_platform can be pre-shared key between HSS and RN, and in HSS it can be indexed by the RN equipment identity e.g. IMEI.

2, as another example, assume HSS has the certificate of RN and the HSS holds the public key, the K_platform can be a nonce generated by HSS, HSS encrypt the K_platform and send it to RN, and the RN decrypts the K_platform.
Figure 1 illustrates the security procedure of the alternative enhancing AKA to include device authentication via symmetric key in RN and HSS/MME.

At the beginning of the EPS-AKA, the HSS conceals the EPS authentication data with K_platform, and generates the enhanced authentication data, i.e. eRAND, eAUTN and eKASME :

eRAND = EK_platform(RAND)
and
eAUTN = EK_platform(AUTN)  


where  EK_platform(RAND) means RAND encrypted with key K_platform, and EK_platform(AUTN) likewise. 

Then, the enhanced authentication data, (i.e. eRAND|| XRES||KAMSE||eAUTN), are sent to the RN instead of the original authentication data (i.e. (RAND|| XRES||KAMSE||AUTN)). It is expected that only the real RN platform can unconcealed the initial authentication data. 

In this way, the network completes the RN subscription authentication and RN platform authentication together. 
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Figure 1. Authentication data enhancement
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Figure 2. Authentication failure if UICC is inserted to a false RN

Moreover, the binding between EPS security key and the RN platform security key (e.g. K_platform) can also be done during this process. As an example, the enhanced intermediate key eKASME can be derived based on IK||CK and K_platform: 

eKASME = KDF（K_platform, CK||IKIK||CK, SN ID）
Just as shown in figure 3. Then, the eKASME can be used to derive the other AS or NAS keys just like a normal KASME. With this enhancement, the MitM threat can be eliminated, because the attacker can not predict the RN platform key.
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Figure 3. Key Binding
This solution has some advantages as following:

1. It is backward compatible, and no modification is needed for current EPS AKA procedure.

2. It can save the signalling overhead and latency, because that the RN platform authentication and key binding can be done in one procedure, and no other additional procedure is needed.

3. according to 24301, the UICC will first verify MAC and then derive KASME. If before EPS-AKA the UICC is inserted to a false RN, the false RN which does not hold K_platform can not get RAND and thus the UICC will not send IK||CK to RN, it can prevent false RN from getting IK||CK and predicting further KASME. 

7.x.3 UICC Aspects in RN scenarios

A standard UICC could be used and all of the processing is the same to normal one. As the eKASME is generated in the Relay Node, then there is no need to protect the Relay Node to UICC interface. 
7.x.4 Enrolment procedures for RNs for backhaul link security 

This is FFS as it is not yet known whether the same credentials can be used at the IKE and E-UTRAN layer. 
***************change ends***************
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