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This contribution is made on S3-100896, clean version. It provides alignment and adjustments on the scenario described in section 7.9: "Solution 8 – Enhancing AKA to include device authentication via symmetric key in RN and HSS/MME".

Some alignments in section 7.9.1 and 7.9.2 are provided in order to correspond correctly with the given technical proposal; the editor's note in the end of 7.9.2 is removed.
Wording alignment is done through the whole 7.9 section on authentication methods: RN subscription / RN platform authentication; MME reference is also changed to MME-RN.
A change is made on the method to provide the relay node platform signature and authentication: the RAND parameter provided by the network for the EPS-AKA is used as input parameter to the key derivation function for the platform authentication. So this function is seen as a signature made by the platform on the challenge submitted by the network, compressed with response RES of the UICC, which is also used as input parameter to the KDF. In this way, the response RESrelay authenticates at the same time the relay node platform, and the relay node subscription.

############################# START OF 1st CHANGE ##############################

7.9.1
General

In this solution, either IPsec or enhanced AS security is used to protect the control plane signalling. However, this solution is optimal for use with enhanced AS security, as the AS security context to be used to protect the PDCP layer is not made available on any of the relay-node physical interfaces (i.e. the interface with the UICC). The user plane traffic will be protected by the AS level security with the authentication procedures enhanced between the network and RN in order to provide mutual authentication based on credentials stored on the RN. 
7.9.2
Security Procedures

Using either IPsec exactly as for eNBs as described in clause 11 of TS 33.401[2] or enhanced AS security to protect the S1-AP/X2-AP interface between the RN and DeNB will prevent attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligible as there is little signalling compared to user plane traffic, however, this little overhead can still be avoided if enhanced AS security is used (i.e. using integrity protection of S1 and X2 signalling in the PDCP layer).

The user plane data is protected by the AS level security. The EPS AKA procedure is extended and run to mutually authenticate the UICC in the RN and the network (RN subscription authentication), and to authenticate the RN device to the network (RN platform authentication). The enhanced AKA run also provides the keying material for the AS level security. This would prevent threats 2, 4c and 4d, but without further security mechanisms, threat 5 could be used to launch similar attacks.
No changes in the NAS layer and any other signalling layers are needed to run this enhanced authentication procedure.

7.9.2.1
Enhanced EPS-AKA using a relay-node device secret key

Editor’s note: More analysis of the security of the proposed solution is needed
In order to authenticate the relay-node platform in addition to the RN subscription during the attachment of the relay to the network, the following enhancement can be made to the existing EAP-AKA procedure.

A device symmetric secret key Krelay must be securely stored in the relay device and in the network side (HSS or MME-RN). 

Editor’s note: More details on the provisioning of Krelay is needed
This key can be used to sign the authentication challenge RAND and derive further the (expected) response to the authentication challenge (X)RES and the EPS master session key KASME with a suitable Key Derivation Function, such as the KDF defined in TS 33.220.

· RESrelay = KDF( Krelay, RAND || RES || IDx || … other parameters …) in the relay node, IDx being the specific identifier for this KDF.
· Same derivation procedure should apply to XRES to obtain XRESrelay in the MME-RN or HSS.

· KASME_relay = KDF( Krelay, K_ASME || IDy || … other parameters …) in the relay node and the MME-RN or HSS, IDy being the specific identifier for this KDF
The RESrelay should then be truncated in order to fill in the NAS message format already defined for transporting the standard RES value. This value would be compared to a truncated XRESrelay in the MME-RN. KDF identifier IDx and IDy, the authentication challenge RAND and the USIM response RES, K_ASME and possible other parameters (such as AUTN) should be used in order to diversify further these key derivation functions.

By signing the network authentication challenge RAND and USIM response RES with its own secret symmetric key Krelay, the RN platform is authenticated by the network in the same time than the RN subscription. After a successful authentication, the KASME_relay can be taken into use by the MME-RN and the relay to generate the full EPS key hierarchy (with NAS and AS security contexts), as illustrated in the following figure where Krelay is handled by the MME-RN:
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Figure 7.9.2.1-1: enhanced LTE key hierarchy using a relay device secret key
As an alternative, the Krelay can be handled in the HSS and the KASME_relay and XRES_relay can be generated in the HSS and the relay.

With this key hierarchy, NAS and AS security contexts benefit from the RN platform authentication in addition to the RN subscription (USIM) authentication and are not predictable from the keys provided by the USIM {CK, IK} on its interface with the relay node device. Furthermore, S1-AP, RRC and NAS commands will not need any changes as the carried information has exactly the same format than with a standard EPS-AKA procedure.

7.9.3
UICC Aspects in RN scenarios

Editor’s Note: A UICC in a UE provides security under quite different assumptions from a UICC in an RN. What would happen if a UICC was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.

In the solution proposed in 7.9.2.1, the USIM is a standard one. Its use must be associated with the relay device secret key Krelay in order to authenticate the relay device toward the network. No specific binding is required for the UICC interface.
7.9.4
Enrolment procedures for RNs for backhaul link security 

This is FFS as it is not yet known whether the same credentials can be used at the IKE and E-UTRAN layer. 

############################## END OF 1st CHANGE ##############################
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