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Introduction
In the living document on “Key Security Issues of Relay Node Architectures”, there is an editor’s note in section 6.1 mentioned that “there may be some critical issues when AKA credentials are embedded directly on the RN. This is FFS”. Here analysis is given. 
Discussion
When AKA credentials are embedded directly into the RN, then an attacker could retrieve AKA credentials in different ways due to the following security issues: 
1. Storage Unit Issue.   The RN is a shared common hardware system containing readable data in its Storage Unit (e.g. non-AKA software information is readable). If the AKA credentials (e.g. root key K) are stored in the RN, an attacker can get access to AKA credentials by getting access to the storage unit. For example, attacker can use the backdoor of the operating system or Trojan horse to read the information in the RN remotely. 
The UICC has not this kind of problem since the UICC is a tamper resistant device. It contains hardware and software countermeasures to protect against invasive and non invasive attacks performed to retrieve secrets and obtain sensitive data during execution of computation. 
So conclusion 1: There is storage security issue if AKA credentials are embedded directly into the RN.
2. Calculation processing Unit issue: RN has no independent calculation unit and memory, so calculation will be made by using CPU and the following temporary sensitive data in the calculation will be stored in memory also. This way, attacker can get the critical data from CPU and memory. The root key K and related temporary data may  be leaked. But in the other hand, if AKA credentials (e.g. the rook key K) are stored on the UICC, then the UICC provides an independent separated calculation unit protected against software and hardware attacks to retrieve key K during computations. . So attacker cannot get the critical information in the UICC even though it has attacked the calculation processing unit of the RN. 

So conclusion 2: So there is calculation security issue if AKA credentials are embedded directly into the RN. 

3. Bus Circuit transportation Issue. As we know, the data must be transported from storage unit to calculation processing unit by using the bus circuit. So if AKA credential is embedded directly into the RN, the attacker can easily get AKA credential from bus circuit. In the other hand, the UICC is tamper resistant device containing physical encapsulation of critical circuitry in order to protect against invasive and non-invasive attacks. 
So conclusion 3: So there is bus circuit transportation security issue if AKA credentials are embedded directly into the RN. 

So, in summary, the AKA credentials could be leaked if the AKA credentials are directly embedded in the RN due to the security issues described above. The UICC is a tamper resistant device dedicated to the storage of the AKA credentials. 
Furthermore, if a trusted environment exists inside the RN to store AKA credentials, it does not provide equivalent level of security than the UICC. The security technology used for the trusted environment has not been proven as a satisfactory way of protecting credentials, e.g. protection against hardware attacks. While the UICC is a well-defined security module dedicated to store AKA credentials. 
Conclusion: So the AKA credentials could be leaked if they are embedded directly in the RN due to storage unit issue, calculation processing unit issue and bus circuit transportation issues into the RN. 
Proposal:

=====================Begin of Change===========================

6
Device Security

6.1
Security requirements on Relay Nodes
Editor’s Note: RN sensitive data, such as IPsec certificates and pre-shared keys, need to be stored in a secure way.
The requirements related to device security in clause 5.3.5 of TS 33.401[2]  apply to Relay Nodes.

Editor’s note: If is FFS whether further requirements are needed. 


When AKA credentials are embedded directly into the RN, then an attacker could retrieve AKA credentials in different ways due to the following security issues: 
1. Storage Unit Issue.   The RN is a shared common hardware system containing readable data in its Storage Unit (e.g. non-AKA software information are readable). If the AKA credentials (e.g. root key K) are stored in the RN, an attacker can get access to AKA credentials by getting access to the storage unit. For example, attacker can use the backdoor of the operating system or Trojan horse to read the information in the RN remotely. 

The UICC has not this kind of problem since the UICC is a tamper resistant device. It contains hardware and software countermeasures to protect against invasive and non invasive attacks performed to retrieve secrets and obtain sensitive data during execution of computation. 
So conclusion 1: There is storage security issue if AKA credentials are embedded directly into the RN.

2. Calculation processing Unit issue: RN has no independent calculation unit and memory, so calculation will be made by using CPU and the following temporary sensitive data in the calculation will be stored in memory also. This way, attacker can get the critical data from CPU and memory. The root key K and related temporary data may  be leaked. But in the other hand, if AKA credentials (e.g. the rook key K) are stored on the UICC, then the UICC provides an independent separated calculation unit protected against software and hardware attacks to retrieve key K during computations. . So attacker cannot get the critical information in the UICC even though it has attacked the calculation processing unit of the RN. 

So conclusion 2: So there is calculation security issue if AKA credentials are embedded directly into the RN. 

3. Bus Circuit transportation Issue. As we know, the data must be transported from storage unit to calculation processing unit by using the bus circuit. So if AKA credential is embedded directly into the RN, the attacker can easily get AKA credential from bus circuit. In the other hand, the UICC is tamper resistant device containing physical encapsulation of critical circuitry in order to protect against invasive and non-invasive attacks. 
So conclusion 3: So there is bus circuit transportation security issue if AKA credentials are embedded directly into the RN. 

So, in summary, the AKA credentials could be leaked if the AKA credentials are directly embedded in the RN due to the security issues described above. The UICC is a tamper resistant device dedicated to the storage of the AKA credentials. 
Furthermore, if a trusted environment exists inside the RN to store AKA credentials, it does not provide equivalent level of security than the UICC. The security technology used for the trusted environment has not been proven as a satisfactory way of protecting credentials, e.g. protection against hardware attacks. While the UICC is a well-defined security module dedicated to store AKA credentials. 
Conclusion: There will be storage unit issue, calculation processing unit issue and bus circuit transportation issues if AKA credentials are embedded directly into the device. So AKA credentials shall not be embedded directly in device, they shall be stored on a UICC.
======================End of Change===========================
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