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1. Overall Description:

SA3 Thanks SA5 for their LS on Security Aspects of H(e)NB Remediation. SA3 has analysed the questions posed by SA5 based on SA3 discussions and of SA5’s understanding of what is required for remediation:
Are the existing procedure defined in SA5 sufficient for the remediation requirement in SA3?
SA3 reply: SA5 does not address the case during initial start-up where the communication channel is not available. Specifically, TS 33.320 does not allow authentication to take place after device integrity failure and consequently IPsec or TLS cannot be established between H(e)NB and SeGW or between H(e)NB and H(e)MS. In this case, neither TS 32.583 nor 32.593 addresses setting up a communication path when validation fails during initial start-up. Requirements have to be defined to handle the case of validation failure during initial start-up. 
Are the existing alarm types and probable cause types specified in 32.111-2 Annex A and Probable Causes specified in 32.111-2 Annex B sufficient for H(e)NB?

SA3 reply: The existing indication and alarm type seem to be sufficiently defined for notifying H(e)MS of H(e)NB’s validation error conditions. 
How can the validity of an alarm be verified if the device has been compromised?

SA3 reply: The trusted environment of the H(e)NB is built from an irremovable, hardware-based root of trust by way of a secure boot process. This ensures that all sensitive functions are performed by TrE, including the generation of alarms, and are verified by TrE to be valid.
2. Actions to SA5 group:

1. SA3 kindly asks SA5 to take the information by SA3 into consideration for remediation support and to define some requirements for addressing remediation in case of validation failure during start-up.
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