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Introduction

SA5’s reply LS S5-102569 replied to SA3’s S3-092214 regarding H(e)NB remediations.
Discussion
There are two cases of remediation under considerations:

1) During normal operation
2) During start-up
In the case of during normal operation, IPsec tunnel is established as a result of the H(e)NB’s passing device integrity and authentication.  In this case, any well defined validation error conditions can be captured and reported to the H(e)MS. When the H(e)MS is located within operator’s intranet, separate TLS tunnel to the H(e)MS may not be necessary.  But when the H(e)MS is located in the public Internet, TLS tunnel needs to be set up if is is not established already. Since H(e)NB is still considered operating normally, (i.e. the validation error conditions are not causing H(e)NB to go into catastrophic failure), the H(e)NB should be able to generate necessary alarms and report them to the H(e)NB via the already established communication channel. H(e)MS then can use TR-069 procedures to correct any correctable irregularities by downloading the necessary software, firmware, and configuration modules. This process is mostly defined in SA5’s TS 32.583 and 32.593 and TR-069 procedures requires a well-established channel for the H(e)NB and H(e)MS to communicate.
Howeve, in the case of start-up, it is not clear how the procedures defined in SA5’s 32.583 and 32.593 because of lack of a communication channel between H(e)NB and H(e)MS. IPsec or TLS can not be established according to TS 33.320 if the device integrity fails. Additionally the key materials in the TrE can not be accessed and authentication can not be performed. If there is no communication channel, integrity faults can not be reported to the H(e)MS and TR-069 can not be used. 
While most of SA5’s assessments and analysis are correct, however SA5 does not address the case of initial start-up.  It should be acknowledged that device integrity check failure is most likely to be discovered during initial boot. Furthermore, periodic device integrity (re)check has not been specified in TS 33.320. 
Proposal
It is proposed to send reply LS to SA5.
