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1. Overall Description:
SA3 thanks RAN3 for their LS (S3-100922/ R3-101967) regarding security on the direct interface between H(e)NBs. SA3 has analysed the security of H(e)NBs with a direct connection in the enterprise scenario without going through a central security gateway and provide the following for consideration:

· Considering the issues of operator certificate enrolment, certificate management, cross-vendor certificate incompatibility, IP routing, and potential CSG management complications when establish IPsec tunnel to protect the direct interface between H(e)NBs, it is strongly recommended  that the H(e)NBs with a direct interface go through the central security gateway to satisfy the security requirement.

· If the operator consider the enterprise network is secure enough from outside attacks, the direct interface between H(e)NBs need not be protected. Note that potential risks and threats, such as eavesdropping, may still arise from within the enterprise network. In addition, this may lead to exposure of local breakout traffic. Clearly this is strongly discouraged. In addition, this may lead to exposure of local breakout traffic. Clearly this is strongly discouraged. 
2. Action:

SA3 kindly asks RAN3 to take note of the above information when discuss the direct interface between H(e)NBs
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