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2
Approval of Agenda and Meeting Objectives

The Chairman, Bengt Sahlin of Ericsson, opened the SA3#60 held in Montreal, Canada. Adrian Escott of Qualcomm gave a welcoming speech on behalf of the host, the North American Friends of 3GPP (NAF).

S3-100700
Draft Agenda for THIS meeting





Source: WG Chairman

Decision: 

The document was revised to S3-100718.



S3-100718
Update of Draft Agenda





Source: WG Chairman

(Replaces S3-100700)

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP. 

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms.

4
Meeting Reports

S3-100701
Report from LAST SA Plenary





Source: WG Chairman

Decision: 

The document was noted.



S3-100702
Report from LAST SA3 Ordinary meeting





Source: WG Secretary

Decision: 

The document was approved.



6
Reports and Liaisons from other Groups

6.1
3GPP Working Groups

No input in this item; several Liaison Statements from 3GPP WGs were discussed under the corresponding agenda items (also see Annex X for the summary of LSs).
6.2
IETF

No input.

6.3
ETSI SAGE

Rolf Blom will act as a Liaison Officer for ETSI SAGE from now on. 
6.4
GSMA

Charles Brookson presented the GSMA SG report. The EIA3/ EEA3 algorithm had been evaluated by SAGE, and was due to be posted on the GSMA web site to allow it to be viewed. It should be available shortly on the web site.

Much of GSMA SG activity is around security project work, as well as work items that are part of the scheduled work. Delegates who which to attend SG are invited to contact the Chairman. The next meeting will be held in Vienna on 7-8 September.

6.5
3GPP2

No input.

6.6
OMA

No input.

6.7
TCG

Silke Holtmanns provided a report:

Currently TCG is finalizing the MTM1.0 packet for final delivery to the TCG web site. TCG is now starting the MTM2.0 work and related activities. It is estimated that MTM2.0 work is in full speed around autumn 2010.

6.8
Other Groups

7
Work Areas

7.1
IP Multimedia Subsystem (IMS)

S3-100749
IMS security R10 - correction in N.2.5





Source: Orange

Decision: 

The document was revised to S3-100909.



S3-100909
IMS security R10 - correction in N.2.5





Source: Orange

(Replaces S3-100749)

Decision: 

The document was agreed.



S3-100750
IMS security R9 - correction in N.2.5





Source: Orange

Decision: 

The document was revised to S3-100910.



S3-100910
IMS security R9 - correction in N.2.5





Source: Orange

(Replaces S3-100750)

Decision: 

The document was agreed.



S3-100833
IMS security R8 - correction in N.2.5





Source: Orange

Decision: 

The document was rejected.



S3-100846
Resolving editor's note on reference





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



7.1.1
Media Plane Security

S3-100787
Progress of draft-mattsson-mikey-ticket-05





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



7.1.2
Protection against Unsolicited Communications in IMS (PUCI)

S3-100762
TR Skeleton Cover Sheet





Source: NEC Corporation, Telia Sonera

Decision: 

The document was revised to S3-100908.



S3-100908
TR Skeleton Cover Sheet





Source: NEC Corporation, Telia Sonera

(Replaces S3-100762)

Decision: 

The document was noted.



S3-100795
PUCI TR Outline





Source: Ericsson, ST-Ericsson

Decision: 

The document was merged in 908.



S3-100763
SPUCI TR Scope





Source: NEC Corporation, Telia Sonera

Discussion: 

Orange asked deleting the bullet about the TR being the consolidation of the previous work; this was agreed.

Decision: 

The document was approved with modifications.



S3-100798
PUCI Solution Scope





Source: Ericsson, ST-Ericsson

Discussion: 

It was agreed to modify the phrase on media plane screening as it should not be out of scope, but possible to be considered.

Decision: 

The document was approved with modifications.



S3-100764
SPUCI TR Security Requirements





Source: NEC Corporation

Discussion: 

It was agreed to insert an Editor's Note on the fact that it is for further study which of the requirements from 33.937 should be in this clause.

Decision: 

The document was noted.



S3-100765
SPUCI Design Principles





Source: NEC Corporation

Decision: 

The document was approved.



S3-100766
SPUCI References, Definitions and Abbreviations





Source: NEC Corporation

Discussion: 

It was decided to remove Treatment and score from the definitions, and also remove the abbreviations.

Decision: 

The document was approved with modifications.



S3-100800
PUCI Interworking with ICS, SRVCC, and SC





Source: Ericsson, ST-Ericsson

Discussion: 

SS based PUCI functionality was added in 9.2.

Decision: 

The document was approved with modifications.



S3-100839
SPUCI: Reliable Identification of Originating User/Domain





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Contributions on plausible interconnection scenarios are invited.

Decision: 

The document was noted.



7.1.3
Other Common IMS Issues

7.2
Network Domain Security

7.2.1
Support for Backhaul Security

S3-100778
33310 R9 CR-Correction for profiling of CMPv2





Source: Huawei

Decision: 

The document was revised (merged in 911).



S3-100790
Correction of certificate profiles for vendor-provided base station certificates (Rel-9)





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-100883.



S3-100883
Correction of certificate profiles for vendor-provided base station certificates (Rel-9)





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100790)

Decision: 

The document was revised to S3-100911.



S3-100911
Correction of certificate profiles for vendor-provided base station certificates (Rel-9)





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100883)

Decision: 

The document was agreed.



S3-100792
Correction of certificate profiles for vendor-provided base station certificates (Rel-10)





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-100884.



S3-100884
Correction of certificate profiles for vendor-provided base station certificates (Rel-10)





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100792)

Decision: 

The document was revised to S3-100912.



S3-100912
Correction of certificate profiles for vendor-provided base station certificates (Rel-10)





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100884)

Decision: 

The document was agreed.



S3-100743
Backhaul: correction





Source: China Mobile
Decision: 

The document was revised to S3-100913.



S3-100913
Backhaul: correction R9





Source: China Mobile
(Replaces S3-100743)

Decision: 

The document was agreed.



S3-100914
Backhaul: correction R10





Source: China Mobile
Decision: 

The document was agreed.



7.2.2
Other NDS Issues

S3-100788
Mandatory support for Diffie-Hellman group 14 (2048-bit MODP) in IKEv2





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

It was agreed that this is covered by 892 and the CR is not needed.

Decision: 

The document was withdrawn.



S3-100793
33210 Rel-10 IPsec Alignment





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100892.



S3-100892
33210 Rel-10 IPsec Alignment





Source: Ericsson, ST-Ericsson

(Replaces S3-100793)

Decision: 

The document was revised to S3-100915.



S3-100915
33210 Rel-10 IPsec Alignment





Source: Ericsson, ST-Ericsson

(Replaces S3-100892)

Decision: 

The document was agreed.



S3-100794
33234 Rel-10 IPsec Alignment





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100893.



S3-100893
33234 Rel-10 IPsec Alignment





Source: Ericsson, ST-Ericsson

(Replaces S3-100794)

Discussion: 

It was agreed that profile is out of scope.

Decision: 

The document was revised to S3-100916.



S3-100916
33234 Rel-10 IPsec Alignment





Source: Ericsson, ST-Ericsson

(Replaces S3-100893)

Decision: 

The document was agreed.



S3-100789
Clarification on usage of ESP authentication and encryption transforms





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-100791
33203 Rel-10 IPsec Alignment





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100891.



S3-100891
33203 Rel-10 IPsec Alignment





Source: Ericsson, ST-Ericsson

(Replaces S3-100791)

Decision: 

The document was revised to S3-100917.



S3-100917
33203 Rel-10 IPsec Alignment





Source: Ericsson, ST-Ericsson

(Replaces S3-100891)

Decision: 

The document was agreed.



S3-100853
Update of reference to PKI-Forum publication





Source: Nokia Siemens Networks

Decision: 

The document was agreed.



S3-100799
Adaptations of key lengths and hash algorithms used in certificates and CRLs





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Companies are invited to investigate whether MD2 is still used; should it be identified that MD2 is not used, then there should be a corrective CR in the next meeting to prohibit MD2.

Decision: 

The document was agreed.



S3-100801
Unification of certificate and CRL profiles in TS 33.234 with TS 33.310, clause 6.1





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-100918.



S3-100918
Unification of certificate and CRL profiles in TS 33.234 with TS 33.310, clause 6.1





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100801)

Decision: 

The document was agreed.



S3-100796
Correction to mandatory ciphersuites and compression method in TLS profile (Rel-9)





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

It was agreed that the third bullet point the added text is deleted and that a phrase will be inserted to state that the mandatory cipher suite of TLS 1.1 is used.

Decision: 

The document was revised to S3-100919.



S3-100919
Correction to mandatory ciphersuites and compression method in TLS profile (Rel-9)





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100796)

Decision: 

The document was agreed.



S3-100797
Correction to mandatory ciphersuites and compression method in TLS profile (Rel-10)





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

It was agreed that the third bullet point the added text is deleted and that a phrase will be inserted to state that the mandatory cipher suite of TLS 1.1 is used.

Decision: 

The document was revised to S3-100920.



S3-100920
Correction to mandatory ciphersuites and compression method in TLS profile (Rel-10)





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100797)

Decision: 

The document was agreed.



S3-100802
Additions to TLS profile in Annex E (33.310)





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-100921.



S3-100803
Unification of TLS profile in TS 33.320 with TS 33.310, Annex E





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-100921
Additions to TLS profile in Annex E (33.310)





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100802)

Decision: 

The document was revised to S3-100933.



S3-100933
Additions to TLS profile in Annex E (33.310)





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100921)

Decision: 

The document was agreed.



S3-100805
Unification of TLS and certificate references in TS 33.220 with TS 33.310





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-100934.



S3-100934
Unification of TLS and certificate references in TS 33.220 with TS 33.310





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100805)

Decision: 

The document was agreed.



S3-100806
Unification of TLS and certificate references in TS 33.222 with TS 33.310





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-100935.



S3-100935
Unification of TLS and certificate references in TS 33.222 with TS 33.310





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100806)

Decision: 

The document was agreed.



S3-100807
Adaptation of TS 33.141 to TLS profiling in TS 33.222





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-100936
Adaptation of TS 33.141 to TLS profiling in TS 33.222





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100807)

Decision: 

The document was withdrawn.



S3-100804
Introduction of reference to TS 33.310 for TLS profile into TS 33.203





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-100937.



S3-100937
Introduction of reference to TS 33.310 for TLS profile into TS 33.203





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100804)

Decision: 

The document was agreed.



7.3
UTRAN Network Access Security

S3-100768
33.102 R9 CR: Derivation of the security context for CS domain because of SRVCC





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100897.



S3-100897
33.102 R9 CR: Derivation of the security context for CS domain because of SRVCC





Source: Ericsson, ST-Ericsson

(Replaces S3-100768)

Decision: 

The document was agreed.



7.4
GERAN Network Access Security

7.5
GAA

7.5.1
TS 33.223 GBA Push

7.5.2
TS 33.224 GBA Push Generic Layer

7.5.3
Other GAA Issues

7.6
Multimedia Broadcast/Multicast Service (MBMS)

7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

S3-100708
Reply LS on Use cases for cell change indication from MME to E-SMLC





Source: SA3LI10_052r1

Decision: 

The document was noted.



S3-100712
LS on Security protection of Rel-9 RRC messages





Source: R2-103441

Decision: 

The document was noted.



S3-100772
33.401 R9 DISC: New RRC message without integrity protection in Rel-9





Source: Ericsson, ST-Ericsson

Discussion: 

The conclusion and the proposal are agreed. No LS will be sent back as RAN2 suggested that there should be a reply only in case SA3 identified security risks.

Decision: 

The document was endorsed.



S3-100713
LS on Security handling at re-establishment





Source: R2-103452

Decision: 

The document was noted.



S3-100725
Clarification for requirements of handling data for eNB





Source: Huawei

Discussion: 

Ericsson suggested that this might be covered in 5.1.4.1. Huawei suggested that this is the case, but there it is not specified explicitly in that clause.

 Nokia Siemens Networks supported Ericsson in that the addition is superfluous, especially at this late stage for this specification.

Decision: 

The document was rejected.



S3-100726
Corrections for TS 33.401





Source: Huawei

Discussion: 

NTT Docomo suggested there should be an alignment with CT1; it was agreed to do a consistent update with a revision of this CR.

SMP was agreed not to be inserted.

Decision: 

The document was revised to S3-100888.



S3-100888
Corrections for TS 33.401





Source: Huawei

(Replaces S3-100726)

Decision: 

The document was agreed.



S3-100706
LS on Understanding of 24.301 Annex C





Source: C1-101760

Decision: 

The document was noted.



S3-100767
33.401 R9 CR: Emergency call corrections





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-100779
33401 R9 CR-default set of EPS security algorithms





Source: Huawei

Decision: 

The document was noted.



S3-100872
Comments to S3-100719 and S3-100779 (adding new algorithms to the default set)





Source: Ericsson, ST-Ericsson

Discussion: 

SA3 recognized that there is a need for clarification of the need for modification of the specification to solve the issue for the case of EIA0 as discussed in S3-100779, however some further check and alignment with CT1 should be performed.

It was agreed to have an email discussion on the topic, to try and agree what kind of clarification would be needed; subsequently, offline discussions led to the conclusion that an email discussion is not necessary.

Decision: 

The document was noted.



S3-100812
33401 CR Correction of Authentication Failure Handling





Source: ZTE Corporation

Discussion: 

Nokia Siemens Networks suggested that there is indeed a misalignment with the stage 3 specs. It was agreed to produce a similar change for 33.102, Nokia Siemens Networks will take care of this, based on a revised contribution against 33.401 that will be sent to the SA3 list by ZTE.

It was agreed to modify the CR to correct some changes on changes.

It was decided to discuss on the changes until the next meeting and provide a contribution in SA3#61 along with the CR on 33.102.

ACTION:
Produce CR on Correction of Authentication Failure Handling for 33.102

(action on: Guenther Horn (Nokia Siemens Networks) / due by: )

Decision: 

The document was postponed.



S3-100813
33401 CR Clarification about Result of AKA





Source: ZTE Corporation

Decision: 

The document was revised to S3-100882.



S3-100882
33401 CR Clarification about Result of AKA





Source: ZTE Corporation

(Replaces S3-100813)

Discussion: 

Nokia Siemens Networks suggested K_ASME in Release 9 is not derived in the USIM or the AuC as suggested in NOTE 5 of 6.1.1.

NTT Docomo suggested that there should be some form of clarification on K_ASME, even though recognizing that the ZTE contribution is not correct. Nokia Siemens Networks suggested the sentence before Figure 6.1.1 is sufficient to specify that the K_ASME is in the HSS and UE.

Decision: 

The document was rejected.



S3-100814
33401 CR Clarification about IWK NAS COUNT





Source: ZTE Corporation

Decision: 

The document was rejected.



S3-100815
33401 CR Correction of term EPS NAS security context





Source: ZTE Corporation

Decision: 

The document was merged in S3-100888.



7.7.2
TS 33.402 Issues 
S3-100777
33402 R9 CR-Adding reference to RFC5295





Source: Huawei

Discussion: 

The WI should be corrected.

Decision: 

The document was agreed.



7.7.3
Relay nodes

Nokia Siemens Networks suggested converting the RN living document to an 800-series TR. It was agreed that there is a need to capture the contents of the living document into an 800-series TR; a WID has to be agreed and submitted to SA on this. It was noted that it would be difficult to produce a WID during the meeting and volunteers were invited to draft a WID for the next Ordinary or Ad hoc meeting.
Vodafone proposed that SA3 representatives should attend the next RAN3 meeting; there were no volunteers to represent SA3. Vodafone expressed some concerns on the fact that RN could be approved in Release 10 with no security work completed. The Chairman suggested that in the future RAN WIDs could be monitored to identify any security aspects to be addressed timely. Deutsche Telekom suggested it is not possible to deliver the security work on time for R10 and this would give the wrong message to the industry.

It was decided that SA3 will give an estimate on when SA3 predicts the completion of security work to SA; SA3 will express the concern about the lack of security in the first release of the relay node specifications. It was agreed that the estimate of the completion for the SA3 work (80%), taking into account that the September ad hoc will have RN as a priority, will be achieved by SA3#62.

S3-100711
Response LS on Relay Node Security





Source: S5-101418

Decision: 

The document was noted.



S3-100734
[Relay]: RN security analysis





Source: China Mobile
Discussion: 

Nokia Siemens Networks asked whether physical binding is proposed as a mandatory solution; China Mobile clarified that there can be also a logical binding.

Deutsche Telekom asked how key provisioning could work if there is a physical binding.

Decision: 

The document was noted.



S3-100739
Relay: User authentication





Source: China Mobile, Gemalto

Discussion: 

Qualcomm did not agree with basing the solution on the UICC. InterDigital suggested that the environment for RN is not yet entirely clear.

Nokia Siemens Networks suggested adopting a working assumption that the RN-UE authentication is mandatory and should be based on removable UICC. This was agreed and a way to insert this in the living document will be agreed.

Decision: 

The document was endorsed.



S3-100738
Relay: AKA with UICC





Source: China Mobile, Gemalto, Sagem-Orga

Discussion: 

Ericsson suggested that the sentence in 6.1 should be reformulated and objected the removal of 7.4. Telecom Italia supported the proposal in 738; Orange supported the addition in 6.1. Deutsche Telekom asked for some more substance in 6.1 as "critical issues" is too vague.

China Mobile asked also for an Editor's Note in 6.1 on the fact that there may be critical issues when AKA credentials are embedded directly on RN device; this was agreed.

It was proposed to add an Editor's Note in 7.4 on the fact that further analysis on the solutions should be performed. Orange suggested that it should also be added that this is going against the working assumption that UICC should be used for RN-User authentication. Qualcomm objected to this; Huawei and Telecom Italia supported Orange. Gemalto also supported such an Editor's Note. The Editor's Note was not agreed, but it was agreed to state the working assumption in the living document as an SA3#60 assumption.

Decision: 

The document was noted.



S3-100735
Relay: RN security solution for IPSEC





Source: China Mobile
Discussion: 

It was agreed that the title has to be about RN-UE authentication.

It was clarified that 7.7.1 concerns the S1-X2 Control Plane. 7.7.2 it was decided that it is for further study. It was agreed that in 7.7.3 there need to be more details on how the secure channel is established. 7.7.4 was agreed to be rephrased that the enrolment is for further study.

It was agreed to have an email discussion on the terminology to be used for authentication and include these results in an Editor's Note. Nokia Siemens Networks (Guenther Horn) will chair this email discussion. The email discussion will start the in the beginning of July and will end on the 3rd of September.

Decision: 

The document was approved with modifications.



S3-100870
Comments to S3-100869





Source: China Mobile
Decision: 

The document was noted.



S3-100736
Relay: RN security solution for IKE and IPSec





Source: China Mobile
Discussion: 

In step 4 there was a change that K_IKE will be generated by K_eNB.

Decision: 

The document was approved with modifications.



S3-100737
Relay: Relay Node OAM security





Source: China Mobile
Decision: 

The document was merged in S3-100899.



S3-100873
Comments to contribution S3-100737





Source: InterDigital Communications

Abstract: 

Commenting pseudo CR to S3-100737

Decision: 

The document was merged in S3-100899.



S3-100862
Relay Node environment - revised





Source: InterDigital Communications

Abstract: 

Revised contribution: this contribution considers the relay node environment for discussion on the security aspects of relay nodes

Discussion: 

NTT Docomo observed that RN will be operator-deployed, whereas HeNB's are used by user.

Vodafone suggested that the physical security of the element is important although it cannot on its own cover all of the security requirements.

InterDigital suggested that SA3 should recognize that the environment where the RN will be, will not be the same as normal eNB. NTT Docomo suggested that there should be a written proposal.

Decision: 

The document was noted.



S3-100730
consideration on certificate using in RN





Source: Huawei

Discussion: 

After the enrolment procedure was changed to "during".

Decision: 

The document was approved with modifications.



S3-100731
Security requirement for UE handover





Source: Huawei

Discussion: 

Nokia Siemens Networks proposed to insert an Editor's Note on the fact that forward and backwards security are for further study. This was agreed.

Decision: 

The document was approved with modifications.



S3-100744
Relay: clarification





Source: China Mobile
Decision: 

The document was approved.



S3-100831
pCR Relay Node: USIM terminology





Source: Gemalto, Sagem-Orga

Abstract: 

pseudo-CR Relay Node: USIM Terminology

Decision: 

The document was approved.



S3-100727
analysis on Un interface security





Source: Huawei

Decision: 

The document was noted.



S3-100780
Proposals for relay security





Source: Huawei

Discussion: 

China Mobile suggested that from the point of view of security the two solutions are similar, and suggested that a WG such as SA2 should decide on this issue.

Nokia Siemens Networks suggested that a third solution could be certificate-based; Alcatel-Lucent suggested that this involves only radio network elements.

It was agreed to have an Editor's Note listing the three options, also adding that security options are for further study.

It was decided not to send an LS.
Subsequently, during the presentation of 896 as the updated living document it was agreed to insert some more text on the description of the options, within the Editor's Note in 5.1.2.1.

Decision: 

The document was approved with modifications.



S3-100732
Relay: Mutual authentication clarification





Source: NEC Corporation

Discussion: 

It was agreed that the terminology has to be clarified; the group agreed to come back to this topic in the future, as per the Editor's Note capturing this.

Decision: 

The document was noted.



S3-100773
Relay: Relay node enrolment





Source: Ericsson, ST-Ericsson

Discussion: 

Qualcomm suggested that the prediction on the amount of changes is a speculation and should be corrected.

Nokia Siemens Networks suggested there is a need to merge the 843 contribution with 773.

There was some discussion between China Mobile, Ericsson, Nokia Siemens Networks, InterDigital and Qualcomm and it was decided to have an offline session to merge the four documents ( 737, 873, 773 and 843).

Decision: 

The document was merged in S3-100899.



S3-100843
Proposal for Relay Node Certificate Enrolment and Secure Management





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-100899
Merger of contributions on Relay Node Enrolment





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-100728
key lifetime management





Source: Huawei

Discussion: 

Nokia Siemens Networks asked for some clarification on data aggregation to be added; this was agreed.

It was decided that contribution would be converted to an Editor's Note and added to the requirements section.

Decision: 

The document was approved with modification.



S3-100851
relay node device security





Source: InterDigital Communications

Abstract: 

This contribution considers the possible security threats to the Relay Node as a device, i.e., device security for the Relay Node.

Discussion: 

Deutsche Telekom asked whether the baseline for security requirements should be taken from the eNBs in 33.401 or from the TrE; Huawei would prefer the TrE definition in 33.320.

Nokia Siemens Networks suggested that there are more similarities to macro eNBs described in 33.401.

It was decided to use as a starting point the 33.401 definitions. 

InterDigital suggested that there may be some additional issues to be considered; it was replied that there can be additions to this starting point if needed.

It was agreed for 6.3 to insert an Editor's Note on the fact that there is needed further study on whether further requirements are needed in addition to 6.5.3.5.

Huawei asked for the existing Editor's Note in 6.3 to be removed; this was agreed.

Decision: 

The document was approved with modifications.



S3-100852
relay node device integrity





Source: InterDigital Communications

Abstract: 

This contribution considers the addition of device integrity checking for the Relay Node in the LTE architecture

Discussion: 

Ericsson suggested there is no need for such detailed explanation here.

The first sentence was agreed to be truncated after "check". The second sentence was agreed.

It was agreed to add reference to 33.401 requirements 3-5 in 5.3.5.2.

It was also agreed to insert an Editor's Note saying that the need for further requirements is for further study. The last two bullets were agreed to be inserted in a second Editor's Note, saying that they are for further study.

Decision: 

The document was approved with modifications.



S3-100729
The Security Issue Analysis when USIM is removable





Source: Huawei

Discussion: 

It was decided to limit this to emergency services only and to insert an Editor's Note on the fact that emergency services that this has to be studied further.

Decision: 

The document was approved with modifications.



S3-100840
Relay Node Security: Countermeasures against threats to the UICC RN interface





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

It was agreed to take a way the last part after the comma. 
Decision: 

The document was approved with modifications.



S3-100841
Relay Node Security: Secure Channel between a UICC and a Relay Node





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-100842
Proposal for a Relay Node Security Architecture





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved with modifications.



S3-100844
Relay Node Security: analysis of proposed solution





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-100860
Access Stratum Based Security for Relays





Source: Qualcomm Incorporated

Discussion: 

Qualcomm observed that there would be some conflicts with 842 concerning the token modification in 7.5; it was agreed to create a new solution.

Orange suggested that in 5.1.2 there should be an Editor's Note.

It was agreed to send an LS to RAN2, Cc RAN3, asking whether there would be any options that they would prefer ruling out (between AS or IPsec).

Decision: 

The document was revised to S3-100900.



S3-100900
Access Stratum Based Security for Relays





Source: Qualcomm Incorporated

(Replaces S3-100860)

Decision: 

The document was agreed.



S3-100901
LS on Relay Node security options





Source: SA3 (Qualcomm)

Decision: 

The document was approved.



S3-100832
pCR Relay Node: New title for section 7.5





Source: Gemalto, Sagem-Orga

Discussion: 

It was agreed to keep the original title adding "AKA credentials stored in UICC".

Decision: 

The document was approved with modifications.



S3-100859
Relay Device Authentication using Enhanced NAS





Source: Qualcomm Incorporated

Discussion: 

Some clarification to the input parameters for KDF was agreed to be added.

Nokia Siemens Networks asked for an Editor's Note on the fact that this AKA protocol has still to be evaluated properly.

Qualcomm agreed to provide some additional input in the future.

Decision: 

The document was approved with modifications.



S3-100869
Comments on S3-100735 on relay node authentication





Source: Orange

Discussion: 

China Mobile observed there are no details on key provisioning; Orange replied that an Editor's Note on the fact that device key provisioning is for further study could be introduced.

Orange clarified that the proposal involves a secret key (not asymmetric) and that the key is computed within the HSS, where there would be impact. It was agreed to add some clarification on the fact that the proposal involves symmetric key.

Decision: 

The document was approved with modifications.



S3-100774
Relay: New proposed solution for Relay node security





Source: Ericsson, ST-Ericsson

Discussion: 

Discussed in conjunction with 871.

Decision: 

The document was approved with modifications.



S3-100871
commenting contribution to S3-100774





Source: China Mobile
Discussion: 

Ericsson suggested that for the first comment, there are examples of the protocol bringing alterations to the keys already (IKE for IPSec, NAS SMC).

Nokia Siemens Networks suggested that some parts of the Ericsson proposal address mainly implementation issues.

It was agreed to insert an Editor's Note in adding 774 to the living document, explaining in 7.x.2 that how the messages sent before the IPsec tunnel is established has to be clarified.

Another Editor's Note will be inserted on the fact that the effects of simultaneous AS and IPSec changes are for further study.

Nokia Siemens Networks suggested there may be risks for the NAS layer security and from an e2e model there is a switch to a hop-by-hop one; an Editor's Note will be inserted on this.

Decision: 

The document was noted.



S3-100896
New version of RN living document





Source: Qualcomm (Editor)

Discussion: 

It was agreed to insert some more text on the description of the options, within the Editor's Note in 5.1.2.1.

Gemalto asked in the working assumptions to have "shall" for the RN-UE authentication based on UICC; Nokia Siemens Networks supported this; it was agreed.

Some editorial corrections on the residual threats of option 3 have to be performed.

Decision: 

The document was approved.



S3-100923
 LS on OAM security and OAM connection issues of RN





Source: R3-101971

Discussion: 

It was agreed to send a reply, mentioning that in the sentence below the figure it is not necessary to have a TLS connection, and also it is not necessary to have a direct secure tunnel, but also a hop-by-hop solution can be done.

Decision: 

The document was replied to in S3-100924.



S3-100924
Reply to: LS on OAM security and OAM connection issues of RN





Source: current meeting

Decision: 

The document was approved.



7.7.4
EEA/EIA3 Issues

Concerning the public evaluation, it was reminded that 6 months of public evaluation were agreed by SA3.

CCSA suggested that the public evaluation would have less impact than the evaluation by SAGE and advised for a 1-month public evaluation.

NTT Docomo suggested that with enough time there could be conducted a thorough public evaluation; NEC and Deutsche Telekom supported this. Rogers Wireless supported the need for a proper evaluation.

China Mobile suggested that the WI for ZUC foresees December as a deadline; the Chairman replied that this is true, however sometimes, as is the case for RN, it is not possible to respect the timelines that were decided.

It was discussed to have 6 months for public evaluation. There was no agreement.

It was proposed to have an exception on EEA3/EIA3. AT&T objected to this. Rogers Wireless objected to the exception as well.

It was then proposed having an early feature in Release 11. There were no objections, but an agreement was not reached in this meeting.

It was proposed agreeing on a working assumption of at least 6 months for a public evaluation. This was agreed. The time of the evaluation starts from the moment that the algorithm is published on the GSMA website and relevant communication of this is distributed.

Subsequently, Vodafone proposed as a deadline for the public evaluation at SA3#62 January 2011. ETSI SAGE will handle the communication on the publication of the algorithm. Nokia Siemens Networks requested that the public evaluation report to SA3 is delivered at least two weeks prior to the meeting; this was agreed. SA3#62 will make a decision on whether the 35-series specifications can be sent for SA approval.

S3-100875
EEA3 / EIA3 update and recommendation





Source: ETSI SAGE

Discussion: 

Rolf Blom presented the contribution.

Nokia Siemens Networks suggested that SAGE is evaluating the algorithm, but should make considerations on whether 3GPP SA will eventually approve it.

Orange asked whether the aspect of the potential vulnerability involving the initialization vector will be considered; Ericsson suggested that companies should evaluate this risk and come back with contributions if necessary.

Decision: 

The document was noted.



S3-100719
Adding ZUC algorithm in SAE/LTE security





Source: CATR, CATT, China Mobile, China Telecom, China Unicom, Huawei,ZTE corporation

Discussion: 

The CR was discussed in conjunction with the comments in 2.2.2 of 872.

The CR is mainly for discussion and consideration for agreement for the next ordinary SA3 meeting.

Decision: 

The document was noted.



S3-100874
Comments on 100719





Source: NTT DOCOMO

Discussion: 

CATR suggested there is already in place a three phase process for the evaluation already; and pointed out the CR is proposed for Release 10.

Orange agreed with NTT Docomo that the initial understanding was that the algorithm would not be mandated.

UK BIS clarified in response to Rogers Wireless' comments that more time would be necessary to evaluate the algorithm, that there was an external evaluation that gave positive results and there will be a public one.

China Mobile suggested that more views would be welcome on whether mandating the algorithm and whether on the terminal and the network or only on the network side.

Rogers Wireless asked what would happen when an Chinese terminal with only ZUC on roamed in a Canadian MNO.

TeliaSonera reminded that the WI justification reported regional requirements as rationale and the algorithm should not be mandated.

China Mobile suggested that the CR is mainly for discussion at this meeting but a preliminary agreement should be reached in this meeting to be on time with the deadline of Release 10; the Chairman reminded that for stage 2 the deadline is already September and probably an exception would be necessary.

NTT Docomo did not see the rationale behind the time pressure to introduce the algorithm for Release 10; Qualcomm supported not making a decision based on time pressure as it is not possible to understand the implementation impacts without the algorithm details being available.

Decision: 

The document was noted.



S3-100720
Discussion about EEA3/EIA3 potential impact on specifications





Source: CATR, CATT ,China Mobile, China Telecom, China Unicom, Huawei, ZTE corporation

Discussion: 

It was proposed sending an LS to inform these groups. NTT Docomo suggested it would be too early. Nokia suggested that there is a field on the CR cover page for other specifications affected and an LS would not be necessary.

Decision: 

The document was noted.



7.7.5
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

S3-100709
LS on Remote Access CPNs





Source: C1-101756

Decision: 

The document was noted.



S3-100710
LS on H(e)NB related LI requirements





Source: SA3LI10_056r2

Decision: 

The document was noted.



S3-100817
33320 CR Adding missed abbreviation into TS33.320





Source: ZTE Corporation

Discussion: 

Some typos were observed for DNS, HW and OCSP.

Decision: 

The document was revised to S3-100902.



S3-100902
33320 CR Adding missed abbreviation into TS 33.320





Source: ZTE Corporation

(Replaces S3-100817)

Decision: 

The document was agreed.



S3-100818
33320 CR Deleting of needless full names with defined abbreviations





Source: ZTE Corporation

Decision: 

The document was rejected.



S3-100761
Clarifying the access control for non-CSG case in HeNB





Source: NEC Corporation

Discussion: 

Qualcomm suggested there is no concept of no-CSG capable UE. Also, the title of 36.300 has to be corrected.

Decision: 

The document was revised to S3-100903.



S3-100903
Clarifying the access control for non-CSG case in HeNB





Source: NEC Corporation

(Replaces S3-100761)

Decision: 

The document was agreed.



S3-100816
33320 CR
Correction of heading of chapter 8.3





Source: ZTE Corporation

Decision: 

The document was merged in 902.



S3-100723
Correction of Authentication Call-flows in Annex A





Source: Huawei, Interdigital

Decision: 

The document was agreed.



S3-100721
Adding a NOTE of multiple IPsec tunnels to section 7.4





Source: Huawei, Interdigital

Discussion: 

Qualcomm and Nokia Siemens Networks did not support the Note.

Decision: 

The document was rejected.



S3-100742
HeNB: Editor note resolution





Source: China Mobile
Discussion: 

The CR could not be agreed during this meeting. China Mobile provided some clarification during the meeting on the situation within IETF.

Decision: 

The document was noted.



S3-100722
Certificate Renewal Clarification





Source: Huawei, Airvana, Deutsche Telekom

Decision: 

The document was revised to S3-100904.



S3-100904
Certificate Renewal Clarification





Source: Huawei, Airvana, Deutsche Telekom

(Replaces S3-100722)

Decision: 

The document was agreed.



S3-100786
Corrections to the reference to OMA WAP OCSP profile





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

A check has to be performed on whether the WLAN spec has to be aligned.

Decision: 

The document was agreed.



S3-100733
H(e)NB mobility security





Source: NEC Corporation

Decision: 

The document was noted.



S3-100760
Security aspects in H(e)NB mobility





Source: NEC Corporation

Decision: 

The document was revised to S3-100905.



S3-100905
Security aspects in H(e)NB mobility





Source: NEC Corporation

(Replaces S3-100760)

Decision: 

The document was agreed.



S3-100724
H(e)NB R10 work on supporting remediation





Source: Huawei, Interdigital

Discussion: 

It was agreed to include remediation in the mandate of the September ad hoc meeting; however it seems unlikely to finish the remediation-related work within Release 10. It was discussed whether an exception is necessary; this has to be rediscussed within the group. It was subsequently decided not to ask for an exception as this would impact the entire stage 3 for Release 10.

Concerning the CR, it was postponed to be re-discussed in the next meeting, in the light of possible feedback from SA5 on the topic. Nokia Siemens Networks suggested that SA5 is likely to provide input on time for the next SA3 meeting; MCC confirmed this understanding.
Decision: 

The document was noted.



S3-100838
CR - TS 33.320 extended security using HPM





Source: Sagem Orga, Gemalto

Abstract: 

CR proposes to use HPM, if it is present, to store MNO' trusted references and values in HPM.

Decision: 

The document was rejected.



S3-100836
[DRAFT] LS on binding of HPM ID and Device ID functionality in H(e)NB





Source: Sagem Orga, Gemalto

Abstract: 

Daft LS to SA1 for clarification of the way forward with paragraph 6.2 of TS 33.320

Decision: 

The document was rejected.



S3-100922
 LS on the security on the direct interface between H(e)NBs





Source: R3-101967

Discussion: 

There was some discussion on the possibility of having this configuration; Vodafone suggested that there is already a direct X2 possibility but probably RAN3 is not looking for this. Nokia Siemens Networks suggested that RAN3 would mostly be considering not using SeGW.

It was agreed that a reply from this meeting is not possible as there is need to study the matter.

Decision: 

The document was postponed to next meeting.



7.8.1
TS 33.320 Issues

7.8.2
TS 33.820 Issues

7.9
Security Aspects related to Network Improvements for Machine-Type Communication (NIMTC)

It was agreed to address only the SP-100447 WI, and Release 11. China Mobile asked to convert the living document to a TR; the Chairman replied that the intention is to either convert the living document in a TR or insert the contents in an SA2 TR.

Subsequently this topic was rediscussed and it was decided to create a separate TR.

S3-100865
Guidance on NIMTC Security





Source: SP-100443

Discussion: 

Telecom Italia expressed some surprise for this LS; the Chairman clarified that SA advised to study the security for the features created in SA1 and SA2. It was confirmed that for Release 10 the task is the same. Telecom Italia suggested that the WI for Release 11 has not been viewed; the Chairman suggested that the WID had been attached to the SA report to SA3 and delegates are invited to read this document.

Decision: 

The document was noted.



S3-100781
System architecture of NIMTC





Source: Samsung, NEC Corporation, InterDigital

Decision: 

The document was approved.



S3-100782
NIMTC: General security requirements





Source: NEC Corporation, Samsung, InterDigital

Discussion: 

Ericsson suggested it would be premature to include statements about security mechanisms as it is not known if other security mechanisms will be present. It was agreed adding e.g. after the comma in the third bullet.

Decision: 

The document was approved with modifications.



S3-100837
NIMTC Security Terminology





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

The term 'device' was removed from the first four definitions. It was agreed that formulations in 1 and 2 have to be more aligned.

In definition 4, the last two sentences were converted to a Note, adding that key management is for further study on whether they are in scope.

There was an agreement to define the MTC device in the living document.

Decision: 

The document was approved with modifications.



S3-100834
Threats of MTC device theft or unauthorised usage





Source: TeliaSonera

Decision: 

The document was noted.



S3-100747
NIMTC: MTC device triggering security





Source: China Mobile, ZTE,TeliaSonera,InterDigital,CATT

Decision: 

The document was revised to S3-100878.



S3-100878
NIMTC: MTC device triggering security





Source: China Mobile, ZTE,TeliaSonera,InterDigital,CATT

(Replaces S3-100747)

Discussion: 

A change to the security requirements clause was agreed.

It was agreed to insert an Editor's Note on the fact that it is for further study whether there are solutions for the offline case.

In 4.1.1 the second sentence of solution 1 was deleted.

Decision: 

The document was approved with modifications.



S3-100745
NIMTC: Group authentication





Source: China Mobile, Alcatel-lucent, IDCC, ZTE,TeliaSonera, CATT, Samsung

Decision: 

The document was revised to S3-100876.



S3-100876
NIMTC: Group authentication





Source: China Mobile, Alcatel-lucent, IDCC, ZTE,TeliaSonera, CATT, Samsung

(Replaces S3-100745)

Decision: 

The document was revised to S3-100898.



S3-100898
NIMTC: Group authentication





Source: China Mobile, Alcatel-lucent, IDCC, ZTE,TeliaSonera, CATT, Samsung

(Replaces S3-100876)

Discussion: 

It was agreed to rephrase the last bullet in 3.1.3 stating that it should be studied further to which extent group based protection can be used to save network resource and improve efficiency.

It was agreed to remove the first sentence 3.1.2.

Decision: 

The document was approved with modifications.



S3-100830
NIMTC-Proposed Security Requirements for Group Based Optimization





Source: ZTE Corporation

Decision: 

The document was noted.



S3-100748
NIMTC: Secure connection key management





Source: China Mobile, Gemalto,Sagem-Orga, CATT, Samsung

Decision: 

The document was revised to S3-100879.



S3-100746
NIMTC: Low mobility security





Source: China Mobile, ZTE,TeliaSonera,InterDigital, CATT, ITRI

Decision: 

The document was revised to S3-100877.



S3-100877
NIMTC: Low mobility security





Source: China Mobile, ZTE,TeliaSonera,InterDigital, CATT, ITRI

(Replaces S3-100746)

Discussion: 

Further justification is required.

Decision: 

The document was noted.



S3-100879
NIMTC: Secure connection key management





Source: China Mobile, Gemalto,Sagem-Orga, CATT, Samsung

(Replaces S3-100748)

Discussion: 

In 3.1.1 it was agreed to take the relevant sentence from the LS from SA1 and add some clarification.

The requirement in 3.1.3 was agreed to be rephrased.

Decision: 

The document was approved with modifications.



S3-100906
New version of NIMTC living document





Source: Samsung (Editor)

Decision: 

The document was agreed.



S3-100907
Update of NIMTC WI (SP-100447)





Source: Samsung

Decision: 

The document was agreed.



7.10
Other areas

S3-100705
Clarification about the sending of IMSI for Emergency calls





Source: ETSI EMTEL

Decision: 

The document was noted.



S3-100707
LS on CAT and CRS related LI requirements





Source: SA3LI10_057

Decision: 

The document was noted.



S3-100716
LS on the impacts to the BSS by using GCR make call correlation





Source: GP-101060

Decision: 

The document was noted.



S3-100753
Discussion Paper on SIPTO Security





Source: Qualcomm Incorporated

Abstract: 

The architecture for SIPTO at a macro eNB is functionally complete. The design is briefly reviewed from a security perspective, and we ask SA3 to agree the conclusion that no security work is required at this time.

Discussion: 

It was decided to discuss the matter again at the next meeting; there were some concerns from Vodafone that there may be security considerations to be done for the issue of SIPTO.

Decision: 

The document was noted.



S3-100714
Reply LS on security and authentication in UDC





Source: C4-101588

Discussion: 

Orange suggested that it must be clear what has to be protected; Nokia Siemens Networks suggested that what has to be encrypted is the permanent key and perhaps hash values.

Decision: 

The document was postponed for reply to the next meeting.



S3-100752
UDC security - discussion on enhanced security solutions





Source: Orange

Discussion: 

Nokia Siemens Networks suggested that at the moment there is no CT4 specified interface between front ends.

Nokia Siemens Networks suggested that real world implementations would not see a 1:1 correspondence between security modules in hardware boxes and front ends.

China Mobile suggested that these kinds of solutions would be implementation related and perhaps there would be no need to standardize them.

Nokia Siemens Networks and Vodafone suggested that a compromise of hardware boxes would compromise credentials of a large number of users in real world implementations.

Decision: 

The document was noted.



S3-100845
Profiling encryption of permanent GSM / 3G / EPS keys in the context of UDC





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Ericsson had some concerns with using the Electronic Code Book mode. NTT Docomo and Orange shared the concerns.

Vodafone asked what would be the benefit ECB; Nokia Siemens Networks suggested that there are no other proposals on the table yet.

It was not possible to reach an agreement at this meeting on ECB.

Nokia Siemens Networks reminded that AES had been agreed in the previous meeting; it was proposed that all three key lengths shall be supported; this could not be agreed in this meeting.

Decision: 

The document was noted.



8
Studies

8.1
Remote Provisioning and Change of Subscription for M2M Equipment

S3-100717
Add other requirements to TR33.812





Source: China Mobile
Decision: 

The document was revised to S3-100881.



S3-100881
Add other requirements to TR33.812





Source: China Mobile
(Replaces S3-100717)

Discussion: 

Telecom Italia suggested that as there were no conclusions to the TR it would be difficult to modify at this stage the requirements.

Decision: 

The document was rejected.



8.2
UTRAN Key Management Enhancements

S3-100769
UTRAN KM: Freshness for vertical key derivation





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100938.



S3-100938
UTRAN KM: Freshness for vertical key derivation





Source: Ericsson, ST-Ericsson

(Replaces S3-100769)

Decision: 

The document was approved.



S3-100835
UKH-Freshness for KRNC derivation-Replacing S3-100820





Source: ZTE Corporation

Discussion: 

It was agreed to add an Editor's Note proposed by Ericsson.

Decision: 

The document was approved with modifications.



S3-100930
New version of UKH TR





Source: Ericsson (Rapporteur)

Discussion: 

Timeline:

- draft available on July 6;

- comments on implementation on July 8;

- final version delivered on July 9.

Decision: 

The document was sent for email approval.



S3-100770
UTRAN KM: Re-structuring to accommodate parallel proposed solutions





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-100819
UKH-Correction of Figure





Source: ZTE Corporation

Decision: 

The document was approved.



S3-100821
UKH-Key Update during SRNS Relocation





Source: ZTE Corporation

Decision: 

The document was approved.



S3-100854
Proposal for UTRAN KH solution 2 interworking with GERAN





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-100855
Proposal for UTRAN KH solution 2 interworking with E-UTRAN





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-100857
Clarifications for UTRAN KH solution 2 interworking





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-100858
Summary of changes to messages for solution 2





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-100861
Key hierarchy for solution 2





Source: Qualcomm Incorporated

Decision: 

The document was approved.



8.3
Extended Identity Management

S3-100848
TR 33.924: Removal of " not connected" indication





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100925.



S3-100849
TR 33.924: Clarifications to OpenID provider driven identifier selection





Source: Ericsson, ST-Ericsson

Decision: 

The document was merged in S3-100925.



S3-100850
TR 33.924: Corrections and clarifications to OpenID interworking





Source: Ericsson, ST-Ericsson

Decision: 

The document was merged in S3-100925.



S3-100925
TR 33.924: Removal of " not connected" indication





Source: Ericsson, ST-Ericsson

(Replaces S3-100848)

Decision: 

The document was agreed.



S3-100863
Response to SA3 LS regarding OpenID in 3GPP





Source: OMA-LS_868-OMA_ARC_OpenID_activities-20100609-A

Discussion: 

Alcatel-Lucent suggested that there are reasons to study further these issues as the existing mechanism does not work in certain scenarios. Ericsson asked what these reasons would be. Alcatel-Lucent suggested that some cases would envisage the NAF outside the operator domain, which would make it impossible for the operator to deploy GBA.

Ericsson suggested that GBA is access agnostic.

Alcatel-Lucent repeated that in some cases there are operators that cannot deploy GBA (due to lack of ownership of BSF or NAF for example).

It was decided to send the proposed SSO WID to OMA to have feedback, while asking what OMA meant by GBA not being deployed (lack of UICC or other causes).

Decision: 

The document was replied to in S3-100926.



S3-100756
Integration of OpenID with AKA WID





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Cisco Systems, InterDigital, Rogers, ZTE

Abstract: 

This Study Item aims to enable interworking of the operator-centric identity management with the user-centric Web services provided outside of an operator’s domain. Specifically, it addresses integration of OpenID and the 3GPP AKA mechanism, which is essential for operators to leverage their assets and their customers' trust, while introducing new identity services. Such integration will allow operators to become OpenID providers by re-using the existing authentication mechanisms in which an end-user's device effectively authenticates the end user.

Discussion: 

Alcatel-Lucent suggested that there can be cases where the operator is not able to operate NAF.

Nokia Siemens Networks suggested there is a special case where AKA credentials need not to be stored. Alcatel-Lucent suggested that this WID is not foreseeing this case.

Telecom Italia suggested the WID is suggesting a solution to enable new business scenarios and SA1 should be consulted.

Alcatel-Lucent asked which operators are currently using GBA; Deutsche Telekom replied they will do so when it will be needed.

Ericsson suggested that there still can be solutions when for example the NAF is not owned by the operator; Alcatel-Lucent suggested that these kind of solutions should be studied.

Vodafone suggested that fragmentation addressing the same problem in separate solutions is not a good approach.

Qualcomm asked what would be the problem in studying such a topic.

Qualcomm asked what would the advantages in this new solution; Alcatel-Lucent suggested that the proposed WID goal is to study solutions without full GBA deployment. Whether they are better than GBA this is not evident at this stage.

Nokia suggested that this is coming at a very late stage.

There was a show of hands on the support of the WID proposal:

Alcatel-Lucent, Telia Sonera, Rogers Wireless, InterDigital, Sagem, Qualcomm, NEC, ZTE , Intel, Huawei, ETRI supported the WID. Nokia Siemens Networks, Nokia, Ericsson, ST-Ericsson, Deutsche Telekom, Telecom Italia objected to the WID.

Alcatel-Lucent suggested that in their opinion there were no technical objections to the WID proposal.

Alcatel-Lucent asked for a vote to be conducted on the issue; MCC clarified that a vote has to be announced and held at a subsequent meeting; Rogers Wireless suggested that a vote would not be the preferred way forward.

InterDigital suggested that incorporating the WID with the previously approved SSO WID could be a possibility; Ericsson could not see any convergence.

It was agreed that a vote will be conducted on this issue at the SA3#61 meeting.

Decision: 

The document was noted.



S3-100926
Reply to: Response to SA3 LS regarding OpenID in 3GPP





Source: current meeting (Alcatel-Lucent)

Decision: 

The document was approved.



S3-100927
LS to SA1 regarding OpenID in 3GPP





Source: current meeting (Alcatel-Lucent)

Discussion: 

There was an extended discussion and consensus could not be reached on sending the LS.

Decision: 

The document was withdrawn.



S3-100757
A mechanism for integration of OpenID with AKA





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

This paper discusses a proposal that can be utilized by the OpenID framework in order to bootstrap the 3GPP AKA protocol for conducting the OpenID authentication of the users. As such, subsequent session security is achieved by already deployed means.  In addition, this paper proposes a new Study Item to commence in 3GPP SA3. The scope of this proposed Study Item is encompassing the analysis of the OpenID/AKA Integration mechanism. The aim of this study is to investigate interworking of the operator-centric identity management with the user-centric Web services provided outside of operator domains. 
Decision: 

The document was noted.



S3-100758
OpenID/AKA Integration - Additional considerations





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

This contribution makes an attempt to capture and to provide answers to issues raised during the OpenID/AKA discussions at the SA3#59, as well as during offline discussions. 
Decision: 

The document was noted.



S3-100868
Comments to A mechanism for integration of OpenID with AKA





Source: Nokia Corporation

Decision: 

The document was noted.



S3-100847
Way forward for OpenID and 3GPP interworking





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-100867
Comments on S3-100847 - Way forward for OpenID and 3GPP interworking





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

This contribution contains comments on S3-100847 - Way forward for OpenID and 3GPP interworking.

Decision: 

The document was revised to S3-100880.



S3-100880
Comments on S3-100847 - Way forward for OpenID and 3GPP interworking





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

(Replaces S3-100867)

Decision: 

The document was noted.



S3-100894
Comments to S3-100868 - Comments to A mechanism for integration of OpenID with AKA (S3-100757)





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

Decision: 

The document was revised to S3-100895.



S3-100895
Comments to S3-100868 - Comments to A mechanism for integration of OpenID with AKA (S3-100757)





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

(Replaces S3-100894)

Decision: 

The document was noted.



S3-100776
Multiple authentication schemes support for Zh interface





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T

Abstract: 

This Work Item targets reuse of non-UICC credentials, in particular SIP Digest and HTTP Digest credentials, to provide security for the access to applications.  The Generic Bootstrapping Architecture (GBA), as defined in 3GPP TS 33.220, provides a bootstrapping mechanism, but it is limited to UICC-based credentials. This means that other types of credentials, e.g. SIP Digest and HTTP Digest credentials cannot benefit from GBA to provide security for the access to applications. The credentials used with these non-UICC-based authentication schemes are shared secrets, or passwords, which are stored in the HSS and either in the terminal, or held by the user.  The re-use of non UICC-based credentials for access to applications would bring the benefit, of not requiring a separate security infrastructure for these applications. In this way, re-using SIP Digest credentials would ease the introduction of new applications and services for the operator whose subscribers use SIP Digest or HTTP Digest credentials.  SEC1-SC was the Work Item which gave rise to the TS 33.220 Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA), which specifies requirements for the Zh interface, SEC1-SC has been completed in Release 5.  This Work Item proposal targets an extension to other mechanisms other than AKA. 
Discussion: 

It was decided to integrate the WI to the SSO one that was approved in SA#48.

Decision: 

The document was revised to S3-100928.



S3-100928
SSO Application Security for IMS - based on SIP Digest





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Nokia Corporation, Nokia Siemens Networks
(Replaces S3-100776)

Decision: 

The document was agreed.



8.4
Extended IMS media plane security features

S3-100754
Proposed Table of Contents for the TR on IMS Media Plane Security Features





Source: Alcatel-Lucent, Rogers

Abstract: 

This contribution proposes the Table of Contents for the TR on IMS Media Plane Security Features, which is required according to the agreed WID on Extended IMS Media Plane Security Features. 

Decision: 

The document was noted.



S3-100808
Proposed Skeleton for TR on extended IMS Media Plane Security Features





Source: Ericsson, ST-Ericsson, Nokia Siemens Networks, ZTE, Vodafone

Decision: 

The document was noted.



S3-100931
New version of Media Security





Source: Vodafone (Rapporteur)

Decision: 

The document was agreed.



S3-100755
Proposed scope for the extended IMS media plane security features





Source: Alcatel-Lucent, Rogers

Abstract: 

This pCR introduces a scope of work for the extended IMS media plane security based on the objectives of the extMEDIASEC SID.

Decision: 

The document was noted.



S3-100810
Proposed Scope for TR on extended IMS Media Plane Security Features





Source: Ericsson, ST-Ericsson, Nokia Siemens Networks, ZTE, Vodafone

Decision: 

The document was approved with modifications.



S3-100809
Proposed Skeleton for TR on extended IMS Media Plane Security Features





Source: Ericsson, ST-Ericsson, Nokia Siemens Networks, ZTE, Vodafone

Decision: 

The document was approved with modifications.



S3-100866
Comments on S3-100810 - Proposed Scope for TR on extended IMS Media Plane Security Features





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

This contribution contains comments and proposes changes to the S3-100810 - Proposed Scope for TR on extended IMS Media Plane Security Features. Proposed changes capture goals of the extMEDIASEC SID.

Decision: 

The document was noted.



S3-100811
IMS secure conferencing





Source: Ericsson, ST-Ericsson

Discussion: 

Approved in principle, but the content will be merged with 825 in 932.

Decision: 

The document was revised to S3-100932.



S3-100932
IMS secure conferencing





Source: Ericsson, ST-Ericsson

(Replaces S3-100811)

Decision: 

The document was agreed.



S3-100825
pCR on TR33.mps-Description of conference call





Source: ZTE Corporation

Decision: 

The document was merged in S3-100932.



S3-100822
pCR on TR33.mps-Description of Video on Demand





Source: ZTE Corporation

Decision: 

The document was noted.



S3-100823
pCR on TR33.mps-Description of AS-terminated Media





Source: ZTE Corporation

Decision: 

The document was revised to S3-100889.



S3-100889
pCR on TR33.mps-Description of AS-terminated Media





Source: ZTE Corporation

(Replaces S3-100823)

Discussion: 

More detailed description of the use cases is needed.

Decision: 

The document was noted.



S3-100824
pCR on TR33.mps-Description of Communication Diversion





Source: ZTE Corporation

Decision: 

The document was noted.



S3-100826
pCR on TR33.mps-Description of Deferred Delivery





Source: ZTE Corporation

Decision: 

The document was noted.



S3-100828
pCR on TR33.mps-Description of Early Media





Source: ZTE Corporation

Decision: 

The document was revised to S3-100890.



S3-100890
pCR on TR33.mps-Description of Early Media





Source: ZTE Corporation

(Replaces S3-100828)

Discussion: 

It was decided to add an Editor's Note on early media instead of the contribution, in the scope section.

Decision: 

The document was approved with modifications.



S3-100829
pCR on TR33.mps-Description of SRVCC





Source: ZTE Corporation

Discussion: 

Vodafone suggested that the figures should reflect the reference from where they were taken and references to SRVCC should be added. This was agreed.

Decision: 

The document was approved with modifications.



8.5
SSO Applications Security for IMS – based on SIP digest

S3-100715
Reply on LS on Single Sign On in the framework of common IMS security





Source: S1-101234

Decision: 

The document was noted.



S3-100864
LS on Study on SSO Application Security for IMS - based on SIP Digest





Source: SP-100439

Decision: 

The document was noted.



S3-100784
TR Skeleton





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-100929
New version of 33.cde on SSO





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-100783
SSO Feature Description





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

Discussion: 

Deutsche Telekom proposed changing to refer to "terminals not equipped with UICC"; this was agreed.

Decision: 

The document was approved with modifications.



S3-100886
Comments on S3-100783 SSO Feature Description





Source: InterDigital Communications

Decision: 

The document was noted.



S3-100759
TR on SSO for applications based on SIP Digest Input on System Architecture and Assumptions





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

It was agreed to use the term UE instead of IMS-UE.

Decision: 

The document was approved with modifications.



S3-100885
Comments on S3-100759 SSO Arch





Source: InterDigital Communications

Discussion: 

Deutsche Telekom, Orange and Telecom Italia did not support the contribution.

Decision: 

The document was noted.



S3-100785
Requirements for Application SSO





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

Discussion: 

Orange asked removing the AuC in the third bullet; this was agreed.

Decision: 

The document was approved with modifications.



S3-100887
Comments on S3-100785 Requirements for App SSO





Source: InterDigital Communications

Discussion: 

Deutsche Telekom supported the first added bullet.

Decision: 

The document was approved.



8.6
Other Study Areas

S3-100740
IMS P2P: IMS P2P security





Source: China Mobile,ZTE

Decision: 

The document was noted.



S3-100741
IMS P2P: IMS P2P security proposal





Source: China Mobile. ZTE

Discussion: 

It was noted that the SA1 WID should be consulted.

Orange suggested that in the second bullet of the proposal, the client aspects should not be left out.

Further contributions on IMS P2P security are invited.

Decision: 

The document was noted.



9
Review and Update of Work Plan

S3-100703
SA3 WorkPlan





Source: WG Secretary

Decision: 

The document was noted.


10
Future Meeting Dates and Venues

It was observed that CT groups have moved the 2011 November meeting to the subsequent week. It was agreed that there will be no change of the date.

Mandate of the ad hoc:

- Relay Node security;

- HeNB security;

- UDC security; 

- SAE/LTE essential corrections;

- NDS/IP essential corrections.

The ad hoc has a mandate to send LSs as well.

S3-100704
SA3 Meeting Calendar





Source: WG Secretary

Decision: 

The document was noted.



11
Any Other Business

It was discussed the possibility to handle editorial changes handled by the Rapporteurs; it was agreed that any editorial changes should be provided to the Rapporteurs.

SA3 wishes to congratulate Alex Leadbeater on his engagement to Emily on Thursday Evening.

12
Close

The Chairman thanked the Delegates for their hard work, and the host, NAF for hosting the meeting.

The meeting was closed.
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	NEC Corporation
	revised
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	NEC Corporation
	revised
	-
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	NEC Corporation, Telia Sonera
	revised
	-
	S3-100908

	S3-100763
	SPUCI TR Scope
	NEC Corporation, Telia Sonera
	approved with modifications
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	-

	S3-100764
	SPUCI TR Security Requirements
	NEC Corporation
	noted
	-
	-

	S3-100765
	SPUCI Design Principles
	NEC Corporation
	approved
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	-

	S3-100766
	SPUCI References, Definitions and Abbreviations
	NEC Corporation
	approved with modifications
	-
	-

	S3-100767
	33.401 R9 CR: Emergency call corrections
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	-
	-

	S3-100768
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	Ericsson, ST-Ericsson
	revised
	-
	S3-100897

	S3-100769
	UTRAN KM: Freshness for vertical key derivation
	Ericsson, ST-Ericsson
	revised
	-
	S3-100938

	S3-100770
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	Ericsson, ST-Ericsson
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	-
	-

	S3-100772
	33.401 R9 DISC: New RRC message without integrity protection in Rel-9
	Ericsson, ST-Ericsson
	endorsed
	-
	-

	S3-100773
	Relay: Relay node enrolment
	Ericsson, ST-Ericsson
	merged in S3-100899
	-
	-

	S3-100774
	Relay: New proposed solution for Relay node security
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-100776
	Multiple authentication schemes support for Zh interface
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T
	revised
	-
	S3-100928
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	33402 R9 CR-Adding reference to RFC5295
	Huawei
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	-
	-

	S3-100778
	33310 R9 CR-Correction for profiling of CMPv2
	Huawei
	revised (merged in 911)
	-
	S3-100911
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	33401 R9 CR-default set of EPS security algorithms
	Huawei
	noted
	-
	-

	S3-100780
	Proposals for relay security
	Huawei
	approved with modifications
	-
	-

	S3-100781
	System architecture of NIMTC
	Samsung, NEC Corporation, InterDigital
	approved
	-
	-

	S3-100782
	NIMTC: General security requirements
	NEC Corporation, Samsung, InterDigital
	approved with modifications
	-
	-

	S3-100783
	SSO Feature Description
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-100784
	TR Skeleton
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	approved
	-
	-

	S3-100785
	Requirements for Application SSO
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-100786
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	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-100787
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	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-100788
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	Nokia Corporation, Nokia Siemens Networks
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	-

	S3-100789
	Clarification on usage of ESP authentication and encryption transforms
	Nokia Corporation, Nokia Siemens Networks
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	-
	-

	S3-100790
	Correction of certificate profiles for vendor-provided base station certificates (Rel-9)
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-100883
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	Ericsson, ST-Ericsson
	revised
	-
	S3-100891

	S3-100792
	Correction of certificate profiles for vendor-provided base station certificates (Rel-10)
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-100884

	S3-100793
	33210 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	revised
	-
	S3-100892

	S3-100794
	33234 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	revised
	-
	S3-100893

	S3-100795
	PUCI TR Outline
	Ericsson, ST-Ericsson
	merged in 908
	-
	-

	S3-100796
	Correction to mandatory ciphersuites and compression method in TLS profile (Rel-9)
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-100919

	S3-100797
	Correction to mandatory ciphersuites and compression method in TLS profile (Rel-10)
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-100920

	S3-100798
	PUCI Solution Scope
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-100799
	Adaptations of key lengths and hash algorithms used in certificates and CRLs
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-100800
	PUCI Interworking with ICS, SRVCC, and SC
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-100801
	Unification of certificate and CRL profiles in TS 33.234 with TS 33.310, clause 6.1
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-100918

	S3-100802
	Additions to TLS profile in Annex E (33.310)
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-100921

	S3-100803
	Unification of TLS profile in TS 33.320 with TS 33.310, Annex E
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-100804
	Introduction of reference to TS 33.310 for TLS profile into TS 33.203
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-100937

	S3-100805
	Unification of TLS and certificate references in TS 33.220 with TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-100934

	S3-100806
	Unification of TLS and certificate references in TS 33.222 with TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-100935

	S3-100807
	Adaptation of TS 33.141 to TLS profiling in TS 33.222
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-100808
	Proposed Skeleton for TR on extended IMS Media Plane Security Features
	Ericsson, ST-Ericsson, Nokia Siemens Networks, ZTE, Vodafone
	noted
	-
	-

	S3-100809
	Proposed Skeleton for TR on extended IMS Media Plane Security Features
	Ericsson, ST-Ericsson, Nokia Siemens Networks, ZTE, Vodafone
	approved with modifications
	-
	-

	S3-100810
	Proposed Scope for TR on extended IMS Media Plane Security Features
	Ericsson, ST-Ericsson, Nokia Siemens Networks, ZTE, Vodafone
	approved with modifications
	-
	-

	S3-100811
	IMS secure conferencing
	Ericsson, ST-Ericsson
	revised
	-
	S3-100932

	S3-100812
	33401 CR Correction of Authentication Failure Handling
	ZTE Corporation
	postponed
	-
	-

	S3-100813
	33401 CR Clarification about Result of AKA
	ZTE Corporation
	revised
	-
	S3-100882

	S3-100814
	33401 CR Clarification about IWK NAS COUNT
	ZTE Corporation
	rejected
	-
	-

	S3-100815
	33401 CR Correction of term EPS NAS security context
	ZTE Corporation
	merged in S3-100888
	-
	-

	S3-100816
	33320 CR
Correction of heading of chapter 8.3
	ZTE Corporation
	merged in 902
	-
	-

	S3-100817
	33320 CR Adding missed abbreviation into TS33.320
	ZTE Corporation
	revised
	-
	S3-100902

	S3-100818
	33320 CR Deleting of needless full names with defined abbreviations
	ZTE Corporation
	rejected
	-
	-

	S3-100819
	UKH-Correction of Figure
	ZTE Corporation
	approved
	-
	-

	S3-100821
	UKH-Key Update during SRNS Relocation
	ZTE Corporation
	approved
	-
	-

	S3-100822
	pCR on TR33.mps-Description of  Video on Demand
	ZTE Corporation
	noted
	-
	-

	S3-100823
	pCR on TR33.mps-Description of AS-terminated Media
	ZTE Corporation
	revised
	-
	S3-100889

	S3-100824
	pCR on TR33.mps-Description of Communication Diversion
	ZTE Corporation
	noted
	-
	-

	S3-100825
	pCR on TR33.mps-Description of conference call
	ZTE Corporation
	merged in S3-100932
	-
	-

	S3-100826
	pCR on TR33.mps-Description of Deferred Delivery
	ZTE Corporation
	noted
	-
	-

	S3-100828
	pCR on TR33.mps-Description of Early Media
	ZTE Corporation
	revised
	-
	S3-100890

	S3-100829
	pCR on TR33.mps-Description of SRVCC
	ZTE Corporation
	approved with modifications
	-
	-

	S3-100830
	NIMTC-Proposed Security Requirements for Group Based Optimization
	ZTE Corporation
	noted
	-
	-

	S3-100831
	pCR Relay Node: USIM terminology
	Gemalto, Sagem-Orga
	approved
	-
	-

	S3-100832
	pCR Relay Node: New title for section 7.5
	Gemalto, Sagem-Orga
	approved with modifications
	-
	-

	S3-100833
	IMS security R8 - correction in N.2.5
	Orange
	rejected
	-
	-

	S3-100834
	Threats of MTC device theft or unauthorised usage
	TeliaSonera
	noted
	-
	-

	S3-100835
	UKH-Freshness for KRNC derivation-Replacing S3-100820
	ZTE Corporation
	approved with modifications
	-
	-

	S3-100836
	[DRAFT] LS on binding of HPM ID and Device ID functionality in H(e)NB
	Sagem Orga, Gemalto
	rejected
	-
	-

	S3-100837
	NIMTC Security Terminology
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-100838
	CR - TS 33.320 extended security using HPM
	Sagem Orga, Gemalto
	rejected
	-
	-

	S3-100839
	SPUCI: Reliable Identification of Originating User/Domain
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-100840
	Relay Node Security: Countermeasures against threats to the UICC RN interface
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-100841
	Relay Node Security: Secure Channel between a UICC and a Relay Node
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-100842
	Proposal for a Relay Node Security Architecture
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-100843
	Proposal for Relay Node Certificate Enrolment and Secure Management
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-100844
	Relay Node Security: analysis of proposed solution
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-100845
	Profiling encryption of permanent GSM / 3G / EPS keys in the context of UDC
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-100846
	Resolving editor's note on reference
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-100847
	Way forward for OpenID and 3GPP interworking
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-100848
	TR 33.924: Removal of " not connected" indication
	Ericsson, ST-Ericsson
	revised
	-
	S3-100925

	S3-100849
	TR 33.924: Clarifications to OpenID provider driven identifier selection
	Ericsson, ST-Ericsson
	merged in S3-100925
	-
	-

	S3-100850
	TR 33.924: Corrections and clarifications to OpenID interworking
	Ericsson, ST-Ericsson
	merged in S3-100925
	-
	-

	S3-100851
	relay node device security
	InterDigital Communications
	approved with modifications
	-
	-

	S3-100852
	relay node device integrity
	InterDigital Communications
	approved with modifications
	-
	-

	S3-100853
	Update of reference to PKI-Forum publication
	Nokia Siemens Networks
	agreed
	-
	-

	S3-100854
	Proposal for UTRAN KH solution 2 interworking with GERAN
	Qualcomm Incorporated
	approved
	-
	-

	S3-100855
	Proposal for UTRAN KH solution 2 interworking with E-UTRAN
	Qualcomm Incorporated
	approved
	-
	-

	S3-100857
	Clarifications for UTRAN KH solution 2 interworking
	Qualcomm Incorporated
	approved
	-
	-

	S3-100858
	Summary of changes to messages for solution 2
	Qualcomm Incorporated
	approved
	-
	-

	S3-100859
	Relay Device Authentication using Enhanced NAS
	Qualcomm Incorporated
	approved with modifications
	-
	-

	S3-100860
	Access Stratum Based Security for Relays
	Qualcomm Incorporated
	revised
	-
	S3-100900

	S3-100861
	Key hierarchy for solution 2
	Qualcomm Incorporated
	approved
	-
	-

	S3-100862
	Relay Node environment - revised
	InterDigital Communications
	noted
	-
	-

	S3-100863
	Response to SA3 LS regarding OpenID in 3GPP
	OMA-LS_868-OMA_ARC_OpenID_activities-20100609-A
	replied to
	-
	-

	S3-100864
	LS on Study on SSO Application Security for IMS - based on SIP Digest
	SP-100439
	noted
	-
	-

	S3-100865
	Guidance on NIMTC Security
	SP-100443
	noted
	-
	-

	S3-100866
	Comments on S3-100810 - Proposed Scope for TR on extended IMS Media Plane Security Features
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell
	noted
	-
	-

	S3-100867
	Comments on S3-100847 - Way forward for OpenID and 3GPP interworking
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell
	revised
	-
	S3-100880

	S3-100868
	Comments to A mechanism for integration of OpenID with AKA
	Nokia Corporation
	noted
	-
	-

	S3-100869
	Comments on S3-100735 on relay node authentication
	Orange
	approved with modifications
	-
	-

	S3-100870
	Comments to S3-100869
	China Mobile
	noted
	-
	-

	S3-100871
	commenting contribution to S3-100774
	China Mobile
	noted
	-
	-

	S3-100872
	Comments to S3-100719 and S3-100779 (adding new algorithms to the default set)
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-100873
	Comments to contribution S3-100737
	InterDigital Communications
	merged in S3-100899
	-
	-

	S3-100874
	Comments on 100719
	NTT DOCOMO
	noted
	-
	-

	S3-100875
	EEA3 / EIA3 update and recommendation
	ETSI SAGE
	noted
	-
	-

	S3-100876
	NIMTC: Group authentication
	China Mobile, Alcatel-lucent, IDCC, ZTE,TeliaSonera, CATT, Samsung
	revised
	S3-100745
	S3-100898

	S3-100877
	NIMTC: Low mobility security
	China Mobile, ZTE,TeliaSonera,InterDigital, CATT, ITRI
	noted
	S3-100746
	-

	S3-100878
	NIMTC: MTC device triggering security
	China Mobile, ZTE,TeliaSonera,InterDigital,CATT
	approved with modifications
	S3-100747
	-

	S3-100879
	NIMTC: Secure connection key management
	China Mobile, Gemalto,Sagem-Orga, CATT, Samsung
	approved with modifications
	S3-100748
	-

	S3-100880
	Comments on S3-100847 - Way forward for OpenID and 3GPP interworking
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell
	noted
	S3-100867
	-

	S3-100881
	Add other requirements to TR33.812
	China Mobile
	rejected
	S3-100717
	-

	S3-100882
	33401 CR Clarification about Result of AKA
	ZTE Corporation
	rejected
	S3-100813
	-

	S3-100883
	Correction of certificate profiles for vendor-provided base station certificates (Rel-9)
	Nokia Corporation, Nokia Siemens Networks
	revised
	S3-100790
	S3-100911

	S3-100884
	Correction of certificate profiles for vendor-provided base station certificates (Rel-10)
	Nokia Corporation, Nokia Siemens Networks
	revised
	S3-100792
	S3-100912

	S3-100885
	Comments on S3-100759 SSO Arch
	InterDigital Communications
	noted
	-
	-

	S3-100886
	Comments on S3-100783 SSO Feature Description
	InterDigital Communications
	noted
	-
	-

	S3-100887
	Comments on S3-100785 Requirements for App SSO
	InterDigital Communications
	approved
	-
	-

	S3-100888
	Corrections for TS 33.401
	Huawei
	agreed
	S3-100726
	-

	S3-100889
	pCR on TR33.mps-Description of AS-terminated Media
	ZTE Corporation
	noted
	S3-100823
	-

	S3-100890
	pCR on TR33.mps-Description of Early Media
	ZTE Corporation
	approved with modifications
	S3-100828
	-

	S3-100891
	33203 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	revised
	S3-100791
	S3-100917

	S3-100892
	33210 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	revised
	S3-100793
	S3-100915

	S3-100893
	33234 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	revised
	S3-100794
	S3-100916

	S3-100894
	Comments to S3-100868 - Comments to A mechanism for integration of OpenID with AKA (S3-100757)
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell
	revised
	-
	S3-100895

	S3-100895
	Comments to S3-100868 - Comments to A mechanism for integration of OpenID with AKA (S3-100757)
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell
	noted
	S3-100894
	-

	S3-100896
	New version of RN living document
	Qualcomm (Editor)
	approved
	-
	-

	S3-100897
	33.102 R9 CR: Derivation of the security context for CS domain because of SRVCC
	Ericsson, ST-Ericsson
	agreed
	S3-100768
	-

	S3-100898
	NIMTC: Group authentication
	China Mobile, Alcatel-lucent, IDCC, ZTE,TeliaSonera, CATT, Samsung
	approved with modifications
	S3-100876
	-

	S3-100899
	Merger of contributions on Relay Node Enrolment
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-100900
	Access Stratum Based Security for Relays
	Qualcomm Incorporated
	agreed
	S3-100860
	-

	S3-100901
	LS on Relay Node security options
	SA3 (Qualcomm)
	approved
	-
	-

	S3-100902
	33320 CR Adding missed abbreviation into TS 33.320
	ZTE Corporation
	agreed
	S3-100817
	-

	S3-100903
	Clarifying the access control for non-CSG case in HeNB
	NEC Corporation
	agreed
	S3-100761
	-

	S3-100904
	Certificate Renewal Clarification
	Huawei, Airvana, Deutsche Telekom
	agreed
	S3-100722
	-

	S3-100905
	Security aspects in H(e)NB mobility
	NEC Corporation
	agreed
	S3-100760
	-

	S3-100906
	New version of NIMTC living document
	Samsung (Editor)
	agreed
	-
	-

	S3-100907
	Update of NIMTC WI (SP-100447)
	Samsung
	agreed
	-
	-

	S3-100908
	TR Skeleton Cover Sheet
	NEC Corporation, Telia Sonera
	noted
	S3-100762
	-

	S3-100909
	IMS security R10 - correction in N.2.5
	Orange
	agreed
	S3-100749
	-

	S3-100910
	IMS security R9 - correction in N.2.5
	Orange
	agreed
	S3-100750
	-

	S3-100911
	Correction of certificate profiles for vendor-provided base station certificates (Rel-9)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100883
	-

	S3-100912
	Correction of certificate profiles for vendor-provided base station certificates (Rel-10)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100884
	-

	S3-100913
	Backhaul: correction R9
	China Mobile
	agreed
	S3-100743
	-

	S3-100914
	Backhaul: correction R10
	China Mobile
	agreed
	-
	-

	S3-100915
	33210 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	agreed
	S3-100892
	-

	S3-100916
	33234 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	agreed
	S3-100893
	-

	S3-100917
	33203 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	agreed
	S3-100891
	-

	S3-100918
	Unification of certificate and CRL profiles in TS 33.234 with TS 33.310, clause 6.1
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100801
	-

	S3-100919
	Correction to mandatory ciphersuites and compression method in TLS profile (Rel-9)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100796
	-

	S3-100920
	Correction to mandatory ciphersuites and compression method in TLS profile (Rel-10)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100797
	-

	S3-100921
	Additions to TLS profile in Annex E (33.310)
	Nokia Corporation, Nokia Siemens Networks
	revised
	S3-100802
	S3-100933

	S3-100922
	 LS on the security on the direct interface between H(e)NBs
	R3-101967
	postponed to next meeting
	-
	-

	S3-100923
	 LS on OAM security and OAM connection issues of RN
	R3-101971
	replied to
	-
	-

	S3-100924
	Reply to:  LS on OAM security and OAM connection issues of RN
	current meeting
	approved
	-
	-

	S3-100925
	TR 33.924: Removal of " not connected" indication
	Ericsson, ST-Ericsson
	agreed
	S3-100848
	-

	S3-100926
	Reply to: Response to SA3 LS regarding OpenID in 3GPP
	current meeting (ALU)
	approved
	-
	-

	S3-100927
	LS to SA1 regarding OpenID in 3GPP
	current meeting (ALU)
	withdrawn
	-
	-

	S3-100928
	SSO Application Security for IMS - based on SIP Digest
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100776
	-

	S3-100929
	New version of 33.cde on SSO
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-100930
	New version of UKH TR
	Ericsson (Rapporteur)
	sent for email approval
	-
	-

	S3-100931
	New version of Media Security
	Vodafone (Rapporteur)
	agreed
	-
	-

	S3-100932
	IMS secure conferencing
	Ericsson, ST-Ericsson
	agreed
	S3-100811
	-

	S3-100933
	Additions to TLS profile in Annex E (33.310)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100921
	-

	S3-100934
	Unification of TLS and certificate references in TS 33.220 with TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100805
	-

	S3-100935
	Unification of TLS and certificate references in TS 33.222 with TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100806
	-

	S3-100936
	Adaptation of TS 33.141 to TLS profiling in TS 33.222
	Nokia Corporation, Nokia Siemens Networks
	withdrawn
	S3-100807
	-

	S3-100937
	Introduction of reference to TS 33.310 for TLS profile into TS 33.203
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100804
	-

	S3-100938
	UTRAN KM: Freshness for vertical key derivation
	Ericsson, ST-Ericsson
	approved
	S3-100769
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-100717
	Add other requirements to TR33.812
	China Mobile
	-
	-
	-
	-
	-
	-
	revised

	S3-100719
	Adding ZUC algorithm in SAE/LTE security
	CATR, CATT,China Mobile, China Telecom,China Unicom, Huawei,ZTE corporation
	-
	-
	-
	-
	-
	-
	noted

	S3-100721
	Adding a NOTE of multiple IPsec tunnels to section 7.4
	Huawei, Interdigital
	-
	-
	-
	-
	-
	-
	rejected

	S3-100722
	Certificate Renewal Clarification
	Huawei, Airvana, Deutsche Telekom
	-
	-
	-
	-
	-
	-
	revised

	S3-100723
	Correction of Authentication Call-flows in Annex A
	Huawei, Interdigital
	-
	-
	-
	-
	-
	-
	agreed

	S3-100724
	H(e)NB R10 work on supporting remediation
	Huawei, Interdigital
	-
	-
	-
	-
	-
	-
	noted

	S3-100725
	Clarification for requirements of handling data for eNB
	Huawei
	-
	-
	-
	-
	-
	-
	rejected

	S3-100726
	Corrections for TS 33.401
	Huawei
	-
	-
	-
	-
	-
	-
	revised

	S3-100742
	HeNB: Editor note resolution
	China Mobile
	-
	-
	-
	-
	-
	-
	noted

	S3-100743
	Backhaul: correction
	China Mobile
	-
	-
	-
	-
	-
	-
	revised

	S3-100749
	IMS security R10 - correction in N.2.5
	Orange
	-
	-
	-
	-
	-
	-
	revised

	S3-100750
	IMS security R9 - correction in N.2.5
	Orange
	-
	-
	-
	-
	-
	-
	revised

	S3-100760
	Security aspects in H(e)NB mobility
	NEC Corporation
	-
	-
	-
	-
	-
	-
	revised

	S3-100761
	Clarifying the access control for non-CSG case in HeNB
	NEC Corporation
	-
	-
	-
	-
	-
	-
	revised

	S3-100767
	33.401 R9 CR: Emergency call corrections
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-100768
	33.102 R9 CR: Derivation of the security context for CS domain because of SRVCC
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-100777
	33402 R9 CR-Adding reference to RFC5295
	Huawei
	-
	-
	-
	-
	-
	-
	agreed

	S3-100778
	33310 R9 CR-Correction for profiling of CMPv2
	Huawei
	-
	-
	-
	-
	-
	-
	revised (merged in 911)

	S3-100779
	33401 R9 CR-default set of EPS security algorithms
	Huawei
	-
	-
	-
	-
	-
	-
	noted

	S3-100786
	Corrections to the reference to OMA WAP OCSP profile
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-100788
	Mandatory support for Diffie-Hellman group 14 (2048-bit MODP) in IKEv2
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	withdrawn

	S3-100789
	Clarification on usage of ESP authentication and encryption transforms
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-100790
	Correction of certificate profiles for vendor-provided base station certificates (Rel-9)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-100791
	33203 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-100792
	Correction of certificate profiles for vendor-provided base station certificates (Rel-10)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-100793
	33210 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-100794
	33234 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-100796
	Correction to mandatory ciphersuites and compression method in TLS profile (Rel-9)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-100797
	Correction to mandatory ciphersuites and compression method in TLS profile (Rel-10)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-100799
	Adaptations of key lengths and hash algorithms used in certificates and CRLs
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-100801
	Unification of certificate and CRL profiles in TS 33.234 with TS 33.310, clause 6.1
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-100802
	Additions to TLS profile in Annex E (33.310)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-100803
	Unification of TLS profile in TS 33.320 with TS 33.310, Annex E
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-100804
	Introduction of reference to TS 33.310 for TLS profile into TS 33.203
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-100805
	Unification of TLS and certificate references in TS 33.220 with TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-100806
	Unification of TLS and certificate references in TS 33.222 with TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-100807
	Adaptation of TS 33.141 to TLS profiling in TS 33.222
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-100812
	33401 CR Correction of Authentication Failure Handling
	ZTE Corporation
	-
	-
	-
	-
	-
	-
	postponed

	S3-100813
	33401 CR Clarification about Result of AKA
	ZTE Corporation
	-
	-
	-
	-
	-
	-
	revised

	S3-100814
	33401 CR Clarification about IWK NAS COUNT
	ZTE Corporation
	-
	-
	-
	-
	-
	-
	rejected

	S3-100815
	33401 CR Correction of term EPS NAS security context
	ZTE Corporation
	-
	-
	-
	-
	-
	-
	merged in S3-100888

	S3-100816
	33320 CR
Correction of heading of chapter 8.3
	ZTE Corporation
	-
	-
	-
	-
	-
	-
	merged in 902

	S3-100817
	33320 CR Adding missed abbreviation into TS33.320
	ZTE Corporation
	-
	-
	-
	-
	-
	-
	revised

	S3-100818
	33320 CR Deleting of needless full names with defined abbreviations
	ZTE Corporation
	-
	-
	-
	-
	-
	-
	rejected

	S3-100833
	IMS security R8 - correction in N.2.5
	Orange
	-
	-
	-
	-
	-
	-
	rejected

	S3-100838
	CR - TS 33.320 extended security using HPM
	Sagem Orga, Gemalto
	-
	-
	-
	-
	-
	-
	rejected

	S3-100846
	Resolving editor's note on reference
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-100848
	TR 33.924: Removal of " not connected" indication
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-100849
	TR 33.924: Clarifications to OpenID provider driven identifier selection
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	merged in S3-100925

	S3-100850
	TR 33.924: Corrections and clarifications to OpenID interworking
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	merged in S3-100925

	S3-100853
	Update of reference to PKI-Forum publication
	Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-100881
	Add other requirements to TR33.812
	China Mobile
	-
	-
	-
	-
	-
	-
	rejected

	S3-100882
	33401 CR Clarification about Result of AKA
	ZTE Corporation
	-
	-
	-
	-
	-
	-
	rejected

	S3-100883
	Correction of certificate profiles for vendor-provided base station certificates (Rel-9)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-100884
	Correction of certificate profiles for vendor-provided base station certificates (Rel-10)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-100888
	Corrections for TS 33.401
	Huawei
	-
	-
	-
	-
	-
	-
	agreed

	S3-100891
	33203 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-100892
	33210 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-100893
	33234 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-100897
	33.102 R9 CR: Derivation of the security context for CS domain because of SRVCC
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-100902
	33320 CR Adding missed abbreviation into TS 33.320
	ZTE Corporation
	-
	-
	-
	-
	-
	-
	agreed

	S3-100903
	Clarifying the access control for non-CSG case in HeNB
	NEC Corporation
	-
	-
	-
	-
	-
	-
	agreed

	S3-100904
	Certificate Renewal Clarification
	Huawei, Airvana, Deutsche Telekom
	-
	-
	-
	-
	-
	-
	agreed

	S3-100905
	Security aspects in H(e)NB mobility
	NEC Corporation
	-
	-
	-
	-
	-
	-
	agreed

	S3-100909
	IMS security R10 - correction in N.2.5
	Orange
	-
	-
	-
	-
	-
	-
	agreed

	S3-100910
	IMS security R9 - correction in N.2.5
	Orange
	-
	-
	-
	-
	-
	-
	agreed

	S3-100911
	Correction of certificate profiles for vendor-provided base station certificates (Rel-9)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-100912
	Correction of certificate profiles for vendor-provided base station certificates (Rel-10)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-100913
	Backhaul: correction R9
	China Mobile
	-
	-
	-
	-
	-
	-
	agreed

	S3-100914
	Backhaul: correction R10
	China Mobile
	-
	-
	-
	-
	-
	-
	agreed

	S3-100915
	33210 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-100916
	33234 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-100917
	33203 Rel-10 IPsec Alignment
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-100918
	Unification of certificate and CRL profiles in TS 33.234 with TS 33.310, clause 6.1
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-100919
	Correction to mandatory ciphersuites and compression method in TLS profile (Rel-9)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-100920
	Correction to mandatory ciphersuites and compression method in TLS profile (Rel-10)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-100921
	Additions to TLS profile in Annex E (33.310)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-100925
	TR 33.924: Removal of " not connected" indication
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-100933
	Additions to TLS profile in Annex E (33.310)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-100934
	Unification of TLS and certificate references in TS 33.220 with TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-100935
	Unification of TLS and certificate references in TS 33.222 with TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-100936
	Adaptation of TS 33.141 to TLS profiling in TS 33.222
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	withdrawn

	S3-100937
	Introduction of reference to TS 33.310 for TLS profile into TS 33.203
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Title
	From
	Decision
	Reply in

	S3-100705
	Clarification about the sending of IMSI for Emergency calls
	ETSI EMTEL
	noted
	

	S3-100706
	LS on Understanding of 24.301 Annex C
	C1-101760
	noted
	

	S3-100707
	LS on CAT and CRS related LI requirements
	SA3LI10_057
	noted
	

	S3-100708
	Reply LS on Use cases for cell change indication from MME to E-SMLC
	SA3LI10_052r1
	noted
	

	S3-100709
	LS on Remote Access CPNs
	C1-101756
	noted
	

	S3-100710
	LS on H(e)NB related LI requirements
	SA3LI10_056r2
	noted
	

	S3-100711
	Response LS on Relay Node Security
	S5-101418
	noted
	

	S3-100712
	LS on Security protection of Rel-9 RRC messages
	R2-103441
	noted
	

	S3-100713
	LS on Security handling at re-establishment
	R2-103452
	noted
	

	S3-100714
	Reply LS on security and authentication in UDC
	C4-101588
	postponed for reply to the next meeting
	

	S3-100715
	Reply on LS on Single Sign On in the framework of common IMS security
	S1-101234
	noted
	

	S3-100716
	LS on the impacts to the BSS by using GCR make call correlation
	GP-101060
	noted
	

	S3-100863
	Response to SA3 LS regarding OpenID in 3GPP
	OMA-LS_868-OMA_ARC_OpenID_activities-20100609-A
	replied to
	S3-100926

	S3-100863
	Response to SA3 LS regarding OpenID in 3GPP
	OMA-LS_868-OMA_ARC_OpenID_activities-20100609-A
	replied to
	S3-100927

	S3-100864
	LS on Study on SSO Application Security for IMS - based on SIP Digest
	SP-100439
	noted
	

	S3-100865
	Guidance on NIMTC Security
	SP-100443
	noted
	

	S3-100875
	EEA3 / EIA3 update and recommendation
	ETSI SAGE
	noted
	

	S3-100922
	 LS on the security on the direct interface between H(e)NBs
	R3-101967
	postponed to next meeting
	

	S3-100923
	 LS on OAM security and OAM connection issues of RN
	R3-101971
	replied to
	S3-100924


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-100901
	LS on Relay Node security options
	RAN2
	RAN3
	

	S3-100924
	Reply to:  LS on OAM security and OAM connection issues of RN
	R3-101971
	-
	S3-100923

	S3-100926
	Reply to: Response to SA3 LS regarding OpenID in 3GPP
	OMA-LS_868-OMA_ARC_OpenID_activities-20100609-A
	-
	S3-100863


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-100928
	SSO Application Security for IMS - based on SIP Digest
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Nokia Corporation, Nokia Siemens Networks
	revised WID

	S3-100907
	Update of NIMTC WI (SP-100447)
	Samsung
	revised WID


Annex E: List of draft Technical Specifications and Reports

No agreed specifications at this meeting.

Annex F: List of action items

	Meeting/Number
	Agenda item
	Document
	Details
	Responsible
	Due by

	S3-60/1
	7.7.1
	S3-100812
	Produce CR on Correction of Authentication Failure Handling for 33.102
	Guenther Horn (NSN)
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Annex H: List of future meetings

	Start Date
	End date
	SA3
	Host
	Location

	27-Sep-10
	29-Sep-10
	SA3-Ad Hoc
	EF3
	Riga, Latvia

	15-Nov-10
	19-Nov-10
	SA3#61
	EF3
	Sorrento, Italy

	24-Jan-11
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	SA3#62
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	Ljubljana, Slovenia
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	SA3#63
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	TBD, China

	11-Jul-11
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	SA3#64
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	SA3#65
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