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1. Overall Description:

SA3 would like to thank CT4 for their response given in CT-101588/S3-100714 about security and authentication in UDC. SA3 is happy to note that CT4 accepts the responsibility of documenting the handling of the sensitive data in UDC specifications.
SA3 would like to inform CT4 that SA3 has identified two different modes [x2] of AES [x1] as possible solutions (named solution 1 and solution 2 below) and has asked SAGE to evaluate them. After the SAGE evaluation, SA3 will choose one of them for inclusion in Rel-10. SA3 will inform CT4 as soon as the decision has been made.
CT4 had the following requests to SA3:

1) CT4 would like SA3 to indicate whether the handling of the digest password should also be the same than the handling for K/Ki.

SA3 would like to inform CT4 that SA3 has identified the need to encrypt HTTP digest password. As HTTP digest passwords have different cryptographic requirements compared to subscriber keys, the handling of such data may differ depending on the chosen AES mode.

Independent of which solution SA3 choses, SA3 has identified the need for the following identifiers that needs to be specified independent of the chosen AES mode:
- The Encryption Key (EK) shall be identified by a suitable identifier allowing for at least xx different EKs.

- The Algorithm shall be identified by a suitable algorithm identifier allowing for at least yy different algorithms.
Note: xx and yy tbd by SA3.
SA3 would like to inform CT4 that SA3 has not identified any other specification work needed (except for the specification of the cryptographic mechanisms) for the possible solutions.

Solution 1
For protection of permanent subscriber keys, K / Ki of length 128 bits, AES shall be used in Electronic Code Book (ECB) mode. The Electronic Code Book mode is defined in [x2]. This solution is for Rel-10. Protection of other information for Rel-11 is ffs.
Encryption Key (EK) lengths of 128 and 256 bits shall be supported; an EK length of 192 bits may be supported. 

Solution 2
AES-128 in CBC (Cipher-block chaining) [x2] mode shall be supported and AES-256 in CBC should be supported. The 128-bit initialization vector (IV) shall be constructed as:
IV = SALT ( (C || 0x000000 || ID)

where ( is exclusive or (XOR), || is concatenation, 0x000000 is a 24-bit field of zeroes, and:
-
SALT is a 128-bit value randomly generated for each encryption/decryption key. It is stored in FE together with the encryption key.
-
C is a 16-bit constant uniquely defined for each type of data field:
· K/Ki: 

0x0000

· H(A1) :

0x0001

-
ID is an 88-bit value unique for each subscriber. The content of this value varies with the type of subscriber:

· If the subscriber has an IMSI, ID shall be 0x00 concatenated with the IMSI encoded as an 80-bit unsigned integer (e.g. IMSI = 429011234567890 implies ID = 0x0000000001862EF63DB6D2)

· If the subscriber does not have an IMSI, but has an IMPI, ID shall be 0x01 concatenated with a truncated hash of the IMPI. The hash algorithm used shall be SHA-1 truncated to the 80 most significant bits (e.g. IMPI = “john.doe@example.com” implies ID = 0x0173ec53c4ba1747d485ae)

All values shall be encoded as described in Annex B of 33.220 [x3].

2. Actions:

To CT4 group.

ACTION: 
SA3 would like to ask CT4 to take the above information into account. 
3. Date of Next SA3 Meetings:

	TITLE 
	TYPE 
	DATES 
	LOCATION 
	CTRY 

	3GPPSA3#61 
	OR 
	15 - 19 Nov 2010    
	Sorrento  
	IT  

	3GPPSA3#62 
	OR 
	24 - 28 Jan 2011    
	EU  
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