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1. Overall Description:

SA3 would like to ask ETSI SAGE for guidance on encryption algorithms for UDC. 
The User Data Convergence (UDC) concept (3GPP TS 22.101) supports a layered architecture, separating the data from the application logic in the 3GPP system, so that user data is stored in a logically unique repository, called the User Data Repository (UDR), allowing access from core and service layer entities, named Application Front Ends (FE). The interface between the FE and the UDR is termed the Ud interface.
SA3 is currently developing specifications to allow FEs to store and retrieve data from the UDR in encrypted form. The most important data to protect on the Ud interface is the 128 bit permanent subscriber keys, Ki/K, which are to be defined in the Rel-10 data model. However, in Rel-10 or in future 3GPP releases the UDC data model may support longer subscriber keys and other sensitive data (such as SIP Digest passwords) which would need to be stored in encrypted form.

SA3 is currently considering two approaches: 
2 step approach

· Specify a solution based on AES-128 ECB and AES-256 ECB in Rel-10 for encryption of 128 bit subscriber keys K/Ki.
· Specify a solution based on AESin Rel-11 (envisaged freeze at the end of 2011) for encryption of arbitrary data fields whose length may be longer than 128 bits. 
1 step approach

· Specify a solution based on AES-128 CBC and AES-256 CBC in Rel-10 for encryption of arbitrary data fields whose length may be longer than 128 bits. The 128-bit initialization vector (IV) shall be constructed as:
IV = SALT ( (C || 0x000000 || ID)


where ( is exclusive or (XOR), || is concatenation, 0x000000 is a 24-bit field of zeroes, and:
· SALT is a 128-bit value randomly generated for each encryption/decryption key. It is stored in FE together with the encryption key.

· C is a 16-bit constant uniquely defined for each type of data field:
· K/Ki: 

0x0000

· H(A1) :

0x0001

· ID is an 88-bit value unique for each subscriber. The content of this value varies with the type of subscriber:
· If the subscriber has an IMSI, ID shall be 0x00 concatenated with the IMSI encoded as an 80-bit unsigned integer (e.g. IMSI = 429011234567890 implies ID = 0x0000000001862EF63DB6D2)

· If the subscriber does not have an IMSI, but has an IMPI, ID shall be 0x01 concatenated with a truncated hash of the IMPI. The hash algorithm used shall be SHA-1 truncated to the 80 most significant bits (e.g. IMPI = “john.doe@example.com” implies ID = 0x0173ec53c4ba1747d485ae)
The rationale for the construction of the IV is given in S3-101115 (attached).
In order to meet Rel-10 timescales, SA3 needs to provide details on the encryption solution for Rel-10 to 3GPP CT4 at the next SA3 meeting in November. Some companies in SA3 see AES ECB as the easiest solution to evaluate and specify, and therefore favour the 2-step approach to ensure that Rel-10 timescales can be met. However, a 1 step approach would have obvious advantages providing it could be finalised within Rel-10 timescales. 

To help decide on the best approach, SA3 would like to ask ETSI SAGE the following questions:

· Is AES ECB acceptable for encrypting 128 bit subscriber keys?

· Is AES CBC based on the above IV construction method acceptable for encrypting arbitrary data fields whose length may be longer than 128 bits? 
· Does ETSI SAGE believe that there are alternative IV construction methods that would be useful to consider? 
· Does ETSI SAGE believe that there are alternative AES encryption modes that would be useful to consider?

· Does ETSI SAGE foresee any restrictions in the long term use of AES ECB, CBC or any other mode, for UDC storage encryption?
Regardless of which approach is taken, SA3 plans to specify both a key encryption key identifier and an algorithm identifier on the Ud interface to allow the FE to select the correct key and algorithm to use for decryption. 
2. Actions to ETSI SAGE: 

SA3 kindly requests ETSI SAGE to provide guidance on encryption algorithms for UDC by answering the questions listed above.
3. Date of Next TSG-SA WG3 Meetings:
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