3GPP TSG SA WG3 Security — SA3 adhoc
S3-101047
27 September - 29 September 2010

Riga, Latvia


This is an draft reply LS on security and authentication in UDC.
3GPP TSG SA WG3 Security — SA3 adhoc
S3-10xxxx

27 September - 29 September 2010

Riga, Latvia


Title:
[DRAFT] Reply LS on on security and authentication in UDC
Response to:
CT-101588 / S3-100714
Release:
[OPTIONAL] Release (or multiple releases) to which the LS relates
Work Item:
[OPTIONAL] Work Item(s) to which the LS relates (use name not WID Code)
Source:
SA3
To:
CT4
Cc:
copied to group name

Contact Person
Name:
John Mattsson
Tel. Number:
+46 10 714 35 01
E-mail Address:
john.mattsson@ericsson.com


	Approval Date:
	

	Reply by (if required):
	


	For:

	Action:
	

	Information:
	


Attachments:
DocNumber(s) [Description i.e. Draft TS 29.414 v0.1.0]. !! WARNING !! Do not insert the file directly as an object
 in this word document.
1. Overall Description:

SA3 would like to thank CT4 for their response given in CT-101588/S3-100714 about security and authentication in UDC. SA3 is happy to note that CT4 accepts the responsibility of documenting the handling of the sensitive data in UDC specifications.
CT4 had the following requests to SA3:

1) CT4 would like SA3 to indicate whether the handling of the digest password should also be the same than the handling for K/Ki.
SA3 would like to inform that handling of HTTP digest password should be the same as the handling of K/Ki (with the exception that different constants unique per field shall be used, see below). 
In addition, SA3 has discussed the modes used for AES and come to the conclusion that AES-128 in CBC (Cipher-block chaining) mode shall be supported and AES-256 in CBC should be supported.   The initialization vector (IV) shall be constructed as IV = SaltKe ( IMSI ( Cfield, where:
· SaltKe is a 128-bit value randomly generated for each encryption key Ke and stored in FE.

· Cfield is a field dependant constant, preferable the name of the field. E.g. ”K”, ”Ki”, ”password” etc.

· 
The parameters XORed together into the IV shall not overlap. The IMSI could e.g. be right padded with zeros and Cfield left padded with zeroes.

The proposed solution is fast and simple, while still being future proof. No additional storage in UDR is needed and no additional signaling over Ud is needed.

Proposed text to include in 29.335:

8
Security
Ud interface shall provide security with the methods specified in 3GPP TS 33.210 [15]

Application sensitive data (e.g. permanent authentication keys K/Ki, passwords or hashes thereof) shall be stored encrypted in the UDR and transferred encrypted over Ud. All FEs (e.g. HLR/HSS/AuC) handling sensitive data, accessing the same UDR and handling the same users (e.g. belonging to the same cluster) shall use the same mechanism and key for decrypting these data. The Application FEs shall support at least AES [17] as a common algorithm, and may support additional algorithms. The key for encryption/decryption is not subscriber-specific.
AES-128 in CBC (Cipher-block chaining) [xx] mode shall be supported and AES-256 in CBC should be supported.   The 128-bit initialization vector (IV) shall be constructed as:

IV = SALT ( (C || 0x000000 || ID)

where ( is exclusive or (XOR), || is concatenation, 0x000000 is a 24-bit fields of zeroes, and:
-
SALT is a 128-bit value randomly generated for each encryption/decryption key. It is stored in FE together with the encryption key.
-
C is a 16-bit constant uniquely defined for each type of data field:
· K/Ki: 

0x0000

· H(A1) :

0x0001
-
ID is an 88-bit value unique for each subscriber. The content of this value varies with the type of subscriber:

· If the subscriber has an IMSI, ID shall be 0x00 concatenated with the IMSI encoded as an 80-bit unsigned integer (e.g. IMSI = 429011234567890 implies ID = 0x0000000001862EF63DB6D2)
· If the subscriber does not have an IMSI, but has an IMPI, ID shall be 0x01 concatenated with a truncated hash of the IMPI. The hash algorithm used shall be SHA-1 truncated to the 80 most significant bits (e.g. IMPI = “john.doe@example.com” implies ID = 0x0173ec53c4ba1747d485ae)
All values shall be encoded as described in Annex B of  33.220 [yy].


[xx] NIST Special Publication 800-38A (2001)
2. Actions:

To CT4 group.

ACTION: 
SA3 would like to ask CT4 to take the above information into account. 
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