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Introduction

Up to now, there was the assumption that the only traffic requiring integrity protection on Un user plane is S1 and X2 traffic between RN and DeNB.
However, on User Un U-plane, user data is transported using GTP. 
Cf. [36.300]:
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Figure 4.7.3-1: S1 user plane protocol stack for supporting RNs

If the endpoint identifier (TEID) in the GTP header of the packets over S1-U were changed, the user data would be attributed to a different UE. In uplink, this may allow IP address spoofing. 

In downlink, this may allow breaking confidentiality of data. For the latter attack to work, the attacker would have to be attached to the same RN as the victim. The attacker then has to change the GTP TEID to match his own on packets sent downlink from DeNB to RN for the victim UE.

.
Pseudo-CR to S3-100896:
===========Begin 1st changes=======
2.3
Security threats

Despite the security assumptions made in the previous section, the introduction of a RN into the network introduces some new security threats to E-UTRAN, namely:

-
Impersonation of a RN to attack the user(s) attached to the RN 

-
Attacks on the Un interface between RN and DeNB 

-
Inserting a MitM 

-
Attacking the traffic

-
Impersonation of a RN to attack the network

-
Attacks on the interface between the RN and UICC

-
Attacks on the RN itself

-
DoS Attacks

1
Impersonation of a RN to attack user attached to RN 

To perform the attack, the attacker removes the UICC from a real RN and inserts it into their own Rogue RN as shown in the below figure. As there is no authentication of the RN as a device (only the subscription that is inserted in the RN), the network can not detect the Rogue RN, and hence keys related to the user-UE will be passed to the Rogue RN. This enables a user to attach to the Rogue RN and hence the user’s security will be compromised. This shows that it is essential to perform some type of device authentication of the RN.
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Figure 2-1: Impersonation of a RN to attack user attached to RN

NOTE: USIM changed to UICC in two places in above diagram
2
MitM on the Un interface between RN and DeNB 

This can be considered to be a variant of the above attack, but it is essential to consider as it illustrates that some care must be taken on the method of authenticating the RN device. In this attack, an MitM Node is inserted in between the RN and DeNB. This MitM node is created by taking a real UICC from a real RN and replacing it with a fake UICC for which the attacker has the root key. It also requires inserting the real UICC into the MitM node. This is illustrated in the below figure.
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Figure 2-2: Man-in-the-Middle (MitM) Node
The real RN will connect to the MitM node and the MitM node can connect to the real DeNB. The MitM node can transparently transmit, receive, view, and modify the traffic between the real RN and the DeNB without either of those nodes being aware of it. Hence the security of any user connected to the real RN is compromised. The MitM can eavesdrop on, modify, and inject user traffic even if the user related keys are protected by IPsec between the MME serving the UE and the RN. The important security point illustrated by this attack is that not only is it essential to perform device authentication of the RN, it is important to ensure that all security tunnels from the RN terminate in the real network instead of in a MitM node.   

Editor’s Note: Whether the attack described above is feasible to launch is FFS.

3
Attacking the traffic on the Un interface between RN and DeNB 
The interface between the RN and DeNB is based on the standard E-UTRAN air interface. This provides optional confidentiality for all traffic between the EN and DeNB, but all the non-RRC signalling traffic between the RN and DeNB is not integrity protected. The confidentiality protection could be used to encrypt the traffic on this interface, but if this security is not available for RN’s node, then some other method of providing confidentiality will be needed. 
If there is no integrity protection for the interface between RN and DeNB, an attacker could modify the traffic over this interface. 
· For user UE traffic, this would be the content as well as the protocol headers of the communication. By changing GTP protocol headers of user traffic over Un, it could be possible to redirect traffic bound for one (victim) UE to another (attacker) UE. This attacker UE would receive the data encrypted with its own UPenc key. In uplink, this may allow IP address spoofing.
Editor’s Note: The impact of this threat is FFS.
· .  For signalling traffic, this is S1-AP traffic and X2-AP traffic. 

While this may be accepteable for user traffic from the UE, this may not be acceptable for signalling traffic (either S1-AP or X2-AP) from RN to network. This means that either the Un interface may to enhanced from a standard E-UTRAN UE-eNB interface or some other method of protecting the S1-AP and X2-AP signalling across the Un interface needs to be used.

4
Impersonation of a RN to attack the network

A Rogue RN (as described in Threat 1) could insert essentially four types of traffic into the network:

a
NAS signalling towards the MME-RN – the same attacks could be done with a Rogue UE so are not important for the RN security analysis
b
S1-AP or X2-AP signalling
c
Insert data on behalf of a user 
d
User plane traffic to get free IP connectivity
This threats could be mitigated by ensuring device authentication of the RN before such traffic is accepted or being aware of such threats and mitigating them in other ways.

5
Attacks on the interface between the RN and the UICC

The data that travels across the RN to UICC interface is not protected. This means that while an attacker may not be able to compromise the behaviour of a RN, it may be possible for the attacker to get hold of the keying material that is transferred across this interface. Access to these keys would provide the attacker with access any data protected by these keys and also allow the attacker to insert data that would be protected using these keys. In particular the attacker could set up a MitM node as described in threat 2.
6
Control of the RN platform

All traffic, apart from NAS-UE signalling between UE and MME-UE, is available inside the RN platform in the clear. So, when an attacker controls the RN platform eavesdropping and modification of this traffic is possible.

7
DoS type attacks

When the attacker removes the UICC, RN without UICC can’t be authenticated by the network. So the legal RN can’t connect to network and provide services. The attacker could also insert the UICC into another RN, then the topology of access network will be changed and cause interference problem to other eNB.
===========End 1st changes=======
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