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7.1 Relay Node Security
1
Introduction

In S3-101058, Ericsson and ST Ericsson proposed a draft WID for Relay Nodes Security for SA3. InterDigital supports the Objectives proposed in section 4 of S3-101058 but finds them necessary but not sufficient, because 
1) The Objectives section lists the existing threats that have been identified so far, but there is also possibility that other threats may be identified before the closure of the TR. Therefore, InterDigital believes this point should be made. 

2) In the objectives section of S3-101058, no reference is made in 101058 with regards to the need for SA3 to consider platform security aspects for the RN. With this commenting document, InterDigital proposes to add a new sentence in the scope section of the Draft WID proposal to address this issue. 
The new text that InterDigital is proposing to add is highlighted using a Track Change mark. 
3GPP TSG SA WG3 Security — SA3 adhoc
S3-101058
27 September - 29 September 2010
Riga, Latvia
Source:

Ericsson, ST-Ericsson
Title:

Relay nodes security draft WID for SA3
Document for:

Discussion

Agenda Item:

7.1 Relay Node Security
1
Introduction
In SA3#60 it was agreed that SA3 should have a separate work item under which the TR on security for RNs would be developed.
It is proposed that SA3 discusses the draft WID for relay node security below. Doing so would make sure that the issue is better prepared for SA3#61.
The relay node work is performed in the RAN groups under the LTE_Relay work item and its sub work items. The LTE_Relay work item has sub work items in form of a core-part and a performance part. The core-part is the one dealing with the architecture and protocol specifications (i.e., the core-parts of the design; it is not related to core as in "core-network").

The dates for the relevant plenary meetings are listed here for convenience:
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Yellow marks when the proposed TR should be presented for information at SA plenary. Green marks when the TR should be presented for approval at SA plenary.
The specification work for a TS is proposed to be done in parallel to the TR.

It is proposed that the SA3 work is done as a work task that is a sub work item of the LTE_Relay-Core work item. 
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3GPP™ Work Item Description

For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.

Title * : Security for LTE relay nodes 

Acronym LTE_RELAY_SEC* : 

Unique identifier *

1
3GPP Work Area *

	X
	Radio Access

	X
	Core Network

	
	Services


2
Classification of WI and linked work items

2.0
Primary classification *

This work item is a … *

	
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	X
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.2
Feature

	Related Study Item or Feature (if any) *

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … *

	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1

Stage 1

	Source of external requirements (if any) *

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2

Stage 2  *

	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: * 

Go to §3.

2.3.3

Stage 3 *

	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s)

Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: * 

Go to §3.

2.3.4

Test spec *

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5

Other *

	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4

Work task *

	Parent Building Block

	Unique ID
	Title
	TS

	460013
	LTE_Relay-Core
	


3
Justification *

Relay nodes connect to LTE using the same protocol stack as a normal UE does. Sometimes it uses the same protocol stack but with minor modifications. 

The introduction of relay nodes in LTE poses new threats to the system. For example, relay nodes may need the ability to perform certain tasks or receive certain kinds of services in an LTE network (e.g., reception of AS security context for UEs to be served by a relay node) which UEs are not allowed to perform or receive. This could lead to, e.g., eavesdropping, impersonation and DoS attacks against LTE and/or UEs attached to LTE. Moreover, the special services granted to relay nodes could be used by an attacker to perform theft of service attacks. 

It must be ensured that the UEs connecting to LTE via a relay node enjoy the same level of security as if they connected directly via a non-RN eNB. It must also be ensured that the LTE network remains secure in the presence of relay nodes.
4
Objective *

The objective of the work task is to ensure that relay nodes as specified by the parent work item (LTE_Relay-Core) do not introduce vulnerabilities in LTE and provide sufficient security for the UEs connecting to the LTE network through any eNB (a relay node or a non-RN eNB).
The following threats have already been identified and shall be countered appropriately:
· Impersonation of a RN to attack the user(s) attached to the RN 

· Attacks on the Un interface between RN and DeNB 

· Inserting a MitM 

· Attacking the traffic

· Impersonation of a RN to attack the network

· Attacks on the interface between the RN and UICC

· Attacks on the RN itself

· DoS Attacks

Other threats may be identified and countermeasures proposed before the close of the TR. 

Platform security issues need to be considered. 
Mobile relay nodes are out of scope since TS 36.300 has already captured that relay nodes do not support inter-cell handover. In addition multi-hop relay nodes are also out of scope since TS 36.300 has captured that a relay node may not use another relay node as a DeNB.
Attention should be given to the fact that the S11 reference point (between an MME and an S-GW) is terminated in the DeNB. The reason for terminating S11 in the DeNB is that the DeNB hosts S-GW like functionality for relays.
SA3-LI shall investigate LI issues related to relay nodes.

Due to prior experience with LTE security, SA3 believes that the following specifications controlled by other WGs will be affected: 

TS 24.301 (Under CT1 control) Possible impact on the NAS protocol.

There may be additional security-related signalling between MME and RN.

TS 36.331  (Under RAN2 control) Possible impact on RRC.

 There may be additional security-related signalling between DeNB and RN.

TS 36.413  (Under RAN3 control) Possible impact on S1AP.

There may be additional security-related signalling MME and DeNB.

Due to that the WI has a parent WI which is under RAN control, it is proposed that progress is also reported to RAN plenary to ensure they are aware of the status.
5
Service Aspects

None
6
MMI-Aspects

None
7
Charging Aspects

None
8
Security Aspects

The purpose of the entire work task is to ensure security for the network and UEs when relay nodes are introduced in the architecture.
9
Impacts *

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	X
	X
	

	No
	
	X
	
	
	

	Don't know
	X
	
	
	
	X


10
Expected Output and Time scale *

	New specifications *
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR 33.8xy
	LTE relay node security
	SA3
	
	SA50
	SA51
	

	
	
	
	
	
	
	

	Affected existing specifications *
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	TS 33.401
	
	Addition of necessary functions to enable secure relay node operation.
	SA#51
	In RAN2 a separate clause is used in TS 36.300 to keep the major part of the stage 2 description. It is proposed that the main security relevant parts are kept in a separate clause in TS 33.401. It may be necessary to describe minor parts of the security functionality in other clauses as well.


11

Work item rapporteur(s) *

 ???
12

Work item leadership *
SA3

13

Supporting Individual Members *

	Supporting IM name

	Ericsson

	ST-Ericsson

	

	


form change history:

v1.13.2: adds tdoc header

v1.13.1: minor changes resulting from discussions at CT#41 & SA#41

v1.13.0: mods to enforce linkage amongst stages 1, 2, 3

draft mods Scarrone-Meredith 2008-07 ff

v1.12.1: removes revision marks following approval at SP-29
v1.12.0: includes provision for Study Items (SP-29)

v1.11.0: includes those changes from v1.8.0 agreed at SP-25.


v1.10.0: full circle

v1.9.0: a clean sheet

v1.8.0: includes comments from SA#24 

v1.7.0: includes comments from RAN, CN and T #24; also includes “early implementation” data

v1.6.0: includes comments made during review period prior to TSGs#24

v1.5.0: includes comments made at TSGs#23 (Phoenix)

v1.4.0: offered to SA#23 for approval

v1.3.0: offered to CN#23, RAN#23 and T#23 for comments

DRAFT4 v1.3.0: 2004-03-09: Incorporation of comments from Leaders list

DRAFT3 v1.3.0: 2004-02-19: Incorporation of comments from MCC members

DRAFT2 v1.3.0: 2004-01-29: Complete redraft:

v1.2.0: 2002-07-04: "USIM" box changed to "UICC apps"

2003-05-28: spelling of “rapporteur” corrected

2002-07-04: "USIM" box changed to "UICC apps"
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