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1. Introduction

Correction: Initial submission mistakenly showed “shall” as original text instead of the actual original text, “should”. This correction shows “shall” as a suggested modification to the original text.

This contribution discusses autonomous validation for Relay Nodes in the context of the secure startup and in conjunction with RN platform authentication.  

This contribution reflects the terms defined in the Authentication Terminology document in an effort to provide clarity and unity of context.

2. Rationale
The last security requirement in the current RN living document (S3-100896)’s  section 3 on security requirements reads as follows:

“The RN specific device security features, e.g.security storage of sensitive data, device integrity check, UICC aspects, shall be considered. “

The text above is not a requirement but rather a suggestion and should have been an Editors Note.  Furthermore, Section 6.0 already includes subsections on the features listed and therefore it is proposed to remove the text from Section 3.
In addition, RN platform validation is currently not defined in the draft document but has been defined in the Authentication terminology document.  RN platform validation has been identified as a mitigation for threats  #1, Impersonation of a RN to attack user attached to RN and #6, Control of RN Platform from section 2.3 Security Threats.  We believe a new section to provide details on RN platform validation,  also referred to as autonomous validation, should be added for completeness.  We therefore provide some requirements for new sections which are necessary for clarification of the autonomous validation process.
Section 6.1 identifies the requirements for a secure environment on the device as defined in TS 33.401. Adescription of how the RN platform secure environment is established is not described in TS 33.401.  Therefore we propose to add a new section 6.2 RN Platform Secure Environment and include for clarity, two new subsections 6.2.1 Requirements and 6.2.2 Establishment Procedures.
The validation process relies on the device integrity check procedure to execute within a secure environment.  Therefore, Section 6.3 indicates how the secure environment is used in regards to the integrity check procedures.    
Therefore, we propose the addition of new text that addresses the above concerns be accepted into the current Relay Node draft document. 

3. pCR

This pCR proposes the following changes….
**************************** start of 1st change ****************************
3   Security Requirements

If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and User-UE’s MMEshall be considered as the DeNB acts as an S1-proxy in the solution selected by RAN.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and eNB/RN shall be considered as the DeNB acts as an X2-proxy in the solution selected by RAN.

Mutual authentication between RN and network shall be supported. 

Relay device authentication is mandatory. 
Editor’s note: There are many different solutions for meeting this requirement.

The DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened.

Security of RN Management shall be guaranteed. RN should have separate security model for OAM configuration data.
A certificate in the relay node used for device authentication shall be provided by a CA trusted by the operator, e.g. the CA of the operator or by another party trusted by the operator. Certificate enrollment, if any, should follow TS 33.310 as much as possible. 
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.

The connection between relay and network should be confidentiality protected. Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.
Editor’s Note: It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.

Both user plane and control plane must be considered as they may not require the same level of protection.

Editor’s note: Forward security and backward security in handover procedure needs further study.
Editor’s note: For AS security aspects of Un interface, the key lifetime management should be considered based on existing LTE UE AS key time management for the Uu interface. It should be studied whether the impact of UE data aggregation on the Un interface  requires more frequent key change due to the increased traffic. The Security Association life time management for the IPsec tunnel should be considered. And all aspects of interaction between the key lifetime management and the respective security mechanism to be specified should be considered. The aspect of minimizing the effect  to the ongoing service for the UE attached to the Relay-Node should be considered.　
The RN platform shall protect from reading and/or modification of security parameters and security functions by unauthorized parties (platform security).  

The integrity of the RN platform shall be validated as part of the RN start up procedure. 


Editor’s Note: Platform security requirements should be considered in more detail

**************************** end of 1st change *****************************

**************************** start of 2nd change *****************************

6.2 RN Platform Secure Environment

6.2.1 Requirements
The RN platform secure environment shall be a logical entity which provides a trustworthy environment for execution of sensitive functions and storage of sensitive data on the RN platform.

All data produced through execution of functions within the RN platform secure environment shall be unknowable to unauthorized external entities.

The RN platform secure environment shall perform sensitive functions (such as storing secret keys and providing cryptographic calculations using those secret keys) needed to perform integrity checking , validation and authentication. 
6.2.2 Establishment Procedures

The RN platform secure environment shall be built from an irremovable, HW-based root of trust by way of a secure boot process, which shall occur whenever a RN is turned on or goes through a hard reset. 
The root of trust for the RN platform secure environment shall be physically bound to the RN platform. 
The root of trust facilitates a secure boot process which shall include checks of the integrity of the RN platform secure environment .

The RN platform secure environment , after having been successfully started, shall proceed to verify other components of the RN  (e.g. operating system and further programs) that are necessary for trusted operation of  the RN. Only successfully verified components shall be loaded or started. 
6.3 Device Integrity check
Editor’s Note: Upon booting or before connecting to the network, the device integiry check may need to be performed, for the sake of RN validation.
The Relay Node shall perform a device integrity check.  The process of device integrity check shall be protected from tampering or unauthorized execution. 

The requirements 3,4 and 5 in 5.3.2 of TS 33.401[2] apply here.

The secure environment shall check the integrity of all components necessary for trusted operation of the device. 

The integrity of a component is verified by comparing the result of a measurement (typically a cryptographic hash) of the component to a trusted reference value. If these values agree, the component is successfully verified and can be started.  An individual component shall be started only if its integrity check is successful.
The integrity and source authenticity of the trusted reference values shall be assured by the secure environment.
The integrity of the device is verified if all components necessary for trusted operation of the device are verified.
Editor’s Note: The need for further requirements is FFS.

Editor’s note: The following requirements are FFS. A failed device integrity check should be reported to the network (if the relay node is capable). A relay node which fails integrity checks for some components could allow for remote and secure recovery procedures, which restore device integrity (e.g. via software/firmware upgrade) according to operator policy
6.4 RN Platform Validation

The RN shall support an autonomous validation method whereby the RN platform implicitly indicates its validity to the DeNB by successful execution of RN platform authentication. To achieve this, the following requirements apply:
-      The RN platform secure environment shall perform a device integrity check according to section 6.2  
· If the device integrity check of those components necessary for trusted operation of the RN Platform fails, the RN platform secure environment shall not give access to the secret key needed for RN platform authentication.
**************************** start of 2nd change *****************************

**************************** start of 3rd change *****************************
6.5 UICC aspects
Editor’s Note: The UICC is itself a secure environment. It is FFS whether communications between the UICC secure environment and the RN platform secure environment should be secured by way of a RN-UICC secure channel.
Editor’s Note: A UICC in a UE provides security under quite different assumptions from a UICC in an RN. What would happen if a UICC was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.

Editor’s note: The Relay Node behaviour on the removal of a UICC is FFS

Editor’s note: Keeping the ongoing service of the UE attached to the Relay-Node even when UISM card was removed from the Relay-Node should be considered for emergency and priority service only
When RN attaches to the network via the RN attach procedure defined in TS 36.300[4] a legacy UICC shall be used in authentication as defined in 3GPP TS 33.401[2]. Preventing the attacks on removable UICC in RN needs to be considered. Possible methods of preventing this attack include physically integrating the RN and UICC together, a logical binding for example using a secure channel between the RN and UICC or some other binding method that is not between the RN or USIM.

Editor’s Note: No decisions have yet been taken on the viabilitiy of these methods.

In the following, we discuss countermeasures against threat 5 of section 2 entitled “Attacks on the interface between the RN and the UICC” in more detail. Suitable countermeasures must ensure that attackers cannot obtain any advantage by listening on the interface between UICC and RN. If attackers could to this the attacker would know the keys sent across the interface between UICC and RN. For solutions that this is a problem, the following countermeasures may be used. The issue of binding particular USIMs and RNs is different and is not necessarily addressed by the same countermeasures. 

Countermeasure 1): 

Protect all traffic by security mechanisms residing above the AS layer.

With this countermeasure, the RN security architecture is designed such that AS security on the Un interface is not important for the overall security of the system. This would be the case if all traffic on Un was protected by IPsec, or even higher layer protocols. While this would provide good security it would be likely to have a quite negative effect on performance as the overhead created by protecting the UE user traffic by IPsec would be quite significant, both in terms of bandwidth and processing power. This solution is therefore not considered here any further. 

Countermeasure 2): 

Physical integration of RN and a non-removable UICC. 

Such a solution would face two challenges: a) making the integrated RN / USIM hardware tamper-resistant such that the interface between RN and USIM cannot be attacked. This seems not easy, but doable. Cost would warrant a separate consideration, and it should be noted that such an approach would imply a significant deviation from the HW design of eNBs, something which may be considered undesirable. b) personalizing the USIM at the right point in time during the deployment process. Personalization in the factory seems undesirable as it limits the commercial flexibility, while personalization in the field would meet with the difficulties, technical and otherwise, encountered during the discussions on remote USIM management. This solution is therefore not considered here any further.

Countermeasure 3): 

Physical protection of the interface between an RN and a removable UICC. 

It would be sufficient to prevent eavesdropping on this interface while the USIM on the UICC was activated. Certainly, a suitable RN design could make it difficult for an attacker to access this interface. But the very fact that the UICC shall be removable means that the interface must be somehow exposed and exhibit electrical contacts. This may be exploited by an attacker while the RN is switched off and/or the USIM is deactivated, e.g. by establishing thin electrical wires leading from the contacts to the surface of the device. Of course, ingenious designs preventing this cannot be ruled out, but it may be quite difficult to prove the security of such a design. In view of these difficulties, further study on the viability of this countermeasure should not be precluded.

Countermeasure 4): 

Logical protection of the interface between an RN and a removable UICC. 
A standardized solution is available from ETSI TS 102 484 “Smart cards; Secure channel between a UICC and an end-point terminal”. This TS contains three mechanisms for providing mutual authentication, confidentiality and integrity, namely a method called “Secured APDU” (Application Data Protocol Unit), TLS and IPsec. While the first mechanism works only with pre-shared keys, both TLS and IKE may be used with both, pre-shared keys or certificates. Pre-shared keys may be established using GBA as defined in 3GPP TS 33.110, or in a proprietary way. The protection may be provided at the level of application, e.g USIM application, (TLS and Secured APDU), platform, i.e. UICC, (Secured APDU), or USB class (IPsec, for a definition of USB class cf. the reference in ETSI TS 102 484). The use of a secure channel between the UICC/USIM and the RN pre-supposes the existence of a secure environment at each endpoint on the RN in which the secure channel terminates. 

The suitability of the mechanisms offered by ETSI TS 102 484 for RN security is discussed in the following. While all these mechanisms seem feasible to apply in the RN context, they show differences in the complexity of the required changes. 

Regarding key management

-
A certificate-based solution seems to require relatively little extra effort as a certificate is to be available in the RN anyhow, e.g. if IPsec is selected to protect at least a part of the traffic on the Un interface. The certificate in the RN could be enrolled automatically, and the corresponding mechanisms for RN should be similar to enrolment procedures for eNBs defined in TS 33.310. UICCs, on the other hand, are under full control of the operator anyhow, and a certificate could be installed on a UICC e.g. when the applications on the UICC are personalized (e.g. when the permanent keys are installed on a USIM). This solution would affect only the UICC and the RN.

-
A pre-shared-key-based solution using GBA according to TS 33.110 would require additional functional entities currently not present in the EPS architecture, namely a BSF and a NAF Key Centre. This seems to add considerable complexity to the EPS architecture. Furthermore, certificates would be required in the RN and the NAF Key Centre for establishing the TLS connection between them. 

-
A pre-shared-key-based solution using a proprietary key management could, in principle, be realized by manually installing keys. But this should be ruled out as the deployment of RNs is likely to need an even higher degree of automation than that of ordinary eNBs. A proprietary key management according to ETSI TS 102 484 could also be realized by a key management solution defined in another standard. In particular, 3GPP could define their own key management solution for this purpose, e.g. by exploiting the mechanisms of the EPS security architecture already available. But any such a solution would be likely to entail modifications to various functional entities defined for EPS today. It is difficult to conceive of such a solution affecting only the UICC and the RN.

Conclusion: if the secure channel method is adopted then a certificate-based solution is preferred as it seems to have the least impact on the existing EPS architecture. 

Regarding the mechanism for authentication, confidentiality and integrity

-
With the preference for a certificate-based solution expressed in the previous paragraph, of the mechanisms defined in ETSI TS 102 484 only TLS and IPsec remain. Support for both, IPsec (for backhaul link protection) and TLS (for protecting the management connection to the OAM server), is available in present eNBs, and therefore implementing them in RNs would not mean a big change to the base station architecture. On the other hand, IKE/IPsec has a bigger footprint than TLS and could be less favourable for implementation on smart cards. Furthermore, TLS offers the possibility to selectively establish a secure channel between a single application on a UICC, e.g. a particular USIM, and the UICC-hosting device, i.e. in this case the RN, while IPsec does not offer this possibility. 

Conclusion: if the secure channel method is adopted then TLS with mutual certificates is the preferred mechanism. 
Editor’s Note: Further study on the preferred mechanism is required if the secure channel method is adopted.
Editor’s note: The above analysis was performed assuming a many to many relationships between RNs and UICCs was sufficient. If a solution requires a one-to-one relationship at the time of establishment of the secure channel then further analysis may be necessary.
**************************** end of 3rd change *****************************

**************************** start of 4th change *****************************
6.6 Location verification

**************************** end of 4th change *****************************

