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Abstract of the contribution: This contribution provides a security analysis of the enhanced AKA proposal in solution 5 

Introduction
In solution 5, it is proposed to enhance the AKA procedure to include some authentication and key agreement based on a key held on the RN. The provides two types important security properties for Relay Nodes, firstly provides a method of authenticating the Relay Node as a device and secondly overcoming the issue of an eavesdropper listening into the RN to UICC interface to get the key material. During the last meeting, further details of the security of the proposed enhancement were requested. This contribution provides the requested details
Analysis of enhancement
The analysis is done assuming the additional details from S3-101079 have been accepted. The enhancement proposed to the AKA signalling is effectively the same procedure as is used in TLS using RSA key exchange. That is the same information is passed between the two communicating entities although in a slightly different order. A second slight difference is that is proposed to use slightly different  cryptographic transform, i.e. RSA-OEAP rather than RSAES-PKCS1-v1_5and SHA-256 based transform from TS 33.220 rather than SHA-256 based  transform the TLS specification (note: TLS would have used RSA-OEAP if it was not for backwards compatibility issues – see [1]). 
In TLS, we have the following exchange of information between Entity A, the client, and entity B, the server.
1. Entity A sends Entity B a random number in the ClientHello message
2. Entity B send Entity A a random number in the ServerHello message
3. Entity B send Entity A its certificate in the ServerKeyExchange message
4. Entity A send Entity B a ‘shared key’ encrypted with Entity B’s public key in the ClientKeyExchange message
At this point the Entity A is sure that only Entity B could have the ‘shared key’ and from the ‘shared key’ and the exchange random numbers, Entity A and Entity B can calculate a ‘session key’. Successful sending and receiving of the Finished messages provides assurance to both entities that they do share the ‘session key’.
For the proposed enhancement to AKA, the following information is exchanged between Entity B, the Relay Node, and Entity A, the MME serving the Relay Node:
1. Entity B sends Entity A its certificate (or at least enough information to obtain its certificate) – this is step 3 above
2. Entity B send Entity A a random number – this is step 2 above 
3. Entity B send Entity A a ‘shared key’ encrypted using Entity B’s public key – this is step 4 above
4. Entity A sends Entity B a random number – this is step 1 above
The steps above are exactly the ones for TLS and hence the MME has the assurance that only the Relay Node can have the ‘shared key’ and the Mme and Relay Node can calculate the ‘session key’. The sending of the device_res by the Relay Node in the Authenticaton Response message assures the MME that they do indeed have the same ‘shared key’.
This shows that the proposed enhancements to AKA share the same security protocol as TLS and hence should be acceptable to SA3.  It is proposed that the following pCR to the Relay living document is accepted to reflect the above discussion. 
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Proposed pCR
************* FIRST CHANGE *************
[bookmark: _Toc265894333]7.6.2.2.2	Security Analysis
From the DeNB and rest of the network’s perspective, the Relay Node has been sucessfullysuccessfully authenticated and hence it is acceptable to authorise the DeNB to enable relay functionality, e.g. to send user keys to the Relay and allow it to send/receive user data. The authentication of the Relay Node in the E-UTRAN signalling happens by the Relay Node being able to successfully decrypt the device_temp_key that was sent to it by the MME. From this the MME and RN generated  a root key for a new EPS security context using the exchanged nonces. This protocol follow the use of RSA Key Exchange in TLS[yy]
The Relay Node is effectively a slave of the DeNB and network, and it can only serve users for whom the network provides keys. Because of this, there are no security concerns for the Relay Node regarding sending data to a network which has provided the keys used to communicate with that user. 
Editor’s note: More analysis of the security of the protocol is needed 
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