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7.1
Abstract of the contribution
This contribution proposes a security architecture for the use of relay nodes in EPS. This architecture is based on solution elements available from the living Tdoc S3-100896. 
Its main features are: (1) Autonomous validation of the RN platform; (2) Secure Channel between USIM-RN and RN; (3) OCSP client on the UICC; (4) AS integrity for S1 / X2; (5) Computation of KASME on the UICC; (6) Key derivation function for KASME dependent on whether a secure channel is established.
 
The solution is further characterized by the fact that the MME-RN delegates the platform authentication of the RN to the UICC and trusts that the USIM-RN on the UICC engages in an AKA run usable in an RN attach procedure only after successful platform authentication of the RN, cf. the companion contribution S3-101074 for a new subclause 8.yy providing an analysis of the security properties of the proposed solution. 
Note that AS integrity for PDCP frames carrying S1 / X2 messages is currently under discussion in RAN2 and has been assumed in the living Tdoc S3-100896 for solutions 5 and 8.
Start of pseudo CR:
7.aa Solution (aa-1) – Secure Channel between USIM and RN and AS integrity for S1 /X2; Variant with modified KASME
7.aa.1 General

The main features of this solution are: (1) Autonomous validation of the RN platform; (2) Secure Channel between USIM-RN and RN; (3) OCSP client on the UICC; (4) AS integrity for S1 /X2; (5) Computation of KASME on the UICC; (6) Key derivation function for KASME dependent on whether a secure channel is established. 
The solution is further characterized by the fact that the MME-RN delegates the platform authentication of the RN to the UICC and trusts that the USIM-RN on the UICC engages in an AKA run usable in an RN attach procedure only after successful platform authentication of the RN, cf. clause 8.yy.

The USIM-RN has the following additional properties compared to a Rel-8 USIM:

· KASME is computed on the UICC. This KASME is identical to the KASME that is computed in the HSS according to TS 33.401, A.2, and transferred from the HSS to the MME-RN. 
NOTE: TS 33.401, clause 6.1, NOTE 5, already mentions the possibility of computing KASME on the UICC.  

· When a secure channel exists between USIM-RN and RN then KASME is transferred from the USIM-RN to the RN.

· When no secure channel exists between USIM-RN and RN then only KASME* = H (KASME) is transferred from the USIM-RN to the RN where H is a one-way hash function.
· CK and IK do not leave the UICC. In particular, when the UICC supports storage of (parts of) the EPS security context then the RN can retrieve only  KASME or KASME* , not CK and IK, from the UICC. 
7.aa.2 Security Procedures

The start-up of an RN proceeds in the following steps. If one of the steps fails in any of the involved entities the procedure is aborted by that entity.
Procedures prior to the RN attach procedure
E1. The RN performs an autonomous validation of the RN platform.
E2. The RN attaches as a UE using USIM-RN to be prepared for performing steps E5. and, optionally, E3.  The attach request shall indicate “RN attaching as UE”. When the MME-RN receives an attach request with this indication the MME-RN computes KASME* = H (KASME) and uses it in further key derivations instead of KASME. The USIM-RN computes KASME* = H (KASME) and returns this key to the RN, as the AUTHENTICATE command was received by the USIM-RN over an unsecured channel.
E3. The RN optionally obtains an operator certificate through the enrolment procedures defined in TS 33.310. Details can be found in clause 7.aa.4. The RN optionally establishes a secure connection to an OAM server. Details can be found in clause 7.aa.5.

E4.
 The RN and the UICC establish a Secure Channel between RN and USIM-RN according to ETSI TS 102 484 by means of a TLS connection. This TLS connection shall be initiated by the UICC and use certificates on both sides. The RN uses a pre-established certificate or the certificate enroled in step E3. The UICC verifies that this certificate is limited to use with relay nodes. The UICC is pre-provisioned with a root certificate to verify the RN certificate. The UICC certificate needs to be pre-installed in the UICC by the operator. The RN is pre-provisioned with a root certificate to verify the UICC certificate.
The private key corresponding to the RN certificate is stored in the secure environment of the RN platform validated in step E1, and the TLS connection terminates there. From the completion of this step onwards, all communication between the USIM-RN and the RN is protected by the Secure Channel. 
NOTE1: Certificate use restriction may be made possible e.g. through a suitable name structure, or a particular intermediate CA in the verification path, or policy information terms, e.g. by a suitable object identifier (OID) in the certificate policies extension.  
E5. An OCSP client on the UICC checks the validity of RN certificate used in the secure channel set-up with an OCSP server. An OCSP client on the RN checks the validity of UICC certificate used in the secure channel set-up with an OCSP server. Details can be found in clause 7.aa.6. 
E6. The RN detaches from the network if it has attached for performing steps E2, E3, or E5.

NOTE2: ETSI TS 102 484 states in clause 6.2.2: “The UICC may present a self-signed certificate. The terminal or terminal application should temporarily accept such a certificate during the TLS handshake protocol, if it is able to establish by other means (e.g. successful network authentication) that the handshake protocol is conducted with an authentic UICC.” And in the present solution for relay node security, the RN indeed verifies the authenticity of the USIM-RN by means of a successful RN attach procedure. However, the use of a self-signed UICC certificate, or no UICC certificate at all, would weaken network-to-RN authentication in cases where both the interfaces of the RN with the UICC and the network were under the control of an attacker. (Think of a stolen RN in a rogue environment.) Then the RN would happily use any key fed to it over the interface with a fake UICC and use this key in the communication with a fake network. (It is ffs how serious this threat is.) The use of a UICC certificate prevents this threat as no rogue UICC can set up a secure channel with the RN. 
NOTE3: ETSI TS 102 484 states in clause 6.2: “Both the terminal or the UICC shall be able to initiate a TLS secure channel.” It is proposed here that the UICC assumes the role of TLS client for the following reason: 
 the OCSP check in step E.5 can be integrated with TLS according to RFC 4366 (TLS extensions), otherwise the OSCP check would have to be a separate procedure following the TLS procedure.
NOTE4: One may want to limit the lifetime of a secure channel between USIM-RN and RN for security reasons. Suitable counters providing such a limit include a record counter, cf. clause 6.4 of ETSI TS 102 484, or a counter on the AUTHENTICATE commands received over the secure channel. To disallow the the resumption of TLS session, and to enforce a new TLS handshake on each RN attach, the USIM-RN may be configured accordingly, if necessary.
RN attach procedure
The RN performs the RN attach procedure for EPS as defined in TS 36.300. From a security point of view, this involves the following steps: 

A1. The RN invalidates any EPS security context on the USIM-RN. The attach request shall indicate “RN attaching as relay”. 
A2. The MME-RN runs EPS AKA with the RN and the USIM-RN and establishes NAS security. The USIM-RN computes KASME and returns this key to the RN, as the AUTHENTICATE command was received by the USIM-RN over a secured channel. The RN shall use only keys in an RN attach procedure that were received from the USIM-RN over the Secure Channel.
A3. The MME-RN checks from the RN-specific subscription data received from the HSS that the USIM-RN is dedicated to the use in relay node procedures. When the MME-RN receives an attach request without the indication “RN attaching as UE” the MME-RN takes KASME as received from the HSS and uses it in further key derivations instead of KASME . The MME-RN communicates the fact that the attachment is for relay nodes to the DeNB in an extended S1 INITIAL CONTEXT SETUP message. 
(It is ffs whether an explicit indication in the RN attach request is required. It is also ffs whether other S1 messages would have to be similarly extended.) 
A4. Upon receipt of the extended S1 INITIAL CONTEXT SETUP message the DeNB sets up RN-specific AS security over Un, which differs from AS security over Uu in that integrity protection for PDCP frames carrying S1 /X2 messages is provided. The DeNB rejects any RN attach request by relay nodes for which no confirmation has been received from the MME-RN that the attachment is for relay nodes.
The RN start-up is now complete from a security point of view, and UEs can start attaching to the RN.

7.aa.3 USIM Binding Aspects in RN scenarios

The requirement of restricting the possible combinations of particular RNs and particular USIM-RNs is ffs, cf. clause 2.3.7. If such restrictions are required then authorization is required that could be enforced in at least one of the following ways: 

(1) The RN enforces the allowed combinations.
The RN verifies the IMSI pertaining to the USIM-RN through a successful EPS AKA run involving the USIM-RN. The RN can then learn about the allowed combinations of USIM-RN and RN as follows:

(1a) The RN knows the authorized USIM-RNs by configuration;

(1b) The OAM server with which a secure connection was established in step E.3 tells the RN the authorized identities; 

NOTE: The check whether the binding between RN and USIM-RN is authorized can be entrusted to an RN with a validated platform. But only such RNs are able to establish a secure channel with a USIM-RN, which in turn is a pre-requisite for a successful RN attachment to the network, cf. clause 7.aa.2. Hence the network can trust that the RN performs the check faithfully.
(2) The UICC enforces the allowed combinations.
The UICC verifies the RN identity through the TLS secure channel set-up. The UICC knows the authorized RNs by configuration The standard secure OTA mechanisms (TS 31.116) can be used to update the configuration of UICC and renew the stored identities if required.
 (3) The MME enforces the allowed combinations.
The MME-RN may learn the RN device identity in a way similar to an MME learning the IMEI of a UE. As the RN platform is validated, it is ensured that the RN communicates the correct platform identity. The MME-RN then performs the check whether this combination of USIM and RN is authorized. The MME-RN may obtain the authorization information from the HSS. 
Editor’s Note: It is ffs whether the IMEI could serve as the RN device identity. If not a new NAS message or message field for sending the RN device identity may be required. 
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