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Abstract of the contribution:

1 Introduction
In the living document [1] of the last meeting, solution 5, an Enhanced AKA solution was proposed. Based on solution 5, we provide an alternative RN platform authentication procedure with some other benefits, such as, 

1) It is backward compatible with EPS-AKA for RN platform authentication

2) Using the authentication vector from the last EPS-AKA for RN platform authentication, so don’t have to perform user authentication with UICC again. 

3) The key binding between UICC and RN is completed in the RN platform authentication procedure. The generation of key KASME_platform is simplified and no more parameters are needed.

Also the corresponding pCR is included. 

2 Discussion

2.1 General

In this solution, the RN platform authentication is separate from the standard EPS AKA access authentication. That is, the network reuses EPS-AKA procedure for RN platform authentication, but don’t have to perform user authentication again with UICC again. The solution assumes that the Relay UICC would access and be authenticated with the network using EPS-AKA at first, and then the RN platform authentication procedure with ‘RN platform authentication data’ is performed, reusing the EPS-AKA procedure. ‘RN platform authentication data’ is related to K_platform instead of K. 

2.2 Security procedure

Before the generating of ‘RN platform authentication data’, a RN platform related security key K_platform is assumed to be shared between RN platform and the HSS. The K_platform is a permanent Key, which can be stored in the secure environment of HSS and RN. The K_platform is uniquely associated with the RN platform identity (e.g. IMEI).

As show in Figure 1, using the K_platform as K, the network (e.g. MME or HSS) firstly generate the ‘RN platform authentication data’, 

The RN platform authentication data include RAND_platform, XRES_platform and KASME_platform, corresponding to RAND, XRES and KASME respectively. 

1) RAND_platform is a random number generated by MME or HSS

2) XRES_platform  = fa (K_platform，RAND_platform)

3) KASME_platform = KDF (K_platform, KASME);

Where, the function fa is any KDF specified in TS 33.220, e.g. for the sake of backward compatibility, f2. And KASME is the intermediate key generated in the most recent EPS AKA procedure.
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Figure 1. RN platform authentication data generating

Then, MME initiate the RN platform authentication procedure. For backward compatibility, we can reuse the EPS-AKA procedure, but with ‘RN platform authentication data’.

In the RN platform side, the received RAND_platform is used to derive the response value RES_platform, as the same way of XRES_platform derivation. The KASME_platform is also derived as the same way as in the network. The RES_platform is sent back to the MME, and The MME checks that if the RES equals XRES. If so the RN platform authentication is successful.

The detail authentication flow is shown in Figure 2
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Figure 2. RN platform authentication procedure

1. Relay sends Attach Request including User identity (e.g. IMSI) and RN platform identity (e.g. IMEI).

2. The network initiates the normal EPS-AKA procedure and activates the NAS/AS security.

3. MME generate RN platform authentication data

4. MME sends User Authentication Request, including RAND_platform, instead of RAND
5. Relay computes the response RES_platform and the corresponding KASME_platform as described above.

6. MME verify the RES_platform and XRES_platform.

This solution has some benefits as following:

1. It is backward compatible. No modifications of the current EPS-AKA message are needed.

2. Using the authentication vector from the last EPS-AKA for RN platform authentication, so don’t have to perform user authentication with UICC again. The initial EPS AKA procedure could provide key materials for the following RN platform authentication.

3. The key binding between UICC and RN is completed in the RN platform authentication procedure. The generation of key KASME_platform is simplified and no more parameters are needed.

3 Conclusion & Proposal

It is proposed that the solution above is discussed by SA3 and included in the living document

4 Reference

[1] S3-100896 New version of RN living document

5 pCR

******************Change begins********************

7.x
Solution x – adapt Enhanced AKA to RN platform authentication

7.x.1
General

In this solution, the RN platform authentication is separate from the standard EPS AKA access authentication. That is, the network reuses EPS-AKA procedure for RN platform authentication, but don’t have to perform user authentication again with UICC again. The solution assumes that the Relay UICC would access and be authenticated with the network using EPS-AKA at first,  and then the RN platform authentication procedure with ‘RN platform authentication data’ is performed, reusing the EPS-AKA procedure. ‘RN platform authentication data’ is related to K_platform instead of K. 

7.x.2
Security Procedures

7.X.2.1
General

Before the generating of ‘RN platform authentication data’, a RN platform related security key K_platform is assumed to be shared between RN platform and the HSS. The K_platform is a permanent Key, which can be stored in the secure environment of HSS and RN. The K_platform is uniquely associated with the RN platform identity (e.g. IMEI).

As show in Figure 1, using the K_platform as K, the network (e.g. MME or HSS) firstly generate the ‘RN platform authentication data’, 

The RN platform authentication data could include RAND_platform, XRES_platform and KASME_platform, corresponding to RAND, XRES and KASME respectively. 

1) RAND_platform is a random number generated by MME or HSS

2) XRES_platform  = fa (K_platform，RAND_platform)

3) KASME_platform = KDF (K_platform, KASME);

Where, the function fa is any KDF specified in TS 33.220, e.g. for the sake of backward compatibility, f2. And KASME is the intermediate key generated in the most recent EPS AKA procedure.
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Figure 1. RN platform authentication data generating

Then, MME initiate the RN platform authentication procedure. For backward compatibility, we can reuse the EPS-AKA procedure, but with ‘RN platform authentication data’.

In the RN platform side, the received RAND_platform is used to derive the response value RES_platform, as the same way of XRES_platform derivation. The KASME_platform is also derived as the same way as in the network. The RES_platform is sent back to the MME, and The MME checks that if the RES equals XRES. If so the RN platform authentication is successful.

7.x.2.2
RN platform authentication procedures

The detail authentication flow is shown in Figure 2
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Figure 2. RN platform authentication procedure

1. Relay sends Attach Request including User identity (e.g. IMSI) and RN platform identity (e.g. IMEI).

2. The network initiates the Normal EPS-AKA procedure and activates the NAS/AS security.

3. MME generate RN platform authentication data

4. MME sends User Authentication Request, including RAND_platform, instead of RAND
5. Relay computes the response RES_platform and the corresponding KASME_platform as described above.

6. MME verify the RES_platform and XRES_platform.

This solution has some benefits as following:

1. It is backward compatible. No modifications of the current EPS-AKA message are needed.

2. Using the authentication vector from the last EPS-AKA for RN platform authentication, so don’t have to perform user authentication with UICC twice. The initial EPS AKA procedure could provide key materials for the following RN platform authentication.

3. The key binding between UICC and RN is completed in the RN platform authentication procedure. The generation of key KASME_platform is simplified and no more parameters are needed.

7.x.3
UICC Aspects in RN scenarios

A standard UICC could be used and all of the processing is the same to normal one. As the RN platform authentication is only performed in the Relay Node, then there is no need to protect the Relay Node to UICC interface. 

7.x.4
Enrolment procedures for RNs for backhaul link security 

The enrolment procedure described in solution 5 can also be used here, with the only difference in step 6 that there is no need to re-authentication the UICC.

******************Change ends********************
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