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7.1 Relay Node Security
1
Introduction
As agreed by RAN3 the start up of an RN is done in (maximally) two phases as depicted in the figure at the end of this contribution after the pCR. (see also, e.g., the incoming LS reply on relay node O&M from RAN3). Potentially it is possible to start directly with Phase II. From security point of view a few security requirements must be put on the start-up procedure.
Proposals:
· It is proposed that the requirements on start up of the RN as of clause 2 below are added to the living document clause 3 on security requirements.

· In addition, it is proposed that a reply LS is sent to R3-102539 informing RAN3 about the identified security requirements below. It would be a good idea to further inform RAN3 about other security requirements related to the start-up procedure as well in the same LS.
2
pCR: Requirements on start up
3
Security Requirements
3.1
General requirements
If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and User-UE’s MMEshall be considered as the DeNB acts as an S1-proxy in the solution selected by RAN.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and eNB/RN shall 
be considered as the DeNB acts as an X2-proxy in the solution selected by RAN.

Mutual authentication between RN and network shall be supported. 

Relay device authentication is mandatory. 

Editor’s note: There are many different solutions for meeting this requirement.

The DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened.

Security of RN Management shall be guaranteed. RN should have separate security model for OAM configuration data.
A certificate 
in the relay node used for device authentication shall be provided by a CA trusted by the operator, e.g. the CA of the operator or by another party trusted by the operator. Certificate enrollment, if any, should follow TS 33.310 as much as possible. 
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.

The connection between relay and network should be confidentiality protected. Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.
Editor’s Note: It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.

Both user plane and control plane must be considered as they may not require the same level of protection.

Ed
itor’s note: Forward security and backward security in handover procedure needs further study.
Editor
’s note: For AS security aspects of Un interface, the key lifetime management should be considered based on existing LTE UE AS key time management for the Uu interface. It should be studied whether the impact of UE data aggregation on the Un interface  requires more frequent key change due to the increased traffic. The Security Association life time management for the IPsec tunnel should be considered. And all aspects of interaction between the key lifetime management and the respective security mechanism to be specified should be considered. The aspect of minimizing the effect  to the ongoing service for the UE attached to the Relay-Node should be considered.　
The RN platform shall protect from reading and/or modification of security parameters and security functions by unauthorized parties (platform security).  

The integrity of the RN platform shall be validated as part of the RN start up procedure. 

RN specific device security features, e.g. security storage of sensitive data, device integrity check, UICC aspects, shall be considered. 
Editor’s Note: Platform security requirements should be considered in more detail.

3.2
Requirements on enrolment and RN start-up procedure
The parts of the requirements relating IKEv2 and IPsec are of course only applicable for the solutions where these protocols are used.

3.2.1
Enrolment
Requirement 1: Before step 12 in Phase II it is necessary that the RN is able to contact its certificate enrolment server.

Rationale: In step 12 of Phase II, the RN establishes S1-MME connections which are proxied by the DeNB. Since keys for real UEs are passed over the S1-MME interface, the DeNB must be ensured that the RN platform is properly authenticated.  Since RN platform authentication is based on certificates requirement 1 follows.
3.2.2
Start of IPsec

Requirement 2: Between steps 10 and 12 in Phase II, solutions based on IPsec to protect the S1/X2 reference points must have run IKEv2 to establish SAs and started to protect the IP traffic over Un.

Rationale: If IPsec is not enabled between steps 10 and 12, the UE keys sent over Un will be unprotected. Depending on what data the RN needs to collect from the O&M system, IPsec may be enabled before the communication with O&M or after.
3.2.3
Access restrictions for the RN

Requirement 3: During Phase I, the RN shall be allowed IP access to the O&M network to enable download of configuration data. The RN shall also be allowed IP access to necessary enrolment servers. All other access (including general Internet access) shall be denied.

Rationale: Principle of least privileges. If the RN is able to access Internet it could be used for general free internet access if broken into.

Editor's Note: Potentially, enrolment servers are accessed via the Internet and in this case Requirement 3 must be modified so that the RN is allowed access to the O&M network and the Internet. This needs to be discussed by SA3.
Requirement 4: During Phase II, the RN shall be allowed IP access to the O&M network to enable download of configuration data. The RN shall also be allowed IP access to necessary enrolment servers. The RN shall also be allowed to run IKEv2 and IPsec to/from the DeNB. All other access (including general Internet access) shall be denied.

Rationale: Principle of least privileges. If the RN is able to access Internet it could be used for general free internet access if broken into.

Comment: The requirement 3 for Phase I is almost the same. The only difference is that for Phase II the RN is required to run IKEv2/IPsec, so this must be allowed.

*** END OF pCR ***
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