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1. Overall Description:

SA3 would like to thank CT4 for their response given in CT-101588/S3-100714 about security and authentication in UDC. SA3 is happy to note that CT4 accepts the responsibility of documenting the handling of the sensitive data in UDC specifications.
CT4 had the following requests to SA3:

1) CT4 would like SA3 to indicate whether the handling of the digest password should also be the same than the handling for K/Ki.
SA3 would like to inform that handling of HTTP digest password should be the same as the handling of K/Ki (with the exception that different constants unique per field shall be used, see below). 
In addition, SA3 has discussed the modes used for AES and come to the conclusion that AES-128 in CBC (Cipher-block chaining) mode shall be supported and AES-256 in CBC should be supported.   The initialization vector (IV) shall be constructed as IV = SaltKe ( IMSI ( Cfield, where:
· SaltKe is a 128-bit value randomly generated for each encryption key Ke and stored in FE.

· Cfield is a field dependant constant, preferable the name of the field. E.g. ”K”, ”Ki”, ”password” etc.

· 
The parameters XORed together into the IV shall not overlap. The IMSI could e.g. be right padded with zeros and Cfield left padded with zeroes.

The proposed solution is fast and simple, while still being future proof. No additional storage in UDR is needed and no additional signaling over Ud is needed.

2. Actions:

To CT4 group.

ACTION: 
SA3 would like to ask CT4 to take the above information into account. 
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