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Abstract of the contribution:
We propose a relay node security architecture in the companion contributions S3-100842 and S3-100843. This architecture is an enhancement of the solution in clause 7.7 “Solution 6: AKA for Relay Node UE authentication and secure channel between RN and USIM” of the living Tdoc. In this contribution, we analyze how this solution covers the threats and requirements listed in the living Tdoc and propose corresponding text for clause 8 of the living Tdoc.
Start of Pseudo CR:

8 Comparison of solutions

8.6 Analysis of Solution 7
8.6.1 Countermeasures for the theats in clause 2
1) Impersonation of a RN to attack user attached to RN
As this attack will be perfomed by removing the UICC from a real RN and inserts it into their own Rogue RN, and the objective is to perform the device authentication for this threat. But Solution 6 uses secure binding between the UICC and device. So this attack can be prevented by the secure channel between UICC and RN, the legal UICC can’t be inserted to another RN. So this attack can’t be made.  
2) MitM on the Un interface between RN and DeNB
This attack can also prevented by the following ways. Firstly, there is secure channel between UICC and RN. A UICC for RN can only be inserted into a specified RN. In this situation, attacker can’t get root key by fake RN. Secondly, there is keys negotiation closely associated with RN authentication to be used to the integrity and encryption of IPSec or AS. So there will be no MitM attack. 
3) Attacking the traffic on the Un interface between RN and DeNB
RN’s AS level security is provided to protect RN’s singling and User’s user plane data. IPsec security is used to provide integrity protection of User’s Control plane signaling. 
4) Impersonation of a RN to attack the network
Same to 1)
5)Attacks on the interface between the RN and the UICC 

This attack can be eliminated by binding between UICC and the RN. 

6)DoS type attacks 
For DoS attacking that attacker inserts the UICC into another RN to cause the interference problem, it can be prevented by secure channel between UICC and RN(binding).
8.6.2 How does solution 7 fulfill the requirements in clause 3
1)“If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.”
For User UE’s S1 and X2 interface, hop by hop protection is used, so this requirement is not applied for these interfaces. For OAM coomunication, e2e protection is used. Mutual authentication between RN and OAM system is required. This requirement is fulfilled.
2) “Integrity protection for the S1 control plane traffic over the Un shall be mandatory.”

IPsec is used to provde integrity protection for S1 control plane traffic over Un. 
3)“The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture.” 

It can be addressed by TS 33.401..
4)“Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture.”

It is addressed by TS33.401
5)“Mutual authentication between RN and network shall be supported.” 

Mutual authentication between UICC(binding with RN) and network is supported.
6) “The DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened.”

This requirement seems compatible with all solutions descrbied in clause 7.
7)“Security of RN Management shall be guaranteed. RN should have separate security model for OAM configuration data.”

Solution 6 does not deal with OAM security. So we meet this requirement .
8)“The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.”

There are some solutions to prevent misuse which are described in section 5.1.2.1.1. Although there is no final decision to select which solution should be used, all these solutions can be used to resolve this requirement. 
9)“The connection between relay and network should be confidentiality protected. Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.”

AS level security mechanisms are used in this solution to protect S1/X2 user plane traffic confidentiality. 
10)“Both user plane and control plane must be considered as they may not require the same level of protection.”

It has been considered. 
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