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Introduction

In RN living document, the numbering needs to be adjusted so that we can read them easier. Since 7.1 includes nothing just a first sentence, so just places them in the mainbody of chapter 7. and then changes the 7.2 as the first solution to 7.1, and 7.3 with solution 2 as section 7.2 which can make readers easy because solution number can match the section number directly. So the same logic with chapter 8. so the detail changes are as below.  

Pseudo-CR to S3-100xxx:
===========Begin 1st changes=======

7
Proposed Solutions


This clause contains some proposed solution of relay security.

7.1
Solution 1 – IPsec for control and user plane

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.1.1
General

This solution proposes to use IPsec between the RN and DeNB to protect both the user plane and control plane signalling. In many ways, this is the default option as it matches the standardised solution in the macro network. 
7.1.2
Security Procedures

IPsec will be used to protect the S1-AP/X2-AP interface between the RN and DeNB exactly as for eNBs as described in clause 11 of TS 33.401[2].  This prevents attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

The S1-U and X2-U interfaces are protected by IPsec as described in clause 12 of  TS 33.401[2]. While this might not be suitable for all deployments due to the overhead of using IPsec on small user plane packets, it is resaonable solution for the deployments when media traffic such as RTP will not be carried over LTE. It also has the advantage of requiring no protocol enhancements over the macro network. Using IPsec for both control plane and user plane solves attack 2 in the sense that while there could still be a MitM node, all the genuine UE related traffic available in the MitM node is protected. 

Threat 4c is solved as the DeNB is the endpoint of the IPsec tunnels and hence there is no way a MitM could data on behalf of the user. 

The risk of threat 5 is at least partially eliminated as the keys from the UICC will not be used to protect an data from a geniune UE or S1-AP/X2-AP signalling related to a UE. 
7.1.3
UICC Aspects in RN scenarios

Editor’s Note: A UICCin a UE provides security under quite different assumptions from a UICC in an RN. What would happen if a UICC was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.

7.1.4
Enrolment procedures for RNs for backhaul link security 

Editor’s Note: Currently SA3 works on enrolment procedures for macro eNBs. It needs to be studied whether the same procedures apply to RNs. It should be considered how initial connectivity for enrolment would be provided? 
7.2
Solution 2 – IPsec for control and user plane with certificate and AKA authentication in IKE

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.2.1
General

This solution uses IPsec to protect the signalling traffic over the Un interface and the AS level security to protect the user plane. In addition while using IKE to establish the IPsec, EAP-AKA is run in addition to the certificate based authentications as described from the H(e)NB cases. 

Editor’s Note: Additional criteria are needed to ensure that the binding between AKA and certificate based authentication ensures tha security of AS level commuication, e.g. the same USIM is used in both authentications.
7.2.2
Security Procedures

In this solution, when IPsec for S1-AP is being established, an EAP-AKA is run in addition to the certificate based authentication exactly as has been described in clause 7.3 of TS 33.320[3]. This has the effect of binding the RN device authentication to the RN subcription authentication. It is not necessary for the network to keep track of the pairings between UICCs and RNs. Successful completion of this combined authentication assures both the network and RN that a geniune UICC is inserted in the RN. Hence the endpoint of both secure tunnels from the RN must be a node in the genuine network. 

IPsec will be used to protect  the S1-AP/X2-AP interface between the RN and DeNB exactly as for eNBs as described in clause 11 of TS 33.401[2].  This prevents attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

This solution prevents attack 2 from working as the RN will not attach to the MitM node. 

Attack 4c can be prevented as the is aware of which UE are attached to which RNs and hence it can prevent a rogue RN from inserting traffic belonging to the UE that is not connected to it.
7.2.3
UICC Aspects in RN scenarios

Editor’s Note: A UICC in a UE provides security under quite different assumptions from a UICC in an RN. What would happen if a UICC was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.
7.2.4
Enrolment procedures for RNs for backhaul link security 

Editor’s Note: Currently SA3 works on enrolment procedures for macro eNBs. It needs to be studied whether the same procedures apply to RNs. It should be considered how initial connectivity for enrolment would be provided? 
7.3
Solution 3 – AKA credentials embedded in RN

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.3.1
General

In this solution, the AKA credentials used to establish the AS level security between the RN and DeNB are embedded directly into the RN (e.g. in the secure environment of the RN).  This means that there is no UICC required. 

Either IPsec or enhanced AS security could be used to protect the S1-AP and X2-AP across the Un interface. AS level security is used to protect the user plane.
7.3.2
Security Procedures

Either enhanced AS or IPsec exactly as for eNBs as described in clause 11 of TS 33.401[2] will be used to protect the S1-AP/X2-AP interface between the RN and DeNB.  The use of IPsec or enhanced AS level security established from credentials directly on the RN prevents attacks 1, 3 and 4b. If IPsec is used, the overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

As the AS level security is established from credential directly on the RN, this means that the RN is device authenticated at the network access layer and hence all of the threats 2, 4c, 4d are mitigated. Threat 5 is not a problem as that interface does not exist in this solution.  

7.3.3
UICC Aspects in RN scenarios

None as there is no UICC.
7.3.4
Enrolment procedures for RNs for backhaul link security 

This solution requires the RN to enroll a device certificate as with macro eNBs. 

AKA credentials also need to be provisioned into the RN.
7.4
Solution 4 – IPsec for control plane and secure channel between RN and USIM with AKA credentials stored in UICC

7.4.1
General

The main 
features of this solution are: (1) use of IPsec between RN and DeNB for protecting the integrity of S1 and X2 signalling over Un, but not for protecting any other traffic over Un; (2) use of a secure channel between USIM and RN; (3) autonomous validation of the RN platform; (4) a logic in the RN and the DeNB tying the preceding elements in a secure way. 
The overhead caused by IPsec may be considered negligble as there is little signalling traffic compared to user plane traffic. The overhead may be further reduced by the use of IPsec ESP in transport mode instead of tunnel mode. The choice of transport mode is possible here as the DeNB is the first IP hop from the RN. 

7.4.2
Security Procedures

The start-up of an RN proceeds in the following steps: 

Certificate enrolment and communication with an OAM server prior to the RN attach procedure
E1. The RN optionally obtains an operator certificate through the enrolment procedures defined in TS 33.310. Details can be found in clause 7.5.4.

E2. The RN optionally establishes a secure connection to an OAM server. Details can be found in clause 7.5.5.

E3. The RN detaches from the network if it has attached for performing steps 1 or 2 and deletes the NAS security context in the RN and the USIM, if any.

RN attach procedure
A1. The RN performs an autonomous validation of the RN platform. 

A2. The RN and the USIM establish a TLS connection using certificates on both sides according to the Secure Channel mechanism specified in ETSI TS 102 484. The RN uses a pre-established certificate or the certificate enroled in step E1. The private key corresponding to the RN certificate is stored in the secure environment of the RN platform validated in step A1, and the TLS connection terminates there. From this step onwards, all communication between the USIM and the RN is protected by the secure channel. It is ensured by step E3 that no NAS security context exists in the RN or the USIM immediately prior to the set-up of the secure channel between USIM and RN. 

A3. The RN performs the RN attach procedure for EPS as defined in TS 36.300[4]. From a security point of view, this implies running EPS AKA, then establishing NAS security between RN and MME-RN, and AS security between RN and DeNB. 

A4. The RN initiates certificate based IKEv2 to establish an IPsec ESP security association with the DeNB. Both IPsec in transport and tunnel mode are possible, but transport mode offers better performance. The IPsec traffic selectors are to be chosen such that precisely S1 and X2 traffic is protected by this security association. Only integrity protection (message authentication) is required, for encryption the NULL transform shall be used. This step shall be performed by the RN only if the preceding steps A1, A2, and A3 were successful. 

A5. The RN start-up is now complete from a security point of view, and UEs can start attaching to the RN.

7.4.3
UICC Binding Aspects in RN scenarios

The support of the secure channel mechanism described in clause 7.5.2 requires the USIM to use a certificate. This certificate needs to be pre-installed in the UICC by the operator. 

The certificate shall allow limiting its use to USIMs in the context of relay node architectures (e.g. through a suitable name structure, or a particular intermediate CA in the verification path, or an attribute, e.g. in the OID field.)

The requirement of restricting the possible combinations of particular RNs and particular USIMs is ffs, cf. clause 2.3.7. If such restrictions are required then authorization is required that could be enforced in at least one of the following ways: 

(1)
The RN knows the authorized USIMs by configuration;

(2)
The successful set-up of a secure channel between USIM and RN assures the RN of an identity related to the USIM, and the OAM server tells the RN the authorized identities, and the RN performs the check whether this combination of USIM and RN is authorized; 

(3)
This solution is the same as (2), except that the RN tells the OAM server the identities of USIM and RN, and the OAM server performs the check whether this combination of USIM and RN is authorized; 

(4)
The DeNB sends the RN device identity in a new S1 message to the MME-RN, and the MME-RN performs the check whether this combination of USIM and RN is authorized.
7.4.4
Enrolment procedures for RNs 

The RN may enroll a device certificate as with macro eNBs according to TS 33.310 prior to the RN attach procedure with the DeNB. This certificate may then be used for running IKEv2 with the DeNB and, additionally, for establishing the secure channel between RN and USIM. 

The certificate enrolment procedure does not rely on the security at the AS level, but is secured at the application layer. It can be therefore executed before security on the Un interface has been established. However, the RN requires IP connectivity for the enrolment procedure to be able to reach the Registration Authority RA. The IP connectivity could be established in various ways:

(1)
The RN attaches to a fixed network for enrolment purposes. No USIM is required. 

(2)
The RN attaches to an eNB using the same USIM as in the RN attach procedure to the DeNB, but invoking neither the secure channel with the USIM (ETSI TS 102 484 allows for this possibility) nor the IPsec tunnel with the DeNB. It is shown in clause 8 that the security of the relay node architecture is not compromised by allowing communication between USIM and RN outside a secure channel in an initialisation phase if the RN platform satisfies certain requirements.
(3)
The RN attaches to an eNB using a USIM different from the one used in the RN attach procedure to the DeNB, invoking neither the secure channel with the USIM nor the IPsec tunnel with the DeNB. The advantage of this variant over variant (2) is that a second barrier to system abuse is raised as here the USIM used in the RN attach procedure will never connect to a fake RN. Having two USIMs on one UICC is a standard feature available today (but only one USIM can be active at a time). 

In all cases, the network must ensure that the destinations the RN can reach are restricted, e.g. to only the RA and the OAM server, if the communication with the RA occurs prior to the RN attach procedure. In cases (2) and (3) this could be ensured e.g. by restricting IP traffic originating from the RN and sent outside an IPsec tunnel to the DeNB to only certain destinations (APNs). The exact restriction mechanism is ffs.
7.4.5
Secure management procedures for RNs

The RN may establish a secure connection to an OAM server. 

The OAM procedure does not rely on the security at the AS level. It can therefore be executed before security on the Un interface has been established. If no security on lower layers is available the communication between RN and OAM server would be typically secured using TLS. The RN requires IP connectivity for this procedure to be able to reach the OAM server. The IP connectivity could be established in the same ways as described in clause 7.5.4.

Restrictions on the destinations the RN can reach must apply if the communication with the OAM server occurs prior to the RN attach procedure. It can be realized similar to what is described in clause 7.5.4.
7.5
Solution 5 – Enhanced AKA to include device authentication

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.5.1
General

In this solution, the authentication procedures are enhanced between the network and RN in order to provide authentication based on credentials stored on the RN. Either enhanced AS or IPsec is used to protect the contol plane signalling. The user plane traffic will be protected by the AS level security. 
7.5.2
Security Procedures
7.5.2.1
General

Using either IPsec exactly as for eNBs as described in clause 11 of TS 33.401[2] or enhanced AS security to protect the S1-AP/X2-AP interface between the RN and DeNB will prevent attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

The user plane data is proteced by the AS level security. The EPS AKA procedure is run to authenticate the UICC in the RN and the network. The AKA run also provides the keying material for the AS level security. Additional IEs are included in the some NAS messages in order to provide authentication between the RN and network based on credentials stored on the RN.. This would prevent threats 2, 4c and 4d.. Threat 5 is mitigated by using keys for the E-UTRAN that result from both the AKA and authentication based on credentials on the relay node.  

7.5.2.2
Enhanced AKA authentication 

7.5.2.2.1
High level description

In this solution, the device authentication is proposed to work in conjunction with the standard EPS AKA access authentication. The solution assumes that the device has been provisioned with a device_root_key that can be used to send encrypted traffic to the device and that is uniquely associated to the device_identity. The device_identity is assumed to be the IMEI of the device. The device_root_key is a public key of the device certificate. The associated private key(s) of the device are stored securely in the device. In the following descriptions, the device_credentials are either the device certificate or a pointer to it (e.g., device_identity). In the latter case, the pointer allows the network to identify the public key.  

The device_credentials allow an network entity to form the device_challenge (see below) and to check the revocation status of the device (e.g., check whether the device credentials have been compromised).  It is further assumed that a secure part of the device stores the sensitive device keys such as the private key associated with the certificate. Furthermore, it is assumed that the secure part of the relay node performs all cryptographic operations that make use of these sensitive keys.

Whenever the network wishes to perform device authentication, it creates a device_challenge and sends it to the device in a relevant NAS message. The device computes the device_response and returns it to the network in a response NAS message. The device uses the data in device_challenge and device_response to calculate KASME_D. KASME_D is the equivalent key to KASME defined in E-UTRAN (see TS 33.401[2]) except that it is bound to the device (more specifically, the device_root_key) as well to the KASME resulting from EPS AKA authentication. If the network receives a valid device_response, the network also calculates KASME_D.

The calculation of device_challenge, device_response and KASME_D are as follows:

device_challenge = Edevice_root_key (device_temp_key), network_nonce
where  EK(data) means data encrypted with key K, and network_nonce is a suitable size random number (e.g., 128 bits) chosen by the network. The encryption algorithm can be either asymmetric (in this case the device_root_key is the public key associated with the device certificate). The device_temp_key is a suitably sized (e.g., 256 or 128 bits ) random number chosen by the network.

Note: It is assumed that both the device and the network may keep device_temp_key between authentictaions for optimization purposes. If so, the first parameter is optional.

device_response is calculated as

device_response = device_nonce, device_res
where device_nonce is a suitably sized random number  (e.g., 128 bits) chosen by the device; and 

device_res = KDF (device_temp_key, network_nonce || device_nonce)
where KDF is a suitable pseudo-random function.
Finally, the calculation of KASME_D is as follows: 

KASME_D = KDF (device_temp_key, KASME || network nonce || device_nonce)
where KASME is the one freshly generated as part of the EPS AKA authentication. Note that the device authentication process here is running in the same NAS messages as those used for the AKA procedure. 

 KASME_D is treated same as the KASME in E-UTRAN, except that KASME_D is bound to the Relay Node device authentication and the EPS security context resulting from KASME_D is always stored in the Relay Node and not on a UICC.

Editor’s note: Details on rekeying are needed
7.5.2.2.2
Security Analysis

From the DeNB and rest of the network’s perspective, the Relay Node has been sucessfully authenticated and hence it is acceptable to authorise the DeNB to enable relay functionality, e.g. to send user keys to the Relay and allow it to send/receive user data. 

The Relay Node is effectively a slave of the DeNB and network, and it can only serve users for whom the network provides keys. Because of this, there are no security concerns for the Relay Node regarding sending data to a network which has provided the keys used to communicate with that user. 

Editor’s note: More analysis of the security of the protocol is needed 

7.5.2.2.3
Attach flow

The flow shows the Attach procedures for a Relay Node using  NAS messages used for EPS AKA enhanced to support the device authentication as described in this contribution.  It is assumed that presenting the device identity upfront will not lead to any privacy issues for relay nodes. It is also assumed that the MME is responsible for forming the device_challenge and checking the revocation status of the Relay Node. This flow assumes that the RN has been already provisioned by the operator and has device_credentials that the MME will accept (more discussion of this issue is contained in the management of the RN section) but does not have an E-UTRAN security context that the MME is willing to use. The description of the flows only note where the new IEs are sent. 
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1.
Relay sends Attach Request including  device_credentials 
2.
MME fetches RN subscription and authentication information from HSS
3.
MME sends Authentication Request including device_challenge
4.
Relay responds with Authentication Response including device_response. Relay and MME can also calculate KASME_D at this point
5.
MME sends NAS Security Mode Command to start using the security context based on KASME_D
6.
Relay responds with NAS Security Mode Complete
7.
MME sends Attach Complete
7.5.2.2.4
Changes to NAS messages

The following changes will be needed to NAS messages to support this solution for Relay Nodes. 

Attach Request:

IE to carry device_credentials
Authentication Request
IE(s) to carry device_challenge = [Edevice_root_key (device_temp_key)], network_nonce
Authentication Response

IE(s) for device_response = device_nonce, device_res
7.5.3
UICC Aspects in RN scenarios
A standard UICC could be used and as the KASME_D is bound to the Relay Node, then there is no need to protect the Relay Node to UICC interface. 
7.5.4
Enrolment procedures for RNs for backhaul link security 

An advantage of this proposal comes in the management of the Relay Node. It is shown in the below call flow that a Relay Node can be managed exactly like any other eNB. This is achieved by allowing the Relay Node access to the management boxes based on the EPS AKA credentials only and then issuing a certificate for the device_root_key. The below flow assumes that the RN does not have a device_credential that the MME is willing to accept (e.g., device only has vendor credentials, but the network requires the operator issued credentials). 

[image: image2.png]RN MME | | RN-MS

1. Provisil

2. Initig

6. Re-ai

OP CA/RA

on RN with Vendor credentials

| Attach and authentication just using UICC

4. Issue operator credentials (secured end-to-end

3. Authorisation for mahagement APN

)

5. Management of RN (secured end-to-end)

thentication using UICC and devi¢e credentials

7. Authorisatign as full RN





1.
The Relay Node is provisioned with manufacturer- or vendor-supplied credentials.

2.
The Relay Node and MME performs a standard EPS AKA, just as a normal UE would, i.e. at this stage the Relay Node does not have a device_credential the MME is willing to accept. 

3.
The subscription information retrieved by the MME indicates that the authenticating UE is actually a Relay Node. As a result, the MME authorizes the RN to only sets up a bearer to allow the Relay to communicate with management nodes.

4.
The Relay Node uses the credentials provided in step 1 to authenticate to the operator CA/RA and set up a secure connection with it. The operator CA/RA creates any associated certificates and sends them to the Relay Node over this secure connection.

5.
The Relay Node connects to an OA&M node for further configuration and provsioning. Once the management operators are completed, the OA&M system may issue a management command to re-attach/restart the Relay Node.

6.
The Relay Node and MME performs an re-authentication using the  enhanced device authentication as described above.

7.
The MME authorizes the Relay Node to provide service to UEs.

Editor’s Note: It is FFS whether the same credential is used at at the E-UTRAN layer as the one used in IKE and/or for securing the relay management protocol
7.6
Solution 6: AKA for Relay Node UE authentication and secure channel between RN and USIM

7.6.1
General

In this solution, AKA is performed for mutual authentication between Relay Node and core network, which generate keys for AS communication and IP communication. Certificate based IKE authentication is not needed. IPsec is used to protect the S1 and X2 control plane signalling. The user plane traffic will be protected by the AS level security.
7.6.2
Security Procedures


[image: image3]
Figure 7.7.2-1: AKA for IPSec
The EPS AKA procedure is run to authenticate the UICC in the Relay Node and core network as shown in the figure above. 

1.
When RE connects network as a legacy UE, AKA shall be performed, and KASME is generated by Relay Node and its HSS. MME will get KASME from HSS.
2.
RN and MME generate the KeNB independently, MME send the KeNB to DeNB, then both RN and DeNB share KeNB and related keys like KRRCenc, KRRCint, etc.
3.
SMC negotiation is complete between RN and core network. And PDCP bearer will be generated and protected

4.
A special KIPSEC will be generated by KASME in RN and RN’s DeNB simultaneously. 
5.
IPsec protection can be established between RN and DeNB by using KIPSEC.
Editor’s note: How the other parameters for the IPsec connection are established is FFS
Editor’s note: The rekeying issues need to be addressed
After that, AS security communication and IPsec communication are all set up. Then AS security can be used to protect user plane data and IPsec can be used to protect control plane data between RN and DeNB.
7.6.3 UICC Aspects in RN scenarios

It uses the USIM, and there are the following ways to make sure it is secure binding between the USIM and RN.

1. Secure channel mechanism shall be used between the UICC and the Relay Node as described in ETSI TS 102 484.
Editor’s note: There needs to be more details of how the secure channel is established, e.g. which credentials are used to establish the secure channel (see clause 6.3 for examples), device authentication of the RN, authorisation of the RN and/or UICC 
2. Physical binding between the Relay node and the UICC

7.6.4
Enrolment procedures for RNs for backhaul link security
Editor’s note: Enrollment procedures are FFS 
7.7
Soluiton 7: AKA for Relay Node UE authentication and IPSec protection

7.7.1
General

In this solution, AKA is performed for mutual authentication between Relay Node and core network, and generate keys for AS communication and IP communication. IPsec is used to protect the S1 and X2 control plane signalling. The user plane traffic will be protected by the AS level security. We use IKE and AKA key will be used as the pre-shared key to the IKE, because it can provide more dynamic configuration and negotiation on the security parameters.

7.7.2
Security Procedures
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Figure 7.8.2-1: AKA for IKE
The EPS AKA procedure is performed to authenticate the UICC in the Relay Node and core network. 
1.
When RE connects network as a legacy UE, AKA shall be performed, and KASME is generated by Relay Node and its HSS. MME will get KASME from HSS.
2.
RN and MME generate the KeNB independently, MME send the KeNB to DeNB, then both RN and DeNB share KeNB and related keys like KRRCenc, KRRCint, etc.
3.
SMC negotiation is complete between RN and core network. And PDCP bearer will be generated and protected

4.
A special KIKE will be generated from KeNB in RN and RN’s DeNB simultaneously.

5.
The key KIKE can be used for IKE authentication pre-share key instead of certificate. 
6.
IPsect tunnel will be generated by IKE and protection will be actrivated.
Editor’s note: The rekeying issues need to be addressed
After that, AS security communication and IPsec communication are all set up. Then AS security can be used to protect user plane data and IPsec can be used to protect control plane data between RN and DeNB.
7.7.3
UICC Aspects in RN scenarios

It uses the USIM, and there are the following ways to make sure it is secure binding between the USIM and RN.

1. Secure channel mechanism shall be used between the UICC and the Relay Node as described in ETSI TS 102 484.
Editor’s note: There needs to be more details of how the secure channel is established, e.g. which credentials are used to establish the secure channel (see clause 6.3 for examples), device authentication of the RN, authorisation of the RN and/or UICC 
2. Physical binding between the Relay node and the UICC

7.7.4
Enrolment procedures for RNs for backhaul link security

Editor’s note: Enrollment procedures are FFS 

7.8
Solution 8 – Enhancing AKA to include device authentication via symmetric key in RN and HSS/MME
Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.8.1
General

In this solution, either IPsec or enhanced AS security is used to protect the contol plane signalling. The user plane traffic will be protected by the AS level security with the authentication procedures enhanced between the network and RN in order to provide mutual authentication based on credentials stored on the RN. 
7.8.2
Security Procedures

Using either IPsec exactly as for eNBs as described in clause 11 of TS 33.401[2] or enhanced AS security to protect the S1-AP/X2-AP interface between the RN and DeNB will prevent attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

The user plane data is proteced by the AS level security. The EPS AKA procedure is run to authenticate the UICC in the RN and the network. The AKA run also provides the keying material for the AS level security. Additional IEs are included in the some NAS messages in order to provide authentication between the RN and network based on credentials stored on the RN. The exact details of how to do this are still FFS. This would prevent threats 2, 4c and 4d, but without further security mechanisms, threat 5 could be used to launch similar attacks. 

Editor’s note: Some of the above details in this clause need to be aligned with the proposed solution
7.8.2.1
Enhanced EPS-AKA using a relay-node device secret key

Editor’s note: More analysis of the security of the proposed solution is needed
In order to authenticate the relay-node device in addition to the USIM during the attachment of the relay to the network, the following enhancement can be made to the existing EAP-AKA procedure.

A device symmetric secret key Krelay must be securely stored in the relay device and in the network side (HSS or MME). 

Editor’s note: More details on the provisioning of Krelay is needed
This key can be used to derive further the (expected) response to the authentication challenge (X)RES and the EPS master session key KASME with a suitable Key Derivation Function, such as the KDF defined in TS 33.220.

· RESrelay = KDF( Krelay, RES || ID2 || … other parameters …) in the relay node.

· Same derivation procedure should apply to XRES to obtain XRES_relay in the MME or HSS.

· KASME_relay = KDF( Krelay, K_ASME || ID1 || … other parameters …) in the relay node and the MME or HSS

The RES_relay should then be truncated in order to fill in the NAS message format already defined for transporting the standard RES value. This value would be compared to a truncated XRES_relay in the MME. A KDF identifier ID and other parameters (such as the RAND and / or AUTN used in the authentication challenge) should be used in order to diversify further these key derivation functions.

In this way, the relay device is authenticated by the network in the same time than the USIM. After a successful authentication, the KASME_relay can be taken into use by the MME and the relay to generate the full EPS key hierarchy (with NAS and AS security contexts), as illustrated in the following figure where Krelay is handled by the MME:
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Figure 7.9.2.1-1: enhanced LTE key hierarchy using a relay device secret key
As an alternative, the Krelay can be handled in the HSS and the KASME_relay and XRES_relay can be generated in the HSS and the relay.

With this key hierarchy, NAS and AS security contexts benefit from the device authentication in addition to the user (USIM) authentication and are not predictable from the keys provided by the USIM {CK, IK} on its interface with the relay node device. Furthermore, S1-AP, RRC and NAS commands will not need any changes as the carried information has exactly the same format than with a standard EPS-AKA procedure.

7.9.3
UICC Aspects in RN scenarios

Editor’s Note: A UICC in a UE provides security under quite different assumptions from a UICC in an RN. What would happen if a UICC was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.

In the solution proposed in 7.9.2.1, the USIM is a standard one. Its use must be associated with the relay device secret key Krelay in order to authenticate the relay device toward the network. No specific binding is required for the UICC interface.
7.8.4
Enrolment procedures for RNs for backhaul link security 

This is FFS as it is not yet known whether the same credentials can be used at the IKE and E-UTRAN layer. 

7.9
Solution 9 – IPsec for control plane and with key binding for AS security

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.9.1
General

This solution uses IPsec to protect the S1/X2 User-UE control plane between the RN and DeNB and AS level security mechanism to protect the user plane. The IPsec tunnel is only used to provide integrity protection of the S1/X2 User-UE control plane between the RN and the DeNB; for confidentiality protection it relies on the AS confidentiality protection of the user plane. The keys used for AS protection are bound to the IPSec SA (keys) that is set-up and its associated authentication of the RN as a genuine relay node.
7.9.2
Security Procedures

The initial step is to authenticate the RN as a UE using the USIM and apply standard (Uu) security mechanisms on the Un interface. In principle, this step only provides connectivity between the RN and the DeNB.

The next step is to establish an IPsec tunnel between the RN and the DeNB using IKEv2 for SA establishment. The SA establishment is used to provide one SA for the IPsec tunnel and also related key(s) used to bind the existing AS security context to the IKEv2 negotiation and the associated RN device authentication, creating a modified AS security context.
Editor’s note: it must be clarified how the messages before the IPsec establishment are protected
Editor’s Note: It is ffs if a common SA can be used to generate keys for both the IPsec tunnel and the related keys for binding of the AS security context or if different SAs have to be generated.

The related keys are used to modify the AS security context derived from the EPS AKA performed. The modified security context is taken into use before any S1-AP/X2-AP or user plane traffic is forwarded over AS. Note that when the AS security context is modified also the keys for the RRC protection will be modified. To initiate and synchronize the use of the modified AS security context, the system could e.g. use an intra-cell handover procedure. 
If the KeNB is modified, special handling needs to be defined for what happens when the KeNB is updated, e.g., at CONNETCED-IDLE-CONNECTED cycles, or (intra-cell) handovers.  It therefore seems simplest to modify the encryption and integrity keys directly and letting the KeNB be handled as already defined for LTE.

Editor’s Note: The exact procedure for modifying the SA context is ffs. The effects of simultaneous change of AS and IPsec level key changes are FFS.
Editor’ note: The effect of the change to the NAS signalling security model from an end-to-end model is FFS.
IPsec will be used to protect the S1-AP/X2-AP interface between the RN and DeNB following the procedures for eNBs as described in clause 11 of TS 33.401[2] except that only integrity protection will be provided. In principle encryption could also be applied, but it does not affect this solution since encryption can also be applied by the radio protocols. The integrity protection prevents attacks 1 and 4b and with the AS level confidentiality protection also attack 3 will be completely countered for signalling traffic while user plane traffic only is confidentiality protected. However, this is according to accepted principles for user plane traffic protection over the Uu air interface. The overhead caused by the IPsec would be negligible as only integrity protection is applied and as there is little signalling compared to user plane traffic. AS level security efficiency is as for Uu protection mechanisms. 

As the AS level security is bound to credentials directly on the RN, meaning that the RN is device authenticated at the network access layer,  all of the threats 2, 4c, 4d are mitigated.

For threat 5, first note that NAS signalling from the RN to the Relay-UE's MME will use keys derived from the KASME obtained by the LTE authentication (EPS AKA) procedure performed using the USIM. These keys may be exposed if the interface between the UICC and the RN is unprotected. However as NAS messages are tunnelled in the AS they will be protected by the modified AS security context (as soon as it has been established). Thus there is no possibility for an attack on Un to succeed in modifying the NAS signalling from the RN to the Relay-UE's MME and, as we have described above, the AS signalling is also protected. Thus threat 5 is countered by this solution.

With respect to Threat 7 it can be noted that if an attacker removes the USIM, the RN without USIM cannot be authenticated by the network, which means that the legal RN cannot connect to network and provide services. This would be equal to any other denial of service attack like disturbing or eliminating the radio connectivity. An attacker could also insert the USIM into another RN, but if the identities of the RN’s used to track the topology of the access network are based on the RN identities carried in the RN certificates, no networking problems will occur.

7.9.3
UICC Aspects in RN scenarios

The description in 7.10.2 shows that it is not necessary to have a protected interface between the UICC and the TRE in the RN. Furthermore, using RN identities for tracking the topology of the access network eliminates the need to verify RN UICC pairings. The final conclusion then is that removable UICCs can be used in RNs.

7.9.4
Enrolment procedures for RNs for backhaul link security 

This solution allows the RN to enrol a device certificate as with macro eNBs.

7.10 Solution 10 – Secure channel between RN and USIM with a one-to-one mapping between RN and UICC

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered

7.10.1
General

This solution uses either IPsec or enhanced AS security to protect the control plane between the RN and DeNB and the AS level security mechanism to protect the user plane. It also uses a binding between the RN and UICC to protect the transfer of E-UTRAN keys over this interface. The binding also provides a one to one mapping between RN and UICC. 

7.10.2
Security Procedures

Using IPsec exactly as for eNBs as described in clause 11 of TS 33.401 or enhanced AS with the secure channel as discused in clause 7.5.3 to protect the S1-AP/X2-AP interface between the RN and DeNB will  prevent attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

7.10.3
UICC Aspects in RN scenarios

Secure Channel, mechanism, as specified in ETSI TS 102 484, shall be used between the UICC and the RN to prevent attacks 1, 2 and 5. This mechanism will prevent the removal of UICC from a genuine RN and its usage in a rouge RN, prevent also the usage of fake UICC in a real NB, and eliminate possibility to capture and manipulate information communicated between UICC and RN
7.10.4
Enrolment procedures for RNs for backhaul link security 

This solution requires the RN to enroll a device certificate as with macro eNBs.

8
Comparisons of solutions
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8.3
Analysis of clause 7.3


8.4
Analysis of clause 7.4 “Solution 4 – IPsec for control plane and secure channel between RN and USIM with AKA credentials stored in UICC”
8.4.1
How does solution 4 address the threats in clause 2?

Threat 1: Impersonation of a RN to attack user attached to RN

The text in clause 2.3 states that threat 1 can be countered by device authentication. Solution 4 provides device authentication by an autonomous validation of the RN platform followed, if successful, by the set up of an IPsec security association with the DeNB.
Threat 2: MitM on the Un interface between RN and DeNB

The description of threat 2 in clause 2.3 states assumes that a fake UICC can be inserted in a real RN. This is prevented by the fact that the RN checks whether the secure channel with the USIM has been set up successfully before performing the RN attach procedure. It is true that, for one of the variants of solution 4 (certificate enrolment or management connections over Un are allowed prior to the set-up of the secure channel bertwteen USIM and RN + only one USIM is used) a genuine UICC could be inserted in a fake RN. But, even apart from the fact that threat 2, as described in clause 2.3, could not be realized this fact would not lead to further problems either as such a fake RN could never attach to the network, cf. the response to threat 5 below. 

Threat 3: Attacking the traffic on the Un interface between RN and DeNB

Integrity protection of S1-AP and X2-AP signalling across the Un interface is provided by an IPsec security association between RN and DeNB. Other traffic over Un is sufficiently protected by AS security.

Threat 4: Impersonation of a RN to attack the network

The description of threat 4 in clause 2.3 states that threat 4 could be mitigated by ensuring device authentication of the RN. But device authentication is provided, cf. response to threat 1. Access of the RN to the netowrk needs to be restricted until the device authentication is succesful.
Editor’s note: The exact details of the access control are FFS
Threat 5: Attacks on the interface between the RN and the UICC
The attacks are prevented by the secure channel between the USIM and the RN. More precisely: as stated in clause 7.5, it is ensured by step E3 that no NAS security context exists in the RN or the USIM immediately prior to the set-up of the secure channel between USIM and RN. The RN attach procedure happens only after the secure channel between USIM and RN has been set up. In this way, the RN ensures that the keys sent from the USIM to the RN from which the AS security context on Un is derived were received by the RN through the secure channel. The DeNB checks through device authentication that the integrity of the platform of the RN attempting to attach is guaranteed. Hence the DeNB knows that this RN has checked that the secure channel was in place before the start of the RN attach procedure, so the AS keys are not compromised by attacks on the interface between RN and UICC. 

Threat 6: Control of the RN platform

This threat is prevented by autonomous validation and device authentication, cf. response to threat 1.

Threat 7: DoS type attacks 

The description of this threat has two parts: 

a)
From clause 2.3: “When the attacker removes the USIM, RN without USIM can’t be authenticated by the network. So the legal RN can’t connect to network and provide services.” 
Response: An attacker removing a USIM could just as easily physically destroy the RN so this type of DoS cannot be prevented.
b)
From clause 2.3: “The attacker could also insert the USIM into another RN, then the topology of access network will be changed and cause interference problem to other eNB.” 
Response: If the other RN is a fake then the threat is the same as threat 1. If the other RN is genuine then there are several solutions on top of solution 4 for ensuring that the binding between USIM and RN is authorized. Possible solutions are listed in clause 7.5.3.

8.4.2
How does solution 4 fulfill the requirements in clause 3?

We quote text from clause 3.
“If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.”

Response: But e2e protection is not possible due to the chosen architecture alternative, as stated in the next paragraph, so this sentence should be removed. 
“Integrity protection for the S1 control plane traffic over the Un shall be mandatory.”

Response: This is provided in solution 4 by the mandatory IPsec security association between RN and DeNB.

“The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture.” 
Response: This requirement seems compatible with all solutions described in clause 7. It is addressed as in clause 11 of TS 33.401[2] today.

“Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture.”
Response: same as for S1 traffic.

“Mutual authentication between RN and network shall be supported.” 
Response: This is a bit vague as the authenticating network entity is not mentioned. Mutual authentication between RN and MME-RN is provided by EPS AKA performed according to TS 33.401[2]. Mutual authentication between RN and DeNB is provided by IKEv2 with mutual certificates according to solution 4.

“Relay device authentication is mandatory.” 
Response: solution 4 provides this, cf. response to threat 1.

“The DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened.”
Response: this requirement seems compatible with all solutions described in clause 7.

“Security of RN Management shall be guaranteed.”
Response: this requirement seems compatible with all solutions described in clause 7. Either a separate TLS connection is set up to the OAM server, or, after the successful completion of the RN attach procedure, the management traffic is secured hop-by-hop 

“The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.”

Response: this requirement can be addressed in the context of solution 4  e.g. by ensuring that the certificate used by the USIM in the set-up of the secure channel with the RN contains information (e.g. names or attributes) making it clear that this certificate in the UICC is for use with RNs only. A genuine RN will check this information, and the DeNB can check that only genuine RNs can attach to the network, cf. also response to threat 5 above. 

“The connection between relay and network should be confidentiality protected. Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.”
Response: solution 4 uses IPsec for integrity of S1 and X2, and AS security otherwise. 
“Both user plane and control plane must be considered as they may not require the same level of protection.”

Response: solution 4 satifies this requirement. 
“The RN platform shall protect from reading and/or modification of security parameters and security functions by unauthorized parties (platform security). The integrity of the RN platform shall be validated as part of the RN start up procedure.” 

Response: solution 4 requires platform integrity and device authentication as part of the start-up procedure. 
“RN specific device security features, e.g. security storage of sensitive data, device integrity check, USIM aspects, shall be considered.” 
Response: for secure storage and device integrity cf. the preceding response, for USIM aspects a secure channel is provided in solution 4, and the binding aspects between particular USIMS and RNs have been considered. 
8.4.3
How does solution 4 address the general Editor’s notes and the residual threats in clause 5.1.2.1?
Solution 4 is a more detailed version of Option 1 “NDS/IP and AS security over the Un interface” described in clause 5.1.2.1. We quote from clause 5.1.2.1. 

“Editor’s Note: It needs to be clarified whether all traffic over the Un user plane, or only S1 signalling traffic, is to be protected by NDS/IP, e.g. for performance reasons. If the latter applies then appropriate mapping of parameters identifying S1 signalling traffic to IPsec selectors (IP addresses, ports, transport protocol) would have to be performed.” 

Response: Solution 4 opts for protecting only S1 and X2 traffic by means of IPsec for performance reasons. The traffic selectors are ffs, but are believed not to be a fundamental obstacle.
“Editor’s Note: The enrolment process for credentials to set up backhaul link security between RN and MME(RN), and RN and S-/P-GW(RN) (i.e. distribution of IPsec certificates and set up of IPsec tunnel) needs to be studied.”

Response: the enrolment phase is taken care of in solution 4. 
“Editor’s Note:  The following is for further study: The donor eNB must know if a particular subscription is a RN subscription or a UE subscription so the donor eNB must know if it is authorised to pass S1-AP traffic to the RN. It requires further study whether this requirement can be supported using the current S1-AP protocol and/or core network procedures. Furthermore the donor eNB must know that it has to apply the Un security procedures which are by assumption different to the Uu procedures.”

Response: according to solution 4, the DeNB will pass S1 traffic to the RN only through the IPsec security association. A UE will not set up IPsec with an eNB. It is ffs whether the DeNB needs to be told by the MME-RN that this is an RN attach procedure. But any solution to this issue will be complementary to solution 4.

“Residual Threat: threats of eavesdropping on and modification of traffic of DRBs is satisfactorily addressed by platform integrity and use of IPsec. As RRC traffic cannot be protected by IPsec it needs to be considered separately. The main threat to RRC seems to be that an attacker modifies bearers on Un. This seems to be possible when an attacker knows the RRC integrity key.
Editor’s Note: threats to AS security for RRC over Un need further study. In particular: how can an attacker obtain knowledge of the RRC integrity key? ”

Response: in solution 4 the attacker cannot obtain the RRC integrity key, cf. response to threat 5.

“Residual Threat: neither RRC nor UP-UE traffic are protected by IPsec. (UP-UE  = user plane data sent by UE.) In addition to the remarks made on RRC in 5.1.2.1.2.1, the attacker could eavesdrop on UP-UE. An attacker could e.g. fraudulently establish an RN-DeNB radio connection via a MitM as described for threat 2 in section 1. 
Depending on the way in which the attacker obtains knowledge of the keys it may not be enough to ascertain that the IPsec SAs and AS security have the same endpoints, i.e. that all security tunnels from the RN terminate in the real network instead of in a MitM node may not be sufficient. It may neither be sufficient to bind the USIM to the RN, e.g. by using EAP-AKA inside IKEv2 in the way done for HeNBs. 
Editor’s Note: threats to AS security for RRC and UP-UE over Un need further study.”
Response: in solution 4 the attacker cannot obtain the UP-UE encryption key, cf. response to threats 2 and 5.
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