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Introduction

In RN living document, it describes three options to protect the Un interfaces security. In option 1, NDS/IP and AS security over the Un interface, there are two alternatives to apply IPsec protection on Un interface: the former is NDS/IP for all user plane traffic and the latter is NDS/IP for part of user plane traffic, i.e. S1 signaling for UE. In this contribution, we will analysis these pros and cons and propose to use alternative 2 rather than alternative 1.
Discussion
In option 1, the two alternatives are all using IPsec to protect the user plane traffic in Un interface. The only differences of them are the scope of IPsec protection: one to protect all user plane traffice and the other to protect only S1-UE signalling in user plane.

Analysis:

1. For alternative 1, IPsec for all user plane traffic, the most benefit is it can provide integrity protection for UE’s user data in Un interface as it can be seen as backhaul link for UE. On the other hand, the disadvantage comes from the integrity protection on UE’s user data. It will cause low efficiency on Un traffic.  Further more, the integrity protection of user data on radio bearer is not needed, so the integrity protection for UE’s user data traffice in Un interface is not necessary.
2. For alternative 2, IPsec only for S1-UE signalling in Un user plane traffic, the most advantage is to limit IPsec impact on radio perform in an negligible degree. Alough this alternative can’t provide IPsec protection for UE’s user plane traffic, the traffic can be protected in PDCP layer. So it does not harm the security of user plane data.
In radio bearer, the performance is very important and shall be considered when a security mechism will be applied to. And for these two alternatives, it can’t see the security advantage clearly, but the disadvantage in alternative 1 is very clear. So it proposes to apply alternative 2 to relay node protection if the option 1 is used.
Pseudo-CR to S3-100896:
===========Begin 1st changes=======

5.1.2.1 Option 1: NDS/IP and AS security over the Un interface

5.1.2.1.1 General
Editor’s Note: It needs to be clarified whether all traffic over the Un user plane, or only S1 signalling traffic, is to be protected by NDS/IP, e.g. for performance reasons. If the latter applies then appropriate mapping of parameters identifying S1 signalling traffic to IPsec selectors (IP addresses, ports, transport protocol) would have to be performed. 

Editor’s Note: The enrolment process for credentials to set up backhaul link security between RN and MME(RN), and RN and S-/P-GW(RN) (i.e. distribution of IPsec certificates and set up of IPsec tunnel) needs to be studied.
Editor’s Note:  The following is for further study: The donor eNB must know if a particular subscription is a RN subscription or a UE subscription so the donor eNB must know if it is authorised to pass S1-AP traffic to the RN. It requires further study whether this requirement can be supported using the current S1-AP protocol and/or core network procedures. Furthermore the donor eNB must know that it has to apply the Un security procedures which are by assumption different to the Uu procedures.
Editor’
s NOTE:
Possible solutions for the above editor’s note include;

Specific IMSI ranges can be allocated for RN (UE part). When receiving the initial NAS message, the MME can identify whether the attached terminal is a UE or a RN from the specific IMSI ranges and send the result to the Donor eNB in a S1-AP message
Subscription type (e.g. RN or UE) can be added in the subscription data in the HSS. Then the MME can get the subscription type from the HSS and send it to the Donor eNB in a S1-AP message. 
Certificates passed between the RN and DeNB
The security implications of these options is FFS.
In this option, Un PDCP provides AS security for upper layers. In addition, IP transport provides TNL security between the RN and the DeNB, and the DeNB and the MME utilizing NDS/IP. 

Although the native SEG can be reused for NDS/IP traffic between the DeNB and the MME, another SEG is needed to process the IPsec between the RN and the DeNB.
5.1.2.1.2
Residual Threats for Option 1

5.1.2.1.2.1
NDS/IP for all user plane traffic on Un
Assumption: AS security is established between RN and DeNB as part of the RN attachment involving the UICC-RN and the MME-RN. As soon as the Data Radio Bearers (DRBs – Un user plane) have been established, one or several IP security associations are established between RN and DeNB. As part of this process, the integrity of the RN platform is validated by the network. All traffic over DRBs is protected by IPsec. 
Analysis: IPsec for all user plane traffic, the most benefit is it can provide integrity protection for UE’s user data in Un interface as it can be seen as backhaul link for UE. On the other hand, the disadvantage comes from the integrity protection on UE’s user data. It will cause low efficiency on Un traffic.  Further more, because the integrity protection of user data on radio bearer is not needed, so the integrity protection for UE’s user data traffice in Un interface is not necessary.

Residual Threat: threats of eavesdropping on and modification of traffic of DRBs is satisfactorily addressed by platform integrity and use of IPsec. As RRC traffic cannot be protected by IPsec it needs to be considered separately. The main threat to RRC seems to be that an attacker modifies bearers on Un. This seems to be possible when an attacker knows the RRC integrity key.

Editor’s Note: threats to AS security for RRC over Un need further study. In particular: how can an attacker obtain knowledge of the RRC integrity key? 

The AS security provided to DRBs does not harm, but does not seem to provide an additional advantage either.

5.1.2.1.2.2
NDS/IP for part of the user plane traffic on Un
Assumption: same as for 5.1.2.1.2.1 except that not all, but only S1-UE, traffic over DRBs is protected by IPsec. 
Analysis: IPsec only for S1-UE signalling in Un user plane traffic, the most advantage is to limit IPsec impact on radio perform in an negligible degree. Although this alternative can’t provide IPsec confidential protection for UE’s user plane traffic, the traffic can be confidential protected in PDCP layer. So it does not harm the security of user plane data. 
Residual Threat: neither RRC nor UP-UE traffic are protected by IPsec. (UP-UE  = user plane data sent by UE.) In addition to the remarks made on RRC in 5.1.2.1.2.1, the attacker could eavesdrop on UP-UE. An attacker could e.g. fraudulently establish an RN-DeNB radio connection via a MitM as described for threat 2 in section 1. 

Depending on the way in which the attacker obtains knowledge of the keys it may not be enough to ascertain that the IPsec SAs and AS security have the same endpoints, i.e. that all security tunnels from the RN terminate in the real network instead of in a MitM node may not be sufficient. It may neither be sufficient to bind the USIM to the RN, e.g. by using EAP-AKA inside IKEv2 in the way done for HeNBs. 

Editor’s Note: threats to AS security for RRC and UP-UE over Un need further study.
5.1.2.1.2.3  Conclusion of option 1
Conclusions: In radio bearer, the performance is very important and shall be considered when a security mechism will be applied to.  So based on the analysis above, it propose to apply NDS/IP for part of the user plane in the Un and rule out alternative 1. 
===========End 1st changes=======
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