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Introduction

In last SA3#60 meeting, it was agreed to add several solutions for the Donor eNB to identify whether the attached terminal is a UE or a RN. They are Specific IMSI allocated for the RN, subscription type added in the HSS and certificate based. Here we analyzed the three possible solutions and point out the option we should use.
Discussion
There are three methods for this purpose on the table now:

1) Specific IMSI ranges can be allocated for RN (UE part). When receiving the initial NAS message, the MME can identify whether the attached terminal is a UE or a RN from the specific IMSI ranges and send the result to the Donor eNB in a S1-AP message.
2) Subscription type (e.g. RN or UE) can be added in the subscription data in the HSS. Then the MME can get the subscription type from the HSS and send it to the Donor eNB in a S1-AP message.

3) Certificates passed between the RN and the DeNB
Analysis

Method 1) 
1. It needs to reserve specific IMSI ranges for RN. It should be not difficult for operator to reserve such IMSI ranges. 
2. MME should be able to analyze IMSI to differentiate RN and UE. So there may be impact to the MME operation overload with the growth of RN. If RN can be mobile, the impact to the MME will be larger.
3. It has no impact on existing protocol. 
4. There is an attack which would happened before IP connection but after the AKA procedure described as follows. In this method, MME is able to differentiate RN and UE when it received UE’s IMSI, which is before the IP establishment.When attack is happened in this method, MME can also know that is an RN and can send warning to the network.
Attack description: When an attacker controls an RN before platform validation performed which is after the attach procedure , or when he inserts a real UICC into a false RN, the RN will perform AKA mutual authentication with network as a normal UE, and the attacker can control the RN not to perform any RN related IP procedure etc. Then the RN shall only act as a normal UE. 
Under this attack, RN can’t establish IP connectivity with DeNB so it can’t act as an eNB to provide service for real UE. Futhermore, attacker can use this compromised RN as a UE, such as connecting to Internet freely, or making free call. 
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Figure 1: Successful attack on RN

Method 2) 
1. No specific IMSI range should be reserved. It can reduce operators management cost.
2. A new subscription type field should be added in HSS to differentiate RN and UE. It is easy to do this, but this subscription filed should be standardized. Whether this subscription type field is allowed to be involved or not should be determined by other groups, e.g. SA2 and any others. It needs ffs.
3. The protocol between HSS and MME may need to be changed to transfer this subscription type. It will influence interface, i.e.S6a. It also needs standardlization in other groups. So it also needs ffs.
4. MME should be able to differentiate RN and UE when received this subscription type, which is before the IP establishment. It is the same analysis as method 1). 

Menthod 3)

1. Certificates will be used in the procedure of IKE, which is after the IP connection. 
2. No specific IMSI range should be reserved. It can reduce operators management cost.
3. MME should get the indication whether it is an RN or not from eNB for session control. So S1-signaling between DeNB and MME may be changed to transfer this indication. DeNB should be able to send this indication to MME. It is not reasonable for the DeNB to tell MME such indication. As home network entity such as HSS is more secure than access network like DeNB, the indication should be generated from home network instead of access network. 
4. MME should be able to differentiate RN and UE with the indication, which is after the IP establishment. When the attack described in method 1) is happened, then the IP connection will not be established, and MME/DeNB can’t differentiate RN and UE.
So in this way, it is proposed to rule out the method 3)
And also this solution is not specific to only the option 1 in chapter 5, it should be general. So we changed the place and add in the following the new words on this proposal. 

Since it is related to security procedure and general, so we added a new section 5.7 as below and deleted the editor note in the section 5.1.2.1.1
Pseudo-CR to S3-100xxx:
===========Begin 1st changes=======

5.1.2.1 Option 1: NDS/IP and AS security over the Un interface

5.1.2.1.1 General
Editor’s Note: It needs to be clarified whether all traffic over the Un user plane, or only S1 signalling traffic, is to be protected by NDS/IP, e.g. for performance reasons. If the latter applies then appropriate mapping of parameters identifying S1 signalling traffic to IPsec selectors (IP addresses, ports, transport protocol) would have to be performed. 

Editor’s Note: The enrolment process for credentials to set up backhaul link security between RN and MME(RN), and RN and S-/P-GW(RN) (i.e. distribution of IPsec certificates and set up of IPsec tunnel) needs to be studied.






In this option, Un PDCP provides AS security for upper layers. In addition, IP transport provides TNL security between the RN and the DeNB, and the DeNB and the MME utilizing NDS/IP. 

Although the native SEG can be reused for NDS/IP traffic between the DeNB and the MME, another SEG is needed to process the IPsec between the RN and the DeNB.
===========End 1st changes=======

===========Begin 2nd changes=======

5.1.2.2.1
General
The main issue with this approach is that S1 signalling packets are delivered over the Un user plane, which does not provide integrity protection. But integrity protection for S1 signalling is mandatory, so Option 2 must be ruled out unless Un security is modified such that integrity protection is provided in the Un user plane at least for PDCP PDUs carrying S1 signalling. This may, however, run counter to the intention to re-use the Uu protocol for Un. 

An issue with this alternative is that it may require strong assurance of a binding of USIM and RN. Current eNBs do not provide this binding feature while they do currently allow to anchor IPsec credentials in the secure part of the eNB platform, thus providing a secure anchor for NDS/IP.


In this option, link by link security is provided by Un PDCP between the RN and the DeNB, and NDS/IP between the DeNB and the MME. 

The native SEG can be reused for NDS/IP traffic between the DeNB and the MME.
===========End 2nd changes=======

===========Begin 3rd changes=======

5.1.2.3.1
General
At least RRC traffic needs to be protected by AS level security and cannot be protected by NDS/IP. If a part of the traffic on the Un interface is to be protected by AS security, then RAN3 should be aware that the same algorithms must be chosen both for DRB and SRBs based on the current AS security mode procedure. In particular, if you have non-NULL ciphering on RRC then you cannot switch off ciphering in the user plane at the same time, cf. 33.401[2], 7.2.4.2.1. This could imply that you would need a relay-specific AS Security Mode Command procedure for Un.




In this option, the secure IP transport is provided by NDS/IP between the RN and the DeNB, and the DeNB and the MME. 
Additionally, secure IP transport would have to be provided for UE user packets between the DeNB and the S-/P-GW(UE). The DeNB could use the different destination IP addresses as selectors in this case. 

Therefore, the secure transport over the Un interface relies on upper layer function (NDS/IP), since Un PDCP does not provide AS security for upper layers.
This would imply that the outer IP headers would not be protected. 

Editor’s Note: While this requires some further study, we have so far not identified a problem with this.
For the same reason as option 1, the native SEG and another SEG are needed.
Editor’s Note: The enrolment process for credentials to set up backhaul link security between RN and MME(RN), and RN and S-/P-GW(RN) (i.e. distribution of IPsec certificates and set up of IPsec tunnel) needs to be studied.
===========End 3rd changes=======

===========Begin 4th changes=======

5.7 Differentiation the RN and UE by the DeNB
The donor eNB must know if a particular subscription is a RN subscription or a UE subscription so the donor eNB must know if it is authorised to pass S1-AP traffic to the RN. Furthermore the donor eNB must know that it has to apply the Un security procedures which are by assumption different to the Uu procedures.
There are two possible solutions:
1. Specific IMSI ranges can be allocated for RN (UE part). When receiving the initial NAS message, the MME can identify whether the attached terminal is a UE or a RN from the specific IMSI ranges and send the result to the Donor eNB in a S1-AP message. For this solution,
· It needs to reserve specific IMSI ranges for RN. It should be not difficult for operator to reserve such IMSI ranges.
· MME should be able to analyze IMSI to differentiate RN and UE. So there may be impact to the MME overload with the growth of RN.
· It has no impact on existing protocol.
· MME should be able to differentiate RN and UE when it received UE’s IMSI, which is prior to the IP establishment.This will eliminate the attack happened in the period between the RN’s UE authentication and IP establishement
2. Subscription type (e.g. RN or UE) can be added in the subscription data in the HSS. Then the MME can get the subscription type from the HSS and send it to the Donor eNB in a S1-AP message. For this solution,
· No specific IMSI range should be reserved. It can reduce operators management cost.

· A new subscription type field should be added in HSS to differentiate RN and UE. It is easy to do this, but this subscription field should be standardized.

· The protocol between HSS and MME may need to be changed to transfer this subscription type. It will influence interface, i.e.S6a. It also needs standardlization in other groups.
· MME should be also able to differentiate RN and UE when it received UE’s subscription type, which is prior to the IP establishment.
===========End 4th changes=======
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