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1. Introduction

This contribution provides requirements for management validation for the relay management authentication.
2. Rationale
The OAM protects operation and maintenance traffic and authenticates relays for management purposes. It provides detection of, and protection against, intentional and unintentional corruption of  relays.
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The relay must authenticate the management entity due to threats #2, #4. Credentials and capabilities to verify the authenticity of a connecting management entity must be protected. This is true for hop by hop and end to end authentication.Therefore the management entity should be able to efficiently determine if the RN is operating in a trustworthy manner.
Sensitive keys needed for management entity authentication should be protected in a secure environment within the relay node. Such sensitive keys and/or functions that directly use such keys for management authentication purposes should not be made available to functions external to the secure environment unless all capabilities required for relay node management pass integrity checks. A successful result of management authentication procedure, therefore, would imply validation of the relay node management capabilities such as alarms and remediation procedures. 
The scope of the device integrity check or the management function to support management procedures may be less than the scope required for all RN functions. As a result, the network operator and device manufacturer may be able to perform remote but trustworthy management procedures on the device in the event of an integrity check failure for components outside of the management function. 

Note: This requirement is not suggesting multiple integrity checking procedures but rather the reduced capability for the RN management function
3. pCR

The pCR proposes the following changes…
**************************** start of 1st change ****************************
5.6       RN Management
Editor’s Note: RN configuration may need to be download from corresponding maangement entity, this procedures should be secure.
Communication between RN and OAM system shall be protected by end-to-end model, for example, TLS.
The OAM system and the RN shall be able to mutually authenticate each other. 
The ability of the OAM to configure a RN shall not depend on the ability of the RN to perform RN Platform Authentication.
The OAM system should be able to attempt to (re)configure the RN remotely under certain fault conditions (e.g. if the RN fails device authentication a number of time consecutively, etc). 

Editor’s Note: 
The exact such fault condition is FFS. 
5.6.1       RN Management Validation
The RN implicitly indicates the validity of its management capability to the OAM by successful execution of RN management authentication. To achieve this, the following requirements apply:
· The RN platform secure environment shall perform a device integrity check according to section 6.2.  
· If the integrity check of those components necessary for trusted operation of the RN management capability fails then the secure environment shall not give access to the secret key needed for RN management authentication with the OAM.
· If RN management authentication is based on certificates, then the manufacturer CA issuing the initial RN device certificate for enrolment needs to be trusted by the operator of the RN. 
**************************** end of 1st change ****************************
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