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1. Introduction
In RAN3’s LS S3-100922/R3-101967, RAN3 asks SA3 if the H(e)NBs with a direct connection  in the enterprise scenario without going through the central security gateway can satisfy the security requirement.

This document gives some considerations on security of the direct interface between H(e)NBs.

2. Discussion
There are two cases of the direct interface between H(e)NBs under considerations:

1) Establish IPsec tunnel to protect the direct interface between H(e)NBs
2) Not establish IPsec tunnel to protect the direct interface between H(e)NBs
In the first case, it is required to implement IPsec tunnel to protect the direct interface between H(e)NBs. In order to authenticate H(e)NB and establish IPsec tunnel, the following issues must be considered:

1.  There is no operator certificate enrolment procedure on H(e)NB and HeNBs from different vendors can not authenticate and establish IPsec using different vendor certificates or it requires H(e)NB to pre-install trusted root CAs and/or additional authorization list to cross authenticate H(e)NBs from different vendors. This limits the capability to H(e)NBs from the same vendor or require enrollment of  operator certificate to ensure interoperability between H(e)NBs in addition to requiring  the suppor the certificate management infrastructure. 
2.  The H(e)NB needs to know the IP addresses of its direct neighbour to establish IPsec tunnel Since the IP addresses of H(e)NBs may be dynamically allocated, some mechanisms may be needed to ensure the IP addresses of neighbors are known, such as extended neighbor list with modification to include IP addresses.  Though a neighbor list is relatively stable comparing to a macro neighbor list, but the possibility of updates in IP addresses of the neighbors make it more dynamic and measures must be taken to ensure the H(e)NB know about the updated IP addresses of its neighbour H(e)NBs.
3.  H(e)NBs with direct connection may need to have the same access mode (e.g. open mode ) and/or require same membership in the UE CSG list in order to maintain the same level of security in supporting mobility, further complicating key management and access control.
The complexity of establishing IPsec tunnel to protect the direct interface between H(e)NBs outweights the benefits. It is best, in terms of balancing security and complexity, to use a security gateway between H(e)NBs to satisfy the security requirement.

In the second case, the direct interface between H(e)NBs is not be protected, but the security risks may or may not be mitigated by certain deployment scenarios, such as  enterprise.  In this case, the direct interface between H(e)NBs may be considered secure enough within the enterprise network, even if the connection does not go through the central security gateway Note that potential risks and threats, such as eavesdropping, may still arise from within the enterprise setting. In addition, this may lead to exposure of local breakout traffic.
3. Proposal
It is proposed to to take the above consideration when reply LS to RAN3.



































































































