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Abstract of the contribution:
This document gives some analysis on the frequent AS key update issue and proposes three potential solutions to this issue.
1. Introduction 
In option 1 and option 2, AS security is used to protect the user plane data on the Un interface. For AS security aspects of Un interface, the key lifetime management may be different from existing LTE AS key lifetime management for the Uu interface. According to the editor’s note in section 3, it should be studied whether the impact of UE data aggregation on the Un interface requires more frequent key change due to the increased traffic.
The following analysis is under the assumption that AS security is used to protect the user plane data on the Un interface.
2. Analysis and solutions
When the UE traffic reaches the limit (i.e. the PDCP Count wrap around) on the Uu interface, the KeNB update takes place according to the existing AS key lifetime management. For Relay, there could be many UEs, as many as 10-20 UEs, connected to the Relay node at the same time. The traffic from these UEs gets transferred to the core network through Relay. The UEs attached to the RN may be accessing similar services, e.g. all UE data being aggregated on the same DRB of the Un interface. Compared to LTE Uu, the traffic on the DRB of the Un interface can be as much as tenfold to twentyfold. If the existing AS security mechanism is used to protect the traffic on the Un interface, data aggregation may cause PDCP count wrap around more frequently and resulting in more frequent KeNB refresh.
Since the KeNB refresh on the Un interface is actually an intra cell handover procedure, the Relay should also perform RACH procedure. However, this would cause a service interruption for the RN. So If the PDCP Count on the Un interface wraps around and RACH is performed, UEs connected to the Relay can be out of service temporarily for a short period of time. With the assumption that some users connected to the RN are communicating with other people when the KeNB refresh on the Un interface hanppens, the conversations between these users may be interrupted for a while.Therefore, the problem is more serious compared to the UE situation (i.e. PDCP Count on the Uu interface wrap around). 
As seen from analysis above, for the AS key lifetime management of Un interface, more frequent KeNB refresh will be realized compared to that of the Uu interface if the Uu interface AS key lifetime management is used as is on the Un interface. The user experience may suffer as a result of more frequent service interruptions for the UEs attached to the Relay. 
In order to improve user experience and solve the problem described above, the following solutionss can be considered.
Solution 1: Extended PDCP Count
a. In this method, a new count value called “Enhanced Count” is defined in the PDCP layer to count the value of PDCP PDU and is only used for security purpose. Enhanced Count can be logically considered as the highest order bits of the new structured PDCP Count. When the PDCP Count wraps around, Enhanced Count is incremented by 1. KeNB is refreshed only when Enhanced-Count is about to wrap around. The length of Enhanced Count needs to be standardized. 
b. Alternatively the digits of the HFN is enlarged which means the digits of the PDCP Count is enlarged.

Then the security protection (i.e. confidentiality protection and integrity protection) can be provided to the PDCP PDU by using the new structured PDCP Count (i.e. Enhanced Count combined with PDCP Count or enlarged HFN), key and other security protection input parameters.

 The extended PDCP Count method can make the frequency of KeNB refresh acceptable. Consequently it can eliminate the effect to the ongoing service for the UEs attached to the Relay-Node. The exsting PDCP Count is intended to protect 232 messages with the same key. If the PDCP Count is extended, more messages are protected by the same key. Whether the extended PDCP Count will cause security issue should be considered.
Solution 2: Performing KeNB refresh through RRC Reconfiguration
When PDCP Count on the Un interface reaches a predefined threshold value, DeNB sends RRC Reconfiguration command but not handover command to Relay to trigger new KeNB to be used between DeNB and Relay. Then DeNB and Relay computes KeNB* as the new KeNB. Thus the PDCP PDU on the Un interface can be securely protected by using the new KeNB. Though this method can not increase the frequence of the KeNB refresh, it can eliminate the effect to the ongoing service for the UEs attached to the Relay-Node because the intra cell handover is not used to refresh the KeNB.
Note: The predefined threshold value is lower than or equal to the maximum of the PDCP Count.

Solution 3: Ignore KeNB refresh when PDCP COUNT wrap around

When PDCP Count on the Un interface wraps around, DeNB can identify that the PDCP Count belongs to a Relay and not a UE. The DeNB ignores PDCP COUNT wrap-around by not performing KeNB refresh. The re-authentication between Relay and the network is performed periodically based on the policy of the network operator policies. Thus the KeNB re-keying is accomplished through the re-authentication procedure. In this method, the PDCP Count wrap-around mechanism on the Un interface is ignored and the effect due to frequent PDCP Count wrap around is eliminated. Consideration has to be taken to avoid key reuse by requiring re-authentication before PDCD count wraps around. This method also can not reduce the frequency of KeNB refresh.
3. Proposal
It is proposed to add the above analysis and corresponding countermeasures to the living document.
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3
Security Requirements

If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and User-UE’s MMEshall be considered as the DeNB acts as an S1-proxy in the solution selected by RAN.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and eNB/RN shall be considered as the DeNB acts as an X2-proxy in the solution selected by RAN.

Mutual authentication between RN and network shall be supported. 

Relay device authentication is mandatory. 
Editor’s note: There are many different solutions for meeting this requirement.

The DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened.

Security of RN Management shall be guaranteed. RN should have separate security model for OAM configuration data.
A certificate in the relay node used for device authentication shall be provided by a CA trusted by the operator, e.g. the CA of the operator or by another party trusted by the operator. Certificate enrollment, if any, should follow TS 33.310 as much as possible. 
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.
The connection between relay and network should be confidentiality protected. Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.
Editor’s Note: It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.

Both user plane and control plane must be considered as they may not require the same level of protection.

Editor’s note: Forward security and backward security in handover procedure needs further study.
If AS security is used on the Un interface, the key lifetime management should be considered based on existing LTE UE AS key time management for the Uu interface. The aspect of minimizing the effect to the ongoing service for the UEs attached to the Relay-Node should be considered.　
Editor’s note: The Security Association life time management for the IPsec tunnel should be considered. And all aspects of interaction between the key lifetime management and the respective security mechanism to be specified should be considered. The aspect of minimizing the effect  to the ongoing service for the UE attached to the Relay-Node should be considered.　
The RN platform shall protect from reading and/or modification of security parameters and security functions by unauthorized parties (platform security).  

The integrity of the RN platform shall be validated as part of the RN start up procedure. 

RN specific device security features, e.g. security storage of sensitive data, device integrity check, UICC aspects, shall be considered. 
Editor’s Note: Platform security requirements should be considered in more detail.
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5.7
AS key lifetime management
In option 1 and option 2, AS security is used to protect the user plane data on the Un interface. The following analysis is under this assumption.

When the UE traffic reaches the limit (i.e. the PDCP Count wrap around) on the Uu interface, the KeNB update takes place according to the existing AS key lifetime management. For Relay, there could be many UEs, as many as 10-20 UEs, connected to the Relay node at the same time. The traffic from these UEs gets transferred to the core network through Relay. The UEs attached to the RN may be accessing similar services, e.g. all UE data being aggregated on the same DRB of the Un interface. Compared to LTE Uu, the traffic on the DRB of the Un interface can be as much as tenfold to twentyfold. If the existing AS security mechanism is used to protect the traffic on the Un interface, data aggregation may cause PDCP count wrap around more frequently and resulting in more frequent KeNB refresh.

Since the KeNB refresh on the Un interface is actually an intra cell handover procedure, the Relay should also perform RACH procedure. However, this would cause a service interruption for the RN. So If the PDCP Count on the Un interface wraps around and RACH is performed, UEs connected to the Relay can be out of service temporarily for a short period of time. With the assumption that some users connected to the RN are communicating with other people when the KeNB refresh on the Un interface hanppens, the conversations between these users may be interrupted for a while.Therefore, the problem is more serious compared to the UE situation (i.e. PDCP Count on the Uu interface wrap around). 

As seen from analysis above, for the AS key lifetime management of Un interface, more frequent KeNB refresh will be realized compared to that of the Uu interface if the Uu interface AS key lifetime management is used as is on the Un interface. The user experience may suffer as a result of more frequent service interruptions for the UEs attached to the Relay. 
In order to improve user experience and solve the problem described above, the following solutionss can be considered.

Solution 1: Extended PDCP Count
a. In this method, a new count value called “Enhanced Count” is defined in the PDCP layer to count the value of PDCP PDU and is only used for security purpose. Enhanced Count can be logically considered as the highest order bits of the new structured PDCP Count. When the PDCP Count wraps around, Enhanced Count is incremented by 1. KeNB is refreshed only when Enhanced-Count is about to wrap around. The length of Enhanced Count needs to be standardized. 

b. Alternatively the digits of the HFN is enlarged which means the digits of the PDCP Count is enlarged.

Then the security protection (i.e. confidentiality protection and integrity protection) can be provided to the PDCP PDU by using the new structured PDCP Count (i.e. Enhanced Count combined with PDCP Count or enlarged HFN), key and other security protection input parameters.

 The extended PDCP Count method can make the frequency of KeNB refresh acceptable. Consequently it can eliminate the effect to the ongoing service for the UEs attached to the Relay-Node. The exsting PDCP Count is intended to protect 232 messages with the same key. If the PDCP Count is extended, more messages are protected by the same key. Whether the extended PDCP Count will cause security issue should be considered.

Solution 2: Performing KeNB refresh through RRC Reconfiguration

When PDCP Count on the Un interface reaches a predefined threshold value, DeNB sends RRC Reconfiguration command but not handover command to Relay to trigger new KeNB to be used between DeNB and Relay. Then DeNB and Relay computes KeNB* as the new KeNB. Thus the PDCP PDU on the Un interface can be securely protected by using the new KeNB. Though this method can not increase the frequence of the KeNB refresh, it can eliminate the effect to the ongoing service for the UEs attached to the Relay-Node because the intra cell handover is not used to refresh the KeNB.

Note: The predefined threshold value is lower than or equal to the maximum of the PDCP Count.

Solution 3: Ignore KeNB refresh when PDCP COUNT wrap around

When PDCP Count on the Un interface wraps around, DeNB can identify that the PDCP Count belongs to a Relay and not a UE. The DeNB ignores PDCP COUNT wrap-around by not performing KeNB refresh. The re-authentication between Relay and the network is performed periodically based on the policy of the network operator policies. Thus the KeNB re-keying is accomplished through the re-authentication procedure. In this method, the PDCP Count wrap-around mechanism on the Un interface is ignored and the effect due to frequent PDCP Count wrap around is eliminated. Consideration has to be taken to avoid key reuse by requiring re-authentication before PDCD count wraps around. This method also can not reduce the frequency of KeNB refresh.
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