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Abstract of the contribution: This document gives some considerations on handling of removable UICC.
1. Introduction
The use of UICC in a UE provides security under quite different assumptions from a UICC in an RN. This document gives some consideration on RN behaviour when UICC is removed.
2. RN behaviour on removing UICC
Removing UICC before RN attaching to the network may not bring serious problems, because there is no user under the real RN and the false RN can not pass the device authentication. 
In case UICC is removed after RN is already attached to the network, security context assosiated with the UICC could be reserved and should be restricted to only EMC protection, Existing RRC connections should be reserved only for special usage (e.g for EMC). The data on Un interface is aggregated according to QCI, so it is possible that the DRB carrying EMC service also carries normal service with same QCI as the EMC. The RN should be aware of the QCI of EMC and thereforet should release all connections on the DRB except for EMC connections with the same QCI. RN should also release any other connections with normal service carried on the same DRB. New EMC request may be accepted by the RN without UICC.
3. Proposal

It is proposed to include above analysis to the living document.
*********************************start first change**********************************
6.3
UICC aspects

Editor’s Note: A UICC in a UE provides security under quite different assumptions from a UICC in an RN. What would happen if a UICC was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.
Removing UICC before RN attaching to the network may not bring serious problems, because there is no user under the real RN and a false RN can not pass the device authentication. 

In case UICC is removed after RN is already attached to the network, security context assosiated with the UICC could be reserved and should be restricted to only EMC protection, Existing RRC connections should be reserved only for special usage (e.g for EMC). The data on Un interface is aggregated according to QCI, so it is possible that the DRB carrying EMC service also carries normal service with same QCI as the EMC. The RN should be aware of the QCI of EMC and thereforet should release all connections on the DRB except for EMC connections with the same QCI. RN should also release any other connections with normal service carried on the same DRB. New EMC request may be accepted by the RN without UICC.
Editor’s note: Whether there are additional Relay Node behaviour on the removal of a UICC are FFS.
Editor’s note: Keeping the ongoing service of the UE attached to the Relay-Node even when UISM card was removed from the Relay-Node should be considered for emergency and priority service only
When RN attaches to the network via the RN attach procedure defined in TS 36.300[4] a legacy UICC shall be used in authentication as defined in 3GPP TS 33.401[2]. Preventing the attacks on removable UICC in RN needs to be considered. Possible methods of preventing this attack include physically integrating the RN and UICC together, a logical binding for example using a secure channel between the RN and UICC or some other binding method that is not between the RN or USIM.

Editor’s Note: No decisions have yet been taken on the viabilitiy of these methods.
In the following, we discuss countermeasures against threat 5 of section 2 entitled “Attacks on the interface between the RN and the UICC” in more detail. Suitable countermeasures must ensure that attackers cannot obtain any advantage by listening on the interface between UICC and RN. If attackers could to this the attacker would know the keys sent across the interface between UICC and RN. For solutions that this is a problem, the following countermeasures may be used. The issue of binding particular USIMs and RNs is different and is not necessarily addressed by the same countermeasures. 
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