3GPP TSG-SA3 (Security)
S3-101010
SA3 adhoc, 27 – 29 September 2010; Riga, Latvia


Source:
Huawei
Title:
Device integrity check requirements
Document for:
Discussion and Approval  
Agenda Item:
7.1
Work Item / Release:


Abstract of the contribution:
This document gives some proposals on the requirements of the device integrity check.
1. Requirements
According to the editor’s note in section 6.2, the following requirements should be considered.
· The integrity of a component is verified by comparing the result of a measurement (typically a cryptographic hash) of the component to the trusted reference value. If these values agree, the component is successfully verified and can be started.
      Editor’s Note: The definition of trusted reference value is FFS.
· All components necessary for trusted operation of Relay shall be integrity checked. Any individual component shall be started only if its integrity check is successful.

-
The integrity of Relay is verified if all components necessary for trusted operation of Relay are verified.
 -
The configuration and the software of the Relay shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.
2. Proposal
It is proposed to add the above device integrity check requirements to the living document.
*********************************start first change **********************************
6.2
Device Integrity check
Editor’s Note: Upon booting or before connecting to the network, the device integiry check may need to be performed, for the sake of RN validation.
The Relay Node should perform a device integrity check.  The process of device integrity check should be protected from tampering or unauthorized execution. 
The integrity of a component is verified by comparing the result of a measurement (typically a cryptographic hash) of the component to the trusted reference value. If these values agree, the component is successfully verified and can be started.
      Editor’s Note: The definition of trusted reference value is FFS.
All components necessary for trusted operation of Relay shall be integrity checked. Any individual component shall be started only if its integrity check is successful.

The integrity of Relay is verified if all components necessary for trusted operation of Relay are verified.
The configuration and the software of the Relay shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.

The requirements 3,4 and 5 in 5.3.2 of TS 33.401[2] apply here.

Editor’s Note: The need for further requirements is FFS.

Editor’s note: The following requirements are FFS. A failed device integrity check should be reported to the network (if the relay node is capable). A relay node which fails integrity checks for some components could allow for remote and secure recovery procedures, which restore device integrity (e.g. via software/firmware upgrade) according to operator policy
*********************************end first change **********************************
