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Abstract of the contribution:This document gives some consideration on security threats of RN staying as UE and corresponding solutions.  
1. Security threats and possible solution analysis
A general assumption for the RAN group is that the Relay-Node will access the network as the legacy LTE UE.If we accept the assumption, RN-UE authentication will be implemented during accessing network via the real USIM inserted in the RN. 
There is a note in 36.300 on when the RN turns to be an eNB: It is up to implementation when the RN starts or stops serving UEs.If the RN accessed to the network will not change to an eNB,e.g the RN does not initial the S1 interface setup procedure, the network can not authenticte the RN as an eNB through certificate.A faulse RN with real UICC will stay in the network as a UE and can receive or request services in the network.This will lead to free charging problem even when the network knows the attached user is an RN.
Some countermeasures can be considered.
Countermeasure 1: Forbid RN as a UE to request service
During the attachment, MME-RN has ability to capture whether the user is an RN or a UE, e.g, through SPID from HSS.Atfer the subscriber authentication, MME is responsible for RN’s EPS bearer management.If there is a service request from the RN, MME-RN shall refuse to establish new EPS bearer for the RN.
Through above countermeasure, the false RN stayed as a UE can not get any benefit from doing so, and even it remains in the network it will not bring other damage to the network. If it is a real RN and there is no UE attaching to it, it is reasonable to reserve the real RN in the network to wait for UEs and then turns to an eNB.

Countermeasure 2: DeNB initiates the S1 interface setup procedure
After the RN’s attachment, MME-RN will transfer RN-UE context to DeNB. The DeNB could then start a Timer to wait for the message S1 Setup Request.If the timer expired and there is no S1 Setup Request coming from RN, the DeNB may initial the S1 setup procedure itself and trigger the RN device authentication using certificate. The successful authenticaiton will indicate a real RN device and the S1 interface setup procedure will complete.  If the device authentication fails or the RN reject the S1 Setup Request, the DeNB could inform the MME to release the RN-UE, or refuse to setup new radio bearer for the RN anymore.
Countermeasure 3: DeNB initiates the device authentication procedure by RRC message
It is agreed in SA3 #59 that the DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened.
Maybe the network is more care on whether the RN is a real RN or not. In this case the DeNB could initiate mutual authentication with the RN using certificate. As the S1 interface has not setup, maybe the device authentication could execute via RRC message on SRB. 
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Figue 1. RN device authentication on SRB
2. Proposal
It is proposed to add the above theat analysis and corresponding countermeasures to the living document.
*********************************start first change **********************************
3
Security Requirements

If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and User-UE’s MMEshall be considered as the DeNB acts as an S1-proxy in the solution selected by RAN.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and eNB/RN shall be considered as the DeNB acts as an X2-proxy in the solution selected by RAN.

Mutual authentication between RN and network shall be supported. 

Relay device authentication is mandatory. 

Editor’s note: There are many different solutions for meeting this requirement.

The DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened. Transition from RN-UE to RN-eNB shall be completed before normal UE attaching to the RN.
Security of RN Management shall be guaranteed. RN should have separate security model for OAM configuration data.
A certificate in the relay node used for device authentication shall be provided by a CA trusted by the operator, e.g. the CA of the operator or by another party trusted by the operator. Certificate enrollment, if any, should follow TS 33.310 as much as possible. 
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.

The connection between relay and network should be confidentiality protected. Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.
Editor’s Note: It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.

Both user plane and control plane must be considered as they may not require the same level of protection.

Editor’s note: Forward security and backward security in handover procedure needs further study.
Editor’s note: For AS security aspects of Un interface, the key lifetime management should be considered based on existing LTE UE AS key time management for the Uu interface. It should be studied whether the impact of UE data aggregation on the Un interface  requires more frequent key change due to the increased traffic. The Security Association life time management for the IPsec tunnel should be considered. And all aspects of interaction between the key lifetime management and the respective security mechanism to be specified should be considered. The aspect of minimizing the effect  to the ongoing service for the UE attached to the Relay-Node should be considered. 

The RN platform shall protect from reading and/or modification of security parameters and security functions by unauthorized parties (platform security).  

The integrity of the RN platform shall be validated as part of the RN start up procedure. 

RN specific device security features, e.g. security storage of sensitive data, device integrity check, UICC aspects, shall be considered. 
Editor’s Note: Platform security requirements should be considered in more detail.
*********************************end first change ***************************************
*********************************start second change ************************************
5.4
Analysis on RN  role transition 
If the RN accessed to the network as UE will not change to an eNB,e.g the RN does not initial the S1 interface setup procedure, the network can not authenticte the RN as an eNB through certificate.A faulse RN with real UICC will stay in the network as a UE and can receive or request services in the network.This will lead to free charging problem even when the network knows the attached user is an RN.
Some countermeasures can be considered.

Countermeasure 1: Forbid RN as a UE to request service
During the attachment, MME-RN has ability to capture whether the user is an RN or a UE, e.g, through SPID from HSS.Atfer the subscriber authentication, MME is responsible for RN’s EPS bearer management.If there is a service request from the RN, MME-RN shall refuse to establish new EPS bearer for the RN.

Through above countermeasure, the false RN stayed as a UE can not get any benefit from doing so, and even it remains in the network it will not bring other damage to the network. If it is a real RN and there is no UE attaching to it, it is reasonable to reserve the real RN in the network to wait for UEs and then turns to an eNB.

Countermeasure 2: DeNB initiates the S1 interface setup procedure

After the RN’s attachment, MME-RN will transfer RN-UE context to DeNB. The DeNB could then start a Timer to wait for the message S1 Setup Request.If the timer expired and there is no S1 Setup Request coming from RN, the DeNB may initial the S1 setup procedure itself and trigger the RN device authentication using certificate. The successful authenticaiton will indicate a real RN device and the S1 interface setup procedure will complete.  If the device authentication fails or the RN reject the S1 Setup Request, the DeNB could inform the MME to release the RN-UE, or refuse to setup new radio bearer for the RN anymore.
Countermeasure 3: DeNB initiates the device authentication procedure by RRC message

It is agreed in SA3 #59 that the DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened.
Maybe the network is more care on whether the RN is a real RN or not. In this case the DeNB could initiate mutual authentication with the RN using certificate. As the S1 interface has not setup, maybe the device authentication could execute via RRC message on SRB. 
5.5
Mutual Authentication

Editor’s Note: Mutual authentication between RN and network shold be considered.
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