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Abstract of the contribution:This document gives some considerations on key interaction for keys on Un interface.
1. Introduction
Interaction between the key lifetime management and the respective security mechanism to be specified should be considered for various proposed solutions in Chapter 7 of the living document. Based on current solutions of mixed IPsec and AS security, it appears that the key derivation and relationship for IPsec and AS fall into three general relationships,, they are:

· Scheme 1: keys of IPsec and AS are independently generated using existing mechanism
· Scheme 2: AS keys are updated by RN device related keys
· Scheme 3: IPsec keys are derived by AS keys
This contribution analyses key interactions on Un interface security for all the above three schemes.
2. Analysis
Scheme 1: keys of IPsec and AS are independently generated
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Fig. 1 AS key independent from Ipsec key
For scheme 1, AS keys are derived from key generated in EPS-AKA. IPsec keys are generated during IKEv2 SA setup. IPsec key lifetime depends on SA lifetime. If lifetime of an SA expires, SA rekeying needs to be executed. The rekeying is implemented by creating new child SA to replace the expired SA and this rekeying procedure will not impact the service of existing IPsec tunnel.AS key updating will be executed indenpendently.There is no interaction between AS key updating and SA rekeying and therefore there is no need to synchronise between updating the keys on the two different layers.
Scheme 2: AS keys are updated by RN device related keys
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Fig.2 AS key updated by RN device related key

For scheme 2, Kasme created during AKA is modified by RN device related keys.Then the keys derived from Kasme are the product of binding UICC and RN device. If interface between RN-ME and UICC is not secure, the attackers still can not know AS keys which are used to protect Un interface, even in case that only AS security is used for Un security.

The AS key has its own key updating triggering event, e.g. PDCP COUNT wrap round,. If the key update procedure defined in 33.401 is used for AS key update, the newly updated AS keys may have no relation with the RN device related key. Whether a new procedure should be definded to update AS key and to assotiate it with the RN device related key need to be considered.

Further more, in case the RN device related key is IPsec key, SA rekeying will lead to AS key updating for synchronization of keys between AS and IP layer. If only S1/X2-APs are protected by IPsec, then it is possible that there are no S1-AP messages transmitted during an SA lifetime. According to RFC4306, in case that an SA has been inactive for a long time and if an endpoint of the SA would not initiate the SA in the absence of traffic, the endpoint may choose to close the SA instead of rekeying it when its lifetime expires. 
Scheme 3: IPsec keys are derived from AS keys
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Fig. 3  IPsec key based on AS key
For scheme 3, IPsec keys are derived from AS keys. If interface between RN-ME and UICC is not secure, attackers can obtain AS keys and IPsec keys which are used to protect Un interface.The following two requirements shall be satisfied.
1. Interface between UICC and RN-ME shall be secured;
2. AS keys shall be saved and processed in secured envirement.

If PDCP COUNT wraps round, AS keys could be updated by triggering an intra-cell handover procedure. The new AS key will introduce new either key KIKE for IPsec or new key KIPSEC for IKE that in turn generates new key for IPsec. IPsec rekeying is implemented by reestablishing security associations to take the place of ones that expire.The KIKE may also be used as the new preshared key of the new SA.The SA rekeying may in reverse impact AS keys from key synchronization perspective.     
3. Comparison between the three schemes
Three types of Un interface protection manner in the selected architecture are listed in section 5.1 in the living document. According to above analysis, feasiblilty for the Un security of the abovementioned options are concluded below, as well as complexity.
Tab. 1 comparison of the three schemes
	  Key relationship
	independent(scheme 1)
	AS key based on RN device related key(scheme 2)
	IPsec based on AS key(scheme 3)

	flexibility 
	NDS/IP & AS:feasible;

AS security:feasible;

NDS/IP:feasible
	NDS/IP & AS : feasible if the RN device related key is not Ipsec key,otherwise it may not feasible for case that only S1/X2-AP are protected by IPsec
AS protection : IPsec key is not needed, SA lifetime expiration may lead to additional updating procedure;

NDS/IP: feasible
	NDS/IP & AS: feasible;

AS security: IPsec key is not needed;

NDS/IP: feasible

	complexity
	easiest, no reqirements if security mechanism on Un interface is proper chosed
	need additional updation for Kasme after AKA;

may need to introduce new AS key update procedure;
	need some preconditions to ensure root key,e.g. AS key, to be secure;

need additional calculation or IKE procedure for IPsec key after RN UICC AKA .


4. Proposal

It is proposed to include above analysis to the living document.
*********************************start first change**********************************
5.6
RN management

Editor’s Note: RN configuration may need to be download from corresponding maangement entity, this procedures should be secure.
Communication between RN and OAM system shall be protected by end-to-end model, for example, TLS.
The OAM system and the RN shall be able to mutually authenticate each other.

The ability of the OAM to configure a RN shall not depend on the ability of the RN to authenticate as device.
The OAM system should be able to attempt to (re)configure the RN remotely under certain fault conditions (e.g. if the RN fails device authentication a number of time consecutively, etc). 

Editor’s Note: 
The exact such fault condition is FFS. 
5.x       Analysis of key interaction on Un interface

5.x.1 Analysis 
There are three options for the relationships of the keys on Un interface security:

· Scheme 1: keys of IPsec and AS are independently generated

· Scheme 2: AS keys are updated by RN device related keys

· Scheme 3: IPsec keys are derived by AS keys
For scheme 1, AS keys are derived from key generated in EPS-AKA. IPsec keys are generated during IKEv2 SA setup. IPsec key lifetime depends on SA lifetime. If lifetime of an SA expires, SA rekeying needs to be executed. The rekeying is implemented by creating new child SA to replace the expired SA and this rekeying procedure will not impact the service of existing IPsec tunnel.AS key updating will be executed indenpendently.There is no interaction between AS key updating and SA rekeying and therefore there is no need to synchronise between updating the keys on the two different layers.
For scheme 2, Kasme created during AKA is modified by RN device related keys.Then the keys derived from Kasme are the product of binding UICC and RN device. If interface between RN-ME and UICC is not secure, the attackers still can not know AS keys which are used to protect Un interface, even in case that only AS security is used for Un security.

The AS key has its own key updating triggering event, e.g. PDCP COUNT wrap round,. If the key update procedure defined in 33.401 is used for AS key update, the newly updated AS keys may have no relation with the RN device related key. Whether a new procedure should be definded to update AS key and to assotiate it with the RN device related key need to be considered.

Further more, in case the RN device related key is IPsec key, SA rekeying will lead to AS key updating for synchronization of keys between AS and IP layer. If only S1/X2-APs are protected by IPsec, then it is possible that there are no S1-AP messages transmitted during an SA lifetime. According to RFC4306, in case that an SA has been inactive for a long time and if an endpoint of the SA would not initiate the SA in the absence of traffic, the endpoint may choose to close the SA instead of rekeying it when its lifetime expires. 

For scheme 3, IPsec keys are derived from AS keys. If interface between RN-ME and UICC is not secure, attackers can obtain AS keys and IPsec keys which are used to protect Un interface.The following two requirements shall be satisfied.

1. Interface between UICC and RN-ME shall be secured;

2. AS keys shall be saved and processed in secured envirement.

If PDCP COUNT wraps round, AS keys could be updated by triggering an intra-cell handover procedure. The new AS key will introduce new either key KIKE for IPsec or new key KIPSEC for IKE that in turn generates new key for IPsec. IPsec rekeying is implemented by reestablishing security associations to take the place of ones that expire.The KIKE may also be used as the new preshared key of the new SA.The SA rekeying may in reverse impact AS keys from key synchronization perspective. 
5.x.2 comparation

Based on the above analysis, feasiblilty as well as complexity for the Un security of the abovementioned schemes are concluded below.

Tab. 1 comparison of the three schemes
	  Key relationship
	independent(scheme 1)
	AS key based on RN device related key(scheme 2)
	IPsec based on AS key(scheme 3)

	flexibility 
	NDS/IP & AS:feasible;

AS security:feasible;

NDS/IP:feasible
	NDS/IP & AS : feasible if the RN device related key is not Ipsec key,otherwise it may not feasible for case that only S1/X2-AP are protected by IPsec

AS protection : IPsec key is not needed, SA lifetime expiration may lead to additional updating procedure;

NDS/IP: feasible
	NDS/IP & AS: feasible;

AS security: IPsec key is not needed;

NDS/IP: feasible

	complexity
	easiest, no reqirements if security mechanism on Un interface is proper chosed
	need additional updation for Kasme after AKA;

may need to introduce new AS key update procedure;
	need some preconditions to ensure root key,e.g. AS key, to be secure;

need additional calculation or IKE procedure for IPsec key after RN UICC AKA .


*********************************end first change**********************************
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