3GPP TSG-SA3 (Security)
S3-091850
SA3#ad hoc, 28-30 September 2009, Sophia-antipolis, France


Source:
Huawei
Title:
eNB certificate enrolment architecture
Document for:
Discussion and approval
Agenda Item:
7.3
Work Item / Release:


Abstract of the contribution:
This contribution compares two possible architectures alternatives and proposes to use alternative 2 as base architecture for future discussion.

1 Introduction
S3-091322 discusses two architecture alternatives of eNB certificate enrolment. This contribution further analyses cons and pros of these two architecture alternatives. And it is proposed to use alternative 2 as base architecture for future discussion.
2 Architecture alternatives of eNB certificate enrolment
There are two possible architecture alternatives of eNB certificate enrolment. The architecture alternatives only describe how eNB enrols a certificate issued by operator CA. After eNB gets a certificate issued by operator CA, eNB could use the certificate issued by operator CA to authenticate itselt to SeGW. 
2.1 Architecture alternative 1
Figure 1 shows how architecture alternative 1 works.

1. eNB and operator’s network can be mutual authenticated based on unique pre-configured security data (e.g., a certificate issued by factory CA) which is stored in eNB before eNB is set up. A secure tunnel can be established after successful authentication.
NOTE: Mutual authentication can be performed between eNB and a SeGW in front of NEM. The security tunnel could be established between the eNB and the SeGW. In contribution S3-091615, how to perform authentication between eNB and SeGW in initial access procedure is analysed.
2. This security tunnel can be used to transfer necessary security configuration data, e.g., a set of credential which is used to protect certificate enrolment message, address of RA/CA, information for generating certificate enrolment message, etc. In case that unique pre-configured security data (e.g., a certificate issued by factory CA) is used to protect certificate enrolment message, there is no need to transport other credentials in the security tunnel.

3. eNB then use these configuration data to generate certificate enrolment request message and securely enrolls an IPsec certificate from RA/CA.
4. eNB shall report certificate status to NEM for management purpose.
In this architecture, CMPv2 traffic between eNB and RA/CA would be required to go through a SeGW, or, alternatively, RA/CA may be located in DMZ that is deployed in front of the SeGW.
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Figure 1: Architecture alternative 1
2.2 Architecture alternative 2
As an alternative to architecture alternative 1, NEM may represent the authenticated eNB to enroll certificate. Figure 2 illustrates this alternative.

1. eNB and operator’s network can be mutual authenticated based on unique pre-configured security data (e.g., a certificate issued by factory CA) which is stored in eNB before eNB is set up. A secure tunnel can be established after successful authentication.
NOTE: Mutual authentication can be performed between eNB and a SeGW in front of NEM. The security tunnel could be established between the eNB and the SeGW. In contribution S3-091615, how to perform authentication between eNB and SeGW in initial access procedure is analysed.
2. The secure tunnel established in step 1 can be used to exchange necessary information for generating certificate enrolment message. Since NEM represent the authenticated eNB to enrol certificate, there is no need to transfer credential for protecting certificate enrolment messages. CMPv2 messages exchanges between NEM and RA/CA could be protected based on credential deployed in NEM and RA/CA. 
3. NEM sends the certificate enrolment message to RA/CA and gets the IPsec certificate.

4. NEM forwarded IPsec certificate to eNB in secure tunnel.
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Figure 2: IPsec certificate enrolment architecture 2

3 Comparison on architecture alternatives
(1) In architecture alternative 1, each time a new eNB is put in service, a new interface needs to be established between RA/CA and eNB, in addition to the interface between eNB and NEM. An extra management requirement is imposed to NEM. NEM has to manage the link state between eNB and RA/CA.
(2) In architecture 1, RA may be accessible for a device located outside operator’s controlled network directly. The security level of RA in architecture 1 is lower than security level of RA in architecture 2.

(3) In architecture 2, eNB and NEM can re-use already existed protocols to perform certificate related functions. It is a simpler and cleaner approach.
So it could be seen that architecture alternative 2 is preferable than architecture alternative 1. It is proposed to use alternative 2 as base architecture for future discussion.
4 Conclusions and Proposals
It is proposed to use alternative 2 as base architecture for future discussion.
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