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1
Introduction
There is a need to profile which SRTP functionality that an IMS UE supporting IMS media plane security needs to support and which features that are not needed. 

Following the profiling for MBMS we propose that the SRTP implementations do not need to support a key derivation rate different from 0 (zero). 
To support use for group communication we recommend that SRTP implementations should support RFC 4771, "Integrity Transform Carrying Roll-Over Counter for the Secure Real-time Transport Protocol (SRTP)" which simplifies late entry.

The update of this contribution introduces a reference to the Annex in clause 6.1.1 and deletes the Editor's note stating that SRTP profiling is ffs.
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6.1 
Media security mechanisms

6.1.1 
Media security mechanisms for real-time traffic

In this specification, protection for real-time traffic means protection for IMS traffic using the Real-Time Transport Protocol (RTP) or the RTP Control Protocol (RTCP), cf. RFC 3550 [10]. 

The integrity and confidentiality protection for IMS traffic using RTP shall be achieved by using the Secure Real-Time Transport Protocol (SRTP),  RFC 3711 [9]. The integrity and confidentiality protection for IMS traffic using RTCP shall be achieved by using the Secure RTCP protocol (SRTCP),  RFC 3711 [9].

A compliant implementation shall support the default transforms and key derivation functions defined in SRTP [9] Additional transforms and key derivation functions may be supported. Annex X provides further profiling of compliant SRTP transforms.
Key management mechanisms for SRTP and SRTCP, as used in this specification, are described in clause 6.2.  For SRTP [9] the key material provided shall serve as SRTP master key.


< *****  Start of next change *****>
Annex X (Normative):
SRTP profiling for IMS media plane security

An IMS UE and IMS core network entity capable of supporting IMS media plane security (SDES or KMS based) 
   -
Shall support all mandatory features defined in RFC 3711 [9] except that it does not have to support key derivation rates different from zero (KDR <> 0).

   -
Shall support RFC 4771, "Integrity Transform Carrying Roll-Over Counter for the Secure Real-time Transport Protocol (SRTP)" [RFC 4771]; this to simplify late entry in an ongoing session.  

< *****  End of change *****>
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