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1. Introduction

In S3-091693, BT, China Mobile, Huawei and ZTE informed the SA3 of some information about new R10 work item for system security aspects of M2M. InterDigital, while acknowledging the efforts and also agreeing in principle on the need for the SA3 to work on a new R10 work item for a system security for M2M, wishes to add more details on what is meant by ‘system security’, and proposes some changes to the information from S3-091693 so that the revised information can be considered by the SA3 for the R10 work item. 

2. Changes from S3-091693

In the following, some proposed changes are made to the text from the S3-091693, more specifically from “Abstract of the contribution:” part of S3-091693 and onward to that document’s end. All proposed changes from InterDigital against the text from S3-091693 are marked with MS Word text-change marks. 

********************** Changes from S3-091693 ********************************************************

Abstract of the contribution:
This contribution is for information about a new R10 work item for system security aspects of M2M.  
To summarize about the reasons:
· The scope of TR33.812 is focused and limited to UICC and non-UICC application (including provision and change subscription). TR studies very general settings and needs for specification further focus on practical aspects... The system security, including air interface security, security for gateway device and communications, application layer security, and M2M device security (including device validation and remediation features), should be considered for M2M.
· SA1’s TS22.368 defines several category specific requirements. M2M security should consider these requirements impacts for optimization and practical deployment.
· SA2 will have a WID for system architecture of M2M optimization in R10. M2M security should consider the real architecture and message flows into account concurrently.
The plan of this WID is first to do a TR800 and then a TS within Release 10 timescale. The main scope of this WID is to study M2M system security optimization based on the real M2M optimized network architecture.
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Justification *
M2M has been studied in SA3 since 2007. A study item TR33.812 is done to study the USIM/ISIM application with or without  UICC. Based on this focus, three alternatives and their analysis are included in the technical report. Current SID only covers one aspect of security, i.e. how to remotely provision and change of subscription for M2M equipment. With regard to M2M security, not only UICC application needs to be studied, but also system security is necessary to consider and identify, such as the air interface security for UMTS/LTE system, gateway security, application layer security, M2M device security (including device validation and remediation), etc.

SA1’s TS22.368 will be for information in SA#45. TS22.368v100 defines the security requirements:” MTC optimizations shall not degrade security compared to non-MTC communications.”  So M2M system security needs to be studied and reviewed following this guideline. Moreover, SA1 TS22.368 defines common service requirements and category specific service requirements. M2M system security needs to consider these specific requirements as M2M optimizations will be done based on these requirements. 
Furthermore, SA2 has made a R10 WID for the system architecture of M2M.  Other groups, especially for SA3 can study M2M security based on the real system architecture, not just on the logical architecture. And M2M security study also needs to consider SA2’s WID architecture and messages flows impact concurrently.
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Objective *
Based on the above analysis, the objective of this work item would include the following items:
· to identify and optimize the air interface security of M2M for UMTS/LTE system
· to identify  and specify authentication and key agreement of M2M based on UMTS/LTE system

· to identify and optimize the application layer security 
· to identify and optimize device security for M2M devices, including device validation and remediation features

· to identify and optimize security for M2M gateways, including validation and access control of M2M devices
· to identify and specify the security optimization based on SA1’s common requirements and category specific service requirements
· the WID may include the optimization of impacts based on SA2’s architecture and message flows of  M2M
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