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1. Introduction 

In clause 5.3 of TS 33.328 v0.1.1, the subclauses 5.3.1 and 5.3.2 on Authentication and Authorization for SDES are currently empty. This contribution proposes text for them. 
2. Proposal 

We propose the following changes to TS 33.328 v0.1.1 (all marked using MS-Word revision marks in the following):


**********************START OF CHANGE***************************

5.3
Authentication and authorization
5.3.1 
Authentication and authorization for e2m protection using SDES
The only case of end-to-middle security specified in this version of the specification is end-to-access edge security. This implies that no other IMS nodes, apart from P-CSCF and IMS Access Gateway will terminate IMS media security. 
Authentication: 

The IMS UE and the P-CSCF rely on SIP signalling security to authenticate each other. This is consistent with the fact that the security of the use of SDES entirely relies on SIP signalling security, cf. clause 5.4.
The P-CSCF tells the IMS UE by an explicit indication, cf. clauses 7.2.1 and 7.3.1, that end-to-access edge security is provided, i.e. that the IMS UE shares the media keys with the P-CSCF and not with some other entity. Provided the IMS UE trusts SIP signalling security it can rely on this explicit indication for the following reasons: the IMS UE knows from registration that the P-CSCF is capable of e2ae security, and that such a P-CSCF will remove any such indication if inserted by another party, cf. clauses 7.2.1 and 7.3.1. 
The IMS UE and the IMS Access Gateway authenticate each other by means of implicit key authentication: the IMS UE believes that only the IMS Access Gateway can have the media keys to protect the media because it trusts the P-CSCF to give the keys only to the IMS Access Gateway. Similarly, the IMS Access Gateway trusts the P-CSCF that the keys are shared only with this IMS UE.
Authorization:

The IMS UE implicitly authorizes the P-CSCF and the IMS Access Gateway to perform e2ae security by indicating support for e2ae security during the registration in line with the UE’s policy, cf. clause 7.1.

Conversely, an IMS UE is always authorized to participate in e2ae security if the network policy allows e2ae security, cf. clause 7.1.
5.3.2 
Authentication and authorization for e2e protection using SDES
Authentication: 

The originating UE and the terminating UE rely on SIP signalling security to authenticate each other. This is consistent with the fact that the security of the use of SDES entirely relies on SIP signalling security, cf. clause 5.4.
In particular, under the assumption of secure SIP signalling, the originating UE can be assured that the media key it sent reaches only the intended recipient of the SIP messages, except in forking or re-targeting situations where also the endpoints to which the call is forked or re-targeted will see the media key sent by the originating UE. The terminating UE gets different degrees of assurance about the identity of the originating UE it shares a key with, depending on whether the originating UE resides in the same trust domain or not. If it does then the network can assert the sender’s identity to the terminating UE, otherwise there will be no such assurance. 
Furthermore, if both originating and the terminating UE are in IMS they know from the absence of indications relating to e2ae security that no IMS network node terminates IMS media security. If one of the UEs is outside the IMS there will be no such assurance.
Authorization:

The originating and the terminating UE implicitly authorize each other to engage in e2e security by sending SDES crypto attributes to each other. 
5.3.3 
Authentication and authorization for e2e protection using KM

User authentication and authorization shall be performed as described in Clause 6.2.3. 

The KMS can perform policy control regarding e.g. who is allowed to set up connections with secured media to whom. Other ticket features defined in MIKEY-TICKET [14] such as reuse of tickets, forking key generation and terminating side authentication can also be controlled by the KMS.  

Authorization of ticket requests to the KMS is based on an authenticated user identity carried in the request message.  The user may request a specific type of ticket but the KMS can control the actual settings in the issued ticket.

When the terminating side requests the KMS to resolve a ticket and return the keys to use, the KMS checks that the terminating user is authorized to resolve the ticket. This authorization is based on information about allowed recipients carried in the ticket and the authenticated identity of the requesting user in the request message. 

When user authentication is based on GBA, the IMS UE uses its GBA BTID [6] as authenticated identifier. The NAF-key identified by the BTID is used for protection of the message exchange.

Mutual authentication between initiating and terminating users is achieved based on trust in the KMS. The terminating side will be assured of the initiating IMS UE identity as its (KMS User) identity will be included in the ticket and ticket integrity will be verified by the KMS and reported. The initiator will get assurance about the identity of the terminating user when receiving the TRANSFER_RESP message. The message will include a token (IDmod) generated by the KMS which includes a (KMS User) Identity representing the entity requesting the KMS to resolve the ticket. As the resolve request is authenticated by the KMS, the initiator gets assurance about the terminating side (KMS User) identity. 

As the based solution only provides end-to-end security there is no need for control and policing regarding the scope of media protection. 

If there is a need in the network to detect that KMS based security solution is used it can be done by inspecting the SDP parts of the SIP signalling, in particular the key management lines (use of MIKEY-TICKET).
**********************END OF CHANGE***************************










