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************* FIRST CHANGE ***************

6.5
Handling of NAS COUNTs

Each separate KASME has a distinct pair of NAS COUNTs associated with it. It is essential that the NAS COUNTs for a particular KASME are not reset to the start values (that is the NAS COUNTs only have their start value when  a new KASME is created). This prevents the security issue of using the same NAS COUNTs with the same NAS keys, e.g. key stream re-use, in the case a UE moves back and forth between two MMEs and the same NAS keys are re-derived. 

The NAS COUNTs shall only be set to the start value in the following cases: 

-
for a partial native EPS NAS security context created by a successful AKA run, 

NOTE: The NAS COUNTs are not actually needed at the UE for a native context until it has successfully received the first NAS Security Mode Command for that security context.  The NAS COUNTs are not needed at the MME until it sends the first NAS Security Mode Command for that security context. It is up to an implemention whether to implicitly or explicitly have the NAS COUNTs for the security context set to 0 until the are needed. 

-
or for an EPS NAS security context created through a context mapping during a handover from UTRAN/GERAN to E-UTRAN, 

-
or for an EPS NAS security context created through a context mapping during idle mode mobility from UTRAN/GERAN to E-UTRAN.

The NAS COUNTs shall not be reset during idle mode mobility or handover for an already existing native EPS NAS security context.

The start value of NAS COUNT shall be zero (0).

The value of the uplink NAS COUNT that is stored or read out of  the USIM or non-volatile memory as appropriate  in the UE is the value that shall be used to send the next NAS message, 

The value of the downlink NAS COUNT that is stored or read out of  the USIM or non-volatile memory as appropriate  in the UE is one more than the largest downlink NAS COUNT that was in a successfully integrity protected NAS message, i.e. the value such that if the received downlink NAS COUNT in a message is greater than or equal to this value, the downlink NAS COUT will be considered to be fresh. 

The value of the downlink NAS COUNT that is passed between MMEs is the value that shall be used to send the next NAS message, 

The value of the uplink NAS COUNT that is passed between MMEs is one more than the largest uplink NAS COUNT that was in a successfully integrity protected NAS message, i.e. the value such that if the received uplink NAS COUNT in a message is greater than or equal to this value, the uplink NAS COUT will be considered to be fresh. 

************* END OF CHANGES *************
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