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Rationale:
The authentication of ticket in P-CSCF can prevent malicious user from forging and amending the ticket in its own favour. Moreover, it can also be seen as an early protection against DoS attack targeting to KMS or terminal.

In addition, in order to provide end-to-end protection to high-end user, the P-CSCF should not learn the master media key used by the users.

To this end, we need to separate ticket protection key into ticket authentication key (AK) and ticket encryption key (EK).  AK is known not only by KMS, but also P-CSCFs belonging to the same domain where the KMS locates, While EK, however, is only known by KMS to ensure the master media key is not known by curious signaling middle box. AK and EK are mutually independent, which means one cannot deduce EK from AK and vice versa.
The main purpose of the pCR is to give the key derivation architecture of ticket protection to satisfied above-mentioned requirement.
**********************START OF FIRST CHANGE***************************
B.3 The key derivation architecture for ticket protection

The key derivation architecture for ticket protection is illustrated in the following figure.


[image: image1.emf]Key ID …… RAND MPK, SALT,TGK,... …… …… MAC

EK

AK

KDF

encr_key

auth_key

identifies

KDF


Figure XX: The key derviation architecture for ticket protection

The Key_ID in a ticket is the identifier of the AK and EK pair, with which the KMS is able to retrieve the corresponding AK and EK.  AK and EK is mutually indpendent, which means that from AK there is no way to deduce the EK and vise verse. AK is used to derive the authentication key, while EK is used to derive the encryption key.   
The KMS maintains the table of triplets of Key ID, AK and EK. In order to enable the P-CSCF to have the ability to authenticate the ticket, the KMS needs to send the sub table of correlated Key ID and AK to each P-CSCF in a secure way defined by the principles of NDS/IP. 
Note:  The AKs, EKs are the keys stored in KMS, which are not the termpory authentication keys or encryption keys used per user, per session or per ticket, thus the collection of AK and EK is only a limited set of keys and it won’t cause any statefulness issue in KMS.  

As to the refreshness of AK, EK in KMS, it is open for ffs.
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Figure XX: AK is tranfered from KMS to P-CSCF
The KMS only needs to send the sub table of Key ID and AK to the P-CSCFs which belong to the same domain where KMS is located.   
************************END OF CHANGES***************************
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