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7.5.3.4 Answers to Questions Concerning Autonomous Validation 

This section presents the answers to the questions raised in section 7.5.3.1 as they apply to autonomous validation only.
1. Threat models /description of attacks and clean derivation of security features of validation from the threat model.
A detailed description of the threats and the derived validation security features is provided in section 7.5.3.3  Threat Analysis of Validation Methods. Security requirements for validation are listed which are derived from the threat models in section 5 of the present document.
2. Threat analysis with explicit relation to the different validation methods:
1. Which threats/attacks may be countered by autonomous validation? 
The following threats are partially mitigated: 6, 8, 16, 19, 20, 21, 22, 22, and 24. For more details, see section 7.5.3.3.1.
2. Which additional threats/attacks identified in identified in the present document may be countered by "explicit" (non-autonomous) validation, which are not caught by autonomous validation?

See Section 7.5.3.3.1 
3. Are there (other) existing countermeasures available for the threats identified in 2.2., which do not rely on validation?
The present document does not provide text that provides a direct mapping from threats (described in section 5) to countermeasures (described in section 6.3). Such a mapping can only be identified by combining the mappings from the threats to the requirements as described in section 6.1 and the mapping from the requirements to the countermeasures and how specific countermeasures are proposed to fulfil the requirements as described in Table 3 in section 6.3. 
The following is a result of the identification of the mapping between threats and countermeausres and how the countermeasures are proposed to fulfil the requirements that map to specific threats. For brevity, the mappings themselves are not replicated. Only findings arising from the identified mappings are shown below: 
1) Existing countermeasures are described in section 6.3 of the present document, which could be considered as alternatives to integrity checking and validation.
2) How the countermeasure 2 (TrE in H(e)NB) is already proposed, in the present document’s Table 3, section 6.3, to fulfil the requirements that map to threats 6, 7, and 8, in the present document (Table 3, section 6.3) are actually functions which would be embodied in some or all of the integrity checking and validation methods under study and so are not really alternatives to integrity checking and validation methods. Rather, they are requirements that make integrity checking and validation essential to implement how the countermeasure 2 is proposed fulfil requirements related to threats 6, 7, and 8. 
3) The ways that are proposed, again in Table 3, section 6.3, to fulfil the requirements that map to threats 16, 19, 20, 21, and 22, using countermeasure 2 (TrE in H(e)NB) are intended to be preventive measures, whereas integrity checking and validation would provide detection and recovery mechanisms for those threats.
4) For threat 24, there is no countermeasure proposed in section 6.3 that maps to address this threat, whereare validation would provide mitigation.
3. Specify the “open interfaces” for full vendor interoperability. This is common in 3GPP and shall allow implementation of H(e)NBs and NEs independently, based on specification only.

In AuV, the device integrity check is performed locally. In case of a successful integrity check, the device connects to the SeGW and attempts to authenticate.  The authentication procedure is then perfomed in the standard manner using IKEv2 as described in section 7.6 and therefore no additional interface are required.
1. What are the measurement values to be stored and transferred in a manner which is independent from a H(e)NB architecture and implementation?

In AuV, no information is transferredfrom the H(e)NB to the network.

However in AuV, the local integrity measurements are compared with trusted reference values. These trusted reference values are the digests of the SW and data components defined and generated by the manufacturer and stored in the H(e)NB. These are specific to each manufacturer and do not need to be specified in terms of standardization.
One aspect that could be standardized is the minimum level of acceptable security for the integrity check algorithm. For example, the trusted reference values must be computed using SHA-1 or equal or better algorithm.

2. What requirements apply to the transfer of information received from the H(e)NB as a result of validation  (transport over existing channels, binding of validation and authentication, etc.)?

In AuV, no information is transferred from the H(e)NB to the network.

4. Specify the procedures and architectures in the network which are necessary for full vendor interoperability.

AuV is a local function to the H(e)NB and does not require any additional network support for the procedure itself. If components of the H(e)NB are updated on the device, the trusted reference values for the components should also be updated on the device. Existing mechanisms from the manufacturer and/or the operator that support remote update of software of the H(e)NB can be reused to support remote update of the corresponding trusted reference values for the updated software. 
1. What are the possible reactions in SeGW or H(e)MS on this detailed information received from the H(e)NB as a result of validation in case of differences to the expected values?
In AuV, if the integrity measurement values differ from the trusted reference values then the device will not attempt to authenticate with the SeGW.

2. How is the expected set of information, e.g. the measurement values determined by Validation Entity, e.g. dependent on vendor, HW type, and SW version?
There is no validation entity for AuV and hence a PVE is not required. Since AuV is a local function to the H(e)NB, the set of measurement values and trusted reference values are specific to the manufacturer of the H(e)NB.

3. Where do the reference values used by the Platform Validation Entity come from (push by vendor, pull by MNO, ...)? What is the needed from the infrastructure to support this?  (Network elements, interfaces)?

In AuV, no network entity such as a Platform Validation Entity exists.

4. What are the relations to existing and proposed  H(e)NB S/W distribution methods and channels included in TR069 (e.g. for H(e)MS based update of H(e)NB SW)?
TR069 provides for mechanisms to update software for CPE equipment. This protocol may be used to update the SW in a similar manner to CPE.

5. Describe remediation methods and their security implications.

Currently AuV does not support remediation.  If the option to support remediation as proposed by InterDigital is considered then the following may be considered.  AuV-only capable devices implement a secure start-up which allows the device to perform device authentication procedures if and only if local device integrity verification is successful. If any of the components fail their integrity check, the device shall be considered as having failed its integrity check.  However, by the use of immutable FBC, the device may contact a designated H(e)MS to indicate the device is in distress and optionally facilitate device remediation.

The FBC should at least include functionality for the H(e)NB to send a ‘distress signal’ to a pre-designated H(e)MS in case of integrity verification failure of either the TrE or the normal code image of the H(e)NB, and for that H(e)MS to receive such a distress signal. Optionally, the FBC may also include functions necessary to receive a full software update of the normal code image exluding the TrE from the CN.  This can be achieved by FBC supporting the TR069 protocol. The following flow diagram illustrates the mechanism.
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Figure 1 Distress Indication and Optional SW Update Protocol

1. Upon detection of a device integrity verification failure, the H(e)NB reboots with the FBC and initiates a TCP connection to the pre-designated H(e)MS server.

2. SSL initiation is performed and/or TLS is setup.

3. H(e)NB then sends the H(e)MS a RPC Inform method to indicate that the device has failed integrity check and requires maintenance. The following contents could be considered. 

· Device ID: This is a structure containing the following fields

· Event:  A new Event code could be defined to indicate that the device is in distress. 

· CurrentTime: The value of the current date and time known to the H(e)NB.

Steps 4 through 7 can be performed optionally to facilitate a remote software update.

4. The H(e)MS then invokes the RPC method Download and provides the URL of the firmware.
5. The H(e)NB connects to the FTP file server and downloads the software image, new TRVs and the Device Configuration Data Sheet.

6. Upon successful completion of the download a DownloadResponse with Status argument indicating success/failure status is sent. 

7. After a successful DownloadResponse, the H(e)MS then invokes a Reboot procedure in the H(e)NB.  

The interfaces for  AuV remediation are based on TR069 (using HTTP(S) on TLS/SSL) protocol.  No new open interfaces are required to support remediation.  Updates to support distress signal handling can be absorbed into the the TR069 protocol. 
1. What remediation methods (repairing, re-loading of SW in secure way, etc.) are possible on a suspected compromised device?

Currently AuV does not support remediation. If the option to support remediation as described above is considered then the following approach may be considered for a compromised device.

For the basic option when a distress signal is sent to the H(e)MS, the H(e)MS will need to schedule maintenance to be carried out on the H(e)NB. For the optional enhancement, where a FBC is able to update the normal code excluding the TrE, the H(e)MS may provide a SW code update for the H(e)NB and thus remotely service the equipment.

2. How do validation reporting methods assist the remediation from (suspected) compromised state of H(e)NB?

In case of AuV, a minimal reporting method of sending a distress signal to the HMS is suggested, which triggers a maintenance process.

6. What is the trade-off between added security and cost / complexity (cost / benefit trade-off) between countermeasures and effort?

The security and other benefits conferred by the Autonomous Validation (AuV) against a system that does not employ AuV but employs other non-validation countermeasures are described in the Threat Analysis section 7.5.3.3. 

If AuV is not employed, the TrE, which is listed as Countermeasure 2, then cannot be made trustworthy using device integrity checking and validation processes. Rather, such a TrE must be implemented as a closed environment which could be trusted only because of its closed nature. Such an H(e)NB system with a closed TrE is used as the baseline for the trade-off analysis given below. 
Against such a system, a system that has AuV (and a TrE that depends on and utilizes the functionality of AuV) would imply the following costs and benefits.

	Entity
	Cost
	Benefits

	H(e)NB system with closed TrE w/o integrity checking and validation
	· N/A (this is the baseline)
	· N/A  (this is the baseline)

	H(e)NB system with TrE that is:

1) integrity-checked by a RoT, and

2) checks the integrity of other components of the H(e)NB


	· Large decrease in maintenance and personnel costs, due to the reduced need to have onsite physical maintenance for some types of failure
· Potentially large decrease in platform costs, since a H(e)NB system that uses a TrE backed  up by AuV:
1) Does not need to be implemented in a large, closed platform
2) Does not need to execute all firmware within a large, closed TrE, to become trustworthy 

· Small increase of complexity/cost due to implementing integrity checking (done by the RoT to the TrE, and by the TrE to the rest of the H(e)NB), 

· Small increase of complexity/cost due to the need to provision the Trusted Reference Values (TRV) on the device. 
	· Ability to make the TrE a very small entity

· Ability to easily change /upgrade software and still assure trusted operation

· Ability to detect any modified component

· Ability to protect the  network from access by H(e)NBs with compromised components, by binding authentication to validation


Additionally, the trade-off analysis  for the proposed device distress indication is outlined in the table below.
	Entity
	Cost
	Benefit

	Core Network


	· Minimal H(e)MS fucntionality to handle distress signal information
	· Ability to put a compromised device in a black list
· Optional remote remediation reduces frequency of costly onsite maintenance procedures

	H(e)NB


	· Small immutable FBC to support distress signal transmission to designated H(e)MS
· Optionally additional functionality to support full normal (excluding TrE) code update
	· Notifies CN that device is in distress
· Optional ability to support replacement of  compromised normal code
· Reduces need to have onsite physical maintenance for some types of failure
· Ability to address an integrity check failure that may occur due to a mis-match between a code version and its TRVs even if the code itself is not compromised


Table 1 Distress Indication Cost Benefit Analysis
End of Modified Sections
�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to  � HYPERLINK "http://www.3gpp.org/specs/specs.htm" �http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" �http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm" �21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm" �21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





_1314798327.vsd
H(e)NB


H(e)MS


1. Device Integrity Check Fails
2. H(e)NB reboots with FBC


1. Open TCP connection


2. SSL Initiation


3. Inform (Distress Signal)


4. Download


6. Download Response (Success)


7. Reboot


FTP Server


5. HTTP/HTTPS download from download URL OR FTPS session to FTP Server


Optional


Reboot


Install Software and TRVs



