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7.5.3.3    Threat Analysis of Validation Methods
The following sections details the threat analysis study of various validation methods under consideration.  The analysis includes security requirements, threats and countermeasures, and a conclusion section.
7.5.3.3.1 Security Requirements for Validation

Threats which could be mitigated by one or more of the validation techniques under consideration are as follows (extracted and summarised from section 5):

6. “The booting process of the H(e)NB shall be additionally secured by cryptographic means.” 
The stages of validation involve verification of a data authentication pattern, e.g. a signed hash, on the blocks of code to be verified.

7. “Software updates and configuration changes for the H(e)NB shall be cryptographically signed (by operator or H(e)NB supplier) and verified configuration”. 
Validation involves verification of a data authentication pattern, e.g. a signed hash, on the blocks of code to be verified.

13. “H(e)NB should be run with minimized network services (disabled or firewalled), and test[ed] regular[ly] for a securely verifiable system state.” 
Validation can verify the executable firewall code and firewall settings if the latter are embedded in the code block to be verified.

17. “It shall not be possible to override the operator’s policy at a H(e)NB.” 
Validation verifies the executable code which ensures that this is the case.

29. “OAM server and/or operator network should be able to assess the trustworthiness of the H(e)NB’s state and its capabilities for secure communication with OAM.” 
Validation provides a means of verifying the state of executable code blocks in the H(e)NB.

31. “The H(e)NB SeGW or other network entity in CN should obtain the related profile information to check whether the H(e)NB can access the network.”  
The mitigation for corresponding threat (28) says “……CN…..can obtain the related profile information, e.g….. the status information of the H(e)NB, to check whether a H(e)NB can access the network when it attempts to access the network”. Validation can provide the CN with the state information.

7.5.3.3.2 Threats and Counter-Measures
The following table shows the mapping of the relevant security requirements, listed above, onto countermeasures and how those counter-measures are mapped onto threats. This analysis, see the right-hand column of the table, thus produces the list of threats which can potentially be mitigated by validation. Even though the cross-referencing of CMs to threats also throws up threats 1, 5, 15 and 27, they have been omitted from the table, because validation is not relevant to them.

	SECURITY REQUIREMENT
	ASSOCIATED COUNTER MEASURES
	THREAT(S) ASSOCIATED WITH THE CMs

	6, 17
	CM2
	2, 3, 4, 6, 7, 8, 9, 10, 12, 18, 19, 21, 23, 28

	7, 29
	CM6
	7

	13
	CM1
	4, 12, 14, 16, 17

	31
	none
	28


The associated countermeasures (CMs) are listed below for convenience. The threats are not listed, for reasons of brevity.

CM1 
Mutual authentication and Security tunnel establishment mechanisms
CM2 
TrE of H(e)NB
CM6 
Security mechanisms for OAM
CMs 1 and 6 are preventive measures that are not related to validation, so validation provides a complementary CM which detects an attack if the existing CM fails. 
CM2 is strongly related to validation. 
In the case of threat 28, no CM is recommended, so validation can fill that void.

7.5.3.3.3 Analysis and Conclusions
7.5.3.3.3.1   Autonomous Validation

1. AuV can be employed as a counter-measure for threats 2, 3, 4, 6, 7, 8, 9, 10, 12, 14, 16, 17, 18, 19, 21, 23, 28
2. For threats 4, 7, 12, 14, 16, 17, 28, counter-measures are described in the section 5 which do not involve validation. However, those counter-measures are preventive measures. If the counter-measures fail, then AuV, in accordance with good security practice, provides methods for detecting the attack in the H(e)NB.
3. For threats 2, 3, 4, 6, 7, 8, 9, 10, 12, 18, 19, 21, 23, 28, a counter-measure is described which would be part of AuV.
4. For security requirement 31, no counter-measure is recommended but AuV can provide a counter-measure relevant to that threat.
7.5.3.3.3.2   Semi-Autonomous Validation (in comparison to AuV)
1. Compromises to components that can cause the identified threats can be detected by both AuV and SAV. However, SAV also provides a method for the CN to be informed of the attack with more fine grained information.
2. AuV does not include any mechanisms for the H(e)NB to recover from a detected attack, nor for the network to discover that an attack has been detected, since detection of an attack results in the H(e)NB being unable to access the network. SAV includes mechanisms for the network to discover that an attack has been detected, to make the decisions as to whether to block or allow network access and for the H(e)NB to recover from an attack by being remediated by the network.

3. The extra features of SAV are achieved at the expense of deploying a PVE (Platform Validation Entity) in the CN. The complexity of the PVE can be kept to a manageable and affordable level, as is discussed elsewhere. The cost of the PVE is offset by the cost savings in reducing the effort required to manually remediate a faulty H(e)NB.
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