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This contribution provides the description which entity could generate an asymmetric key pair {PrKTRE, PuKTRE}. If TRE supports generation for asymmetric key pair, the key pair {PrKTRE, PuKTRE} could be generated by TRE.
**** Start of changes ****

B.2.2
Establishing Initial IP Connectivity

B.2.2.1
Manufacture pre-credential installation phase

During manufacture, a TRE is initialized with an asymmetric key pair {PrKTRE, PuKTRE}, additionally corresponding certificate signing request is created. The asymmetric key pair {PrKTRE, PuKTRE}could be generated by TRE supplier or TRE itself.  In this architecture it is assumed that the TRE supplier assumes the role of the PVA, i.e., the TRE supplier certificate, denoted CertPVA, is trusted by all parties. The SHO has securely obtained the necessary keys (PVA certificate, CertPVA), however, the means for the secure transmission is out of scope in the present study. Hence, the TRE Supplier creates the TRE certificates CertTRE, by signing the certificate requests with the private key corresponding to CertPVA,. The certificate is inserted into the TRE, together with the corresponding key pair. Additionally, the certificate of the RO, also called SHO[0] or current SHO, is installed as a trusted root certificate, the certificate is denoted CertSHO[0].

NOTE 1:
To simplify the manufacture procedure, alternatively, secure push can be used to authenticate the RO. In such implementations, the requirement to install the CertSHO[0] in the TRE is removed. The use of secure push would be contractually agreed between the RO and the M2ME/TRE manufacturer to reduce the requirement on support of secure push for all M2MEs. 

In the TRE, necessary algorithms for key derivation are installed, the TRE is also assumed to have an identity denoted by TRE_id. Hence, {PrKTRE, CertTRE,, CertSHO[0], TRE_id} is available inside the TRE after manufacture time.

NOTE 2:
To improve the security it might be beneficial to create two asymmetric key pairs, replacing PrKTRE above, one used for signatures, and one used for encryption.
Depending on business agreements, either the TRE Supplier or the RO creates a set of unique network-access credentials for the TRE including network-access credentials {PCID, K}. The credentials are shared between the TRE manufacturer and the RO such that they can be inserted in the ROs HLR/AuC resp. HSS, and into the TRE by the TRE manufacturer. 

NOTE 3:
The current SHO (the RO at this stage), needs to be able to map a TRE_id to a subscription to enable operator change.

The M2ME is purchased and delivered to the M2M subscriber. On delivery, {TRE_id, CertTRE, SHO_id} is given to the M2ME Subscriber, where SHO_id denotes the identity of the current SHO, i.e., SHO[0], i.e., the identity of the RO.
**** End of changes ****

