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	1st Modified Section


 7.2.4a
Algorithm negotiation for unauthenticated UEs in LSM

UEs that are in limited service mode (LSM) and that cannot be authenticated by the MME (for whatever reason) may still be allowed to establish emergency calls by sending the emergency attach request message. It shall be possible to configure whether the MME allows unauthenticated UEs in LSM to establish bearers for emergency calls or not. If an MME allows unauthenticated UEs in LSM to establish bearers for an emergency call, the MME shall for the NAS protocol use EIA0 and EEA0 as the integrity and ciphering algorithm respectively.

If the MME allows an unauthenticated UE in LSM to establish bearers for emergency calls after it has received the emergency attach request message from the UE, the MME shall:
UE and MME share no security context
-
Select EIA0 and EEA0 as the NAS algorithms and signal this to the UE via the NAS security mode control procedure when activating the EPS NAS security context.


-
Set the UE EPS security capabilities to only contain EIA0 and EEA0 when sending these to the eNB in the

-
S1 UE INITIAL CONTEXT SETUP
-
S1 UE CONTEXT MODIFICATION REQUEST
-
S1 HANDOVER REQUEST
NOTE: As a result of that the MME only sends a UE EPS security capability containing EIA0 and EEA0 to the eNB when selecting EIA0 for NAS integrity protection is that the eNB is only capable of selecting EIA0 for AS integrity protection and EEA0 for AS confidentiality protection. That is, if EIA0 is used for NAS integrity protection, then EIA0 will always be used for AS integrity protection.

UE and MME share a current security context

· Continue to use the current EPS security context if AKA fails during emergency bearer establishment and a current EPS security context already exists. The purpose of this is to allow the use of an already existing, previously established EPS NAS security context for the emergency call if the MME fails to authenticate the UE 
If the UE is in LSM, and if the UE have indicated to the MME that it wishes to set up bearers for an emergency call, and if the UE does not share a  current security context with the MME, then the UE shall accept a NAS Security Mode Command selecting EIA0. The UE shall under no other cirumstances accept a NAS Security Mode Command selecting EIA0.
If the MME has selected EIA0 as the NAS integrity protection algorithm, the UE shall accept selection of EIA0 as the AS integrity protection algorithm. Selection of AS integrity protection algorithm happens via the AS security mode control procedure or via a handover command. The UE shall under no other cirumstances accept selection of EIA0 as the AS integrity protection algorithm.

NOTE:
A Rel-8 eNB that is the target eNB of a handover, where EIA0 is the only integrity protection algorithm in the UE's EPS security capabilities, rejects the handover since the eNB does not support EIA0.

	2nd Modified Section


15.2.2
Security procedures not applied

For an emergency attached UE, i.e. for UEs that have only emergency EPS bearers established, there is no NAS level security, since the UE cannot be authenticated.

As defined in TS 23.401 [2] and as a serving network option, emergency calls may be established in limited service mode without the network having to apply ciphering or integrity protection for either AS or NAS. 

The following are the only identified cases where the "security procedure not applied" option may be used:

a)
Authentication is impossible because the USIM is absent;

b)
Authentication is impossible because the serving network cannot obtain authentication vectors due to a network failure and the MME does not share a current security context with the UE;

c)
Authentication is impossible because the USIM is in limited service mode in the serving network (e.g. there is no roaming agreement or the IMSI is barred, etc.);

d)
Authentication is possible but the serving network cannot successfully authenticate the USIM, and the MME does not share a current security context with the UE. 

If the ME receives a NAS SMC selecting EIA0 (NULL integrity) for integrity protection and EEA0 (NULL ciphering) for encryption protection, then:
- the ME shall mark any stored native EPS NAS security context on the USIM /non-volatile ME memory as invalid; and 

- the ME shall not update the USIM/non-volatile ME memory with the current EPS NAS security context. 

These two rules override all other rules regarding updating the EPS NAS security context on the USIM/non-volatile ME memory, in this specification.

	3rd Modified Section


15.2.3.1
UE and MME share no security context

If the UE is not yet authenticated and while the UE is trying to setup an emergency call the AKA authentication failed, the UE shall ignore normal (non-emergency) post-authentication failure procedures and shall wait for a NAS SMC command to set up an unautheticated emergency bearer. If the serving nework  policy supports unauthenticated emergency calling in LSM, only then the MME shall support unauthenticated emergency bearer setup. In this case, the behaviours of the UE and the MME are as described below.

UE behavior: 

After sending EC Indication to the serving nework the UE shall know of its own intent to make an Emergency Call. 

- Upon successful AUTN verification, the UE shall send User RES to the MME and shall start waiting for the NAS SMC from the MME.
- Alternatively, upon AUTN verification failure, the UE shall send Authentication Failure message (see TS 24.301 [9]). to the MME. The confluence of the EC Indication and the Authentication Failure messages will position the UE to expect NAS SMC selecting EEA0 and EIA0 algorithms from the MME.

MME behavior:

After receiving EC Indication from the UE the MME will know of that UE’s intent to make Emergency Call. 
- If MME does not receive IMSI of the UE, the MME shall send NAS SMC with NULL algorithms to the UE.
- After the unsuccessful comparison of RES to XRES, i.e. AKA failure, the MME shall send NAS SMC with NULL algorithms to the UE.
-  After the receiving of both, the EC Indication and the Authentication Failure messages, the MME shall send NAS SMC with NULL algorithms to the UE.
The UE and MME behaviour above describes the case when the serving network has a policy supporting unauthenticated emergency calls. On the other hand, if the serving network’s policy does not allow unauthenticated emergency calling in LSM, the MME shall reject the unauthenticated emergency bearer setup request from the UE.
	End of modifications

























































































