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This contribution adjusts the requirments specified in TR 33.828. 
Proposal:
Approve the changes proposed. 

**********************START OF 1. CHANGE***************************

5.4
Security
3GPP Requirements:
1. It shall be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on access network interfaces and access network nodes.

2. It should be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on core network interfaces and at core network nodes. Depending on the use case, the degree of protection against these threats provided for IMS user traffic shall be equal to or higher than that provided for IMS 
ignalling traffic.
NOTE 1: 
It should be considered whether SA3 could relax this requirement so that the decryption key could be revealed to IMS network elements and on some core network interfaces. 
3. The level of security provided should satisfy operators and the most important user categories, whilst at the same time satisfying applicable lawful interception requirements. If this level of security is insufficient for high security user groups, an enhanced solution may be additionally provided.

4. A key management solution shall prevent a party engaging in a key exchange with a spoofed user identity (i.e. IMPI/IMPU) without being detected.

IETF Requirements:

5. A solution MUST provide protection against passive attacks.
6. A solution SHOULD consider active attacks (ffs).
Comment: A 3GPP solution shall provide protection against active attacks on access network interfaces and access network nodes. It should also be possible to protect against active attacks on core network interfaces and at core network nodes. Depending on the use case, the degree of protection against these threats provided for IMS user traffic shall be equal to or higher than that provided for IMS signaling traffic.

NOTE 2: 
Active attacks at core network nodes may be mitigated by measures, such as e.g. hardening, local access control, provided independently of a media plane security solution. This would allow simple key management solutions to be adopted where the sender generates the end-to-end key and sends it to the receiver in SDP according to e.g. RFC4568.
7. A solution MUST be able to support Perfect Forward Secrecy.
Comment: Perfect Forward Secrecy requirement is relaxed in a 3GPP network. It is desirable to have a solution able to support Perfect Forward Secrecy in a 3GPP network. 
8. A solution MUST support algorithm negotiation without incurring per-algorithm computational expense.
9. A solution MUST support multiple cipher suites without additional computational expense.

**********************END OF 1. CHANGE***************************

**********************START OF 2. CHANGE***************************

5.10
Other requirements

3GPP Requirements:
10. A solution shall support the possibility to protect RTP-based IMS user plane traffic.

11. A solution shall support the possibility to protect non RTP-based IMS user plane traffic as well as application layer messages, e.g. SIP MESSAGE. In case it turns out that a single solution may lead to undue complexity or delay in standardisation and/or deployment, it may be acceptable to standardise more than one solution. If multiple solutions are standardised, then they shall be defined within a single framework.

NOTE 1: 
An example use case for this requirement is Message Session Replay Protocol (MSRP) RFC 4975.

NOTE 2: 
Even though in the example of SIP MESSAGE a signalling message is used for transport, it can still be regarded as being part of the media plane since it carries user content and may need similar protection, e.g. confidentiality, as RTP and MSRP. 

12. VOID
13. The media security solution should not require user intervention. It may, however, allow a certain degree of configurability and may support the indication of the security level of a session.
NOTE 3: 
Some key management solutions require user intervention in the sense of reading aloud an authentication string to the other endpoint. This may be an inconvenient user experience, especially for elderly or disabled persons.
14. A party shall have the possibility to get assurance about the identity of any other party in the session when the party joins a point-to-point session.
Editor’s Note:
In particular, is necessary to give the calling party assurance about the identity of the responding party (after forking, etc.). It is explained in clause 7.3.2.2 and 7.1.4.4.5 how IMS mechanisms can be used to satisfy this requirement in certain scenarios. The details of the requirement are ffs. The corresponding requirements in the case of a point-to-multipoint session are ffs.

15. A calling party shall have the possibility to stay anonymous towards any called parties in the session.

16. The user should be able to access information about the scope of protection (end to access edge, end-to-middle-to-end or end-to-end), applied security level (if needed). It should also be visible if any non-IMS operators are involved in the session set-up. This should be balanced against the usability of such a feature and complexity of realisation.
17. It should be possible to configure the terminal to give a visible or audible warning when security is not according to a policy defined by the user.
18. A key management solution shall support deferred delivery of media. In case it turns out that a single solution also supporting deferred delivery may lead to undue complexity or delay in standardisation and/or deployment, it may be acceptable to standardise more than one solution. If multiple solutions are standardised, then they shall be defined within a single framework.

19. Void.

**********************END OF CHANGES***************************














































