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1. Introduction

This contribution clarifies the term "absolute time" in TS 33.320.

2. pCR

The term "absolute time" is used, but has not been defined in the current TS.  This contribution ties it back to the use and definition to TR-196, where it refers to reference time in UTC. Section A.2.1 Table 9 of TR-069, refers to "date Time" as absolute time that MUST be expressed in UTC.  ”Relative time” is the other option offered by TR-069 in case "absolute time" is not available.  The use of "relative time" is unacceptable for H(e)NBs.  

The following pCR is against 3GPP TS 33.320 V0.2.0 (2009-07).

**************************** start of first change *******************************

8.3.4 TR-069 protocol profile
For the management of the H(e)NB by the H(e)MS, the CPE WAN Management Protocol TR-069 [15] shall be used with the following restrictions and extensions:

-
SSL 3.0 shall not be used as it is outdated.

-
At least TLS 1.1 [16] shall be supported. TLS 1.2 [17] should be supported.

-
Shared-secret-based authentication between H(e)NB acting as CPE and H(e)MS acting as ACS shall not be allowed. Only certificate-based authentication shall be allowed.

-
The use of TLS to transport the CPE WAN Management Protocol shall be mandatory.

-
The H(e)MS URI shall be specified as an HTTPS URL.

-
The support of TLS cipher suite RSA_WITH_RC4_128_SHA shall not be mandatory. This TLS cipher suite shall not be used.

-
The support of TLS cipher suite RSA_WITH_AES_128_CBC_SHA shall be mandatory.

-
The H(e)NB acting as CPE shall not be obliged to wait until it has accurate absolute time before it contacts the H(e)MS acting as ACS.
Note:  The term "absolute time" refers to UTC and its use is consistent with its definition and use in the sections on "Use of SSL/TLS and TCP and on Data Types" in TR-069 [15].
-
If the H(e)NB contacts the H(e)MS without having the accurate absolute time, it shall not ignore components of the H(e)MS certificate that involve absolute time.

-
The support for H(e)NB authentication using client-side (CPE side) certificates shall be mandatory.

-
The H(e)NB acting as CPE shall be authenticated to the H(e)MS by the globally unique H(e)NB identity contained in the H(e)NB certificate. The exact format of the TLS client certificate is specified in the applicable clause in this document.

NOTE:
This profile is intended to be consistent with the TLS profile in Annex E of TS 33.310 [7].
**************************** end of changes ***********************************
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