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1. Overall Description:
SA3 would like to thank CT1 for their LS on early media in forward direction.  
2. Answer to action on SA3

CT1 asked SA3 to indicate whether there are any security impacts in allowing early media from the network towards the terminating UE. 

SA3 would like to respond as follows:

SA3 sees a potential conflict of early media with end-to-end IMS media plane security, irrespective of the source (network or UE) or destination (originating or terminating UE). The reason is that a UE having sent or received an SDP offer indicating SRTP as transport will not expect to receive clear-text media sent using RTP as transport, and, hence cannot correctly render the early media, which SA3 assumed to be sent in clear text. 
It was also mentioned at the SA3 meeting, that the above conflict with end-to-end IMS media plane security would apply to customized ringing signal and announcements as well.
SA3 would also like to point out that there may be other security issues related to customized ringing tones, apart from end-to-end IMS media plane security. One issue mentioned was privacy. A more detailed analysis of these other security issues is expected to be available at SA3’s next meeting. 
2. Actions:

To CT1 group.

ACTION: 
SA3 asks CT1 to take the above answers into account in their work and keep SA3 informed about any suggestions or solutions regarding the use of early media and announcements in the context of IMS media plane security. 
3. Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #57
16-20 November 2009
Dublin, Ireland
TSG-SA WG3 Meeting #58
1-5 February 2010

TBD
