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1. Introduction

This commenting contribution handles the topics brought forward in section 3.4 of S3-091615 on “How the eNB validates SeGW’s certificate”.
Instead of requiring the authentication of the operator network during enrolment process, the reasons for such authentication are analysed. The influence of the network authentication on the security level of the complete enrolment process is discussed, and a variant proposed where only the eNB is authenticated by the network.

2. Background

Section 3.4 of S3-091615 on validation of the SeGW certificate by the eNB essentially covers the authentication of the network side to the eNB in the process of enrolment of the eNB to operator PKI. This requires some trust anchor in the eNB to perform this validation. The contribution describes that it is not wanted to do any pre-provisioning of operator root certificates, neither in the factory, nor on-site during the installation process of the eNB. The contribution proposes to introduce cross-certification between manufacturer and operator, which introduces additional operating complexity.
The contribution S3-091615 implicitly assumes that for the security of the certificate enrolment process the authentication of the operator network is necessary. But there are no reasons given for this assumption. This commenting contribution discusses the underlying threats and risks, and discusses a trade-off between added risk and added complexity for network authentication during the enrolment process.
The following text does not refer to any involvement of SeGW, as from security point of view a direct connection of the eNB to the RA/CA of the operator is equivalent. Comments on the architecture are given in another commenting contribution (S3-091770) and not discussed further in this commenting contribution.
3. Threats and Risks for enrolment process

This section discusses the threats and risks which apply to the certificate enrolment process of eNBs to operator PKI.

3.1 Authentication of RA/CA to eNB
The authentication of RA/CA to eNB shall ensure that the eNB does not enrol with the PKI of a network it should not connect to. If such authentication is not performed, the eNB will accept a certificate response also from other RA/CAs.
How can this happen?

· A fake RA/CA address is given to the eNB, and as result the eNB connects to a fake RA/CA. If the fake RA/CA possesses the vendor root certificate (which is not distributed to the wide public, but may be available), it can verify the eNB identity. If the fake RA/CA does not have access to the vendor root certificate, it still may accept the eNB without performing a local verification step. In both cases the eNB receives a fake certificate. In the following the eNB cannot connect to the intended operator network, but only to a fake SEG and fake network.

· The connection to RA/CA is intercepted and diverted to a fake RA/CA. This resembles the threats above and has the same consequences.

All scenarios lead to the situation that the eNB cannot connect to the intended network. In some cases the eNB may connect to some fake network. The following lists the possible threats;
· If the eNB does not connect to the intended operator network, this constitutes a DoS for the intended location of the eNB.

· Any operation of the eNB when connected to a fake network requires that the fake network also provides the management infrastructure to configure the eNB correctly. In addition, if the eNB should be operable to support contact with UEs, then some MME and potentially other core network functionality has to be provided. This has to be considered when looking at the following threats.
· Lure UEs to this eNB, distracting them from real eNBs and thus (a) preventing them from communication, and/or (b) acting as IMSI catcher.

· Configure the hijacked eNB to act as source of interference (e.g. jammer) to other networks.

· Try to let the UE connect to the fake network. As the UE authenticates the network, the UE will not establish connection except if the fake network has connection to the home network of the UE.

· This would either require that the fake network has a roaming contract with the home network, which makes it to a visiting network. This is very unlikely, as (a) the home operator will have roaming agreements with reliable operators only, and (b) this could also happen also with a genuine eNB of the visiting network.
· Otherwise, the hijacked eNB cannot establish a security context with the UE.
(The case that some fake network has direct access to the core network of a valid mobile operator should be excluded from this discussion, as this case is not restricted to “hijacking” of an eNB, but allows a plethora of other and easier attacks).
Discussion of the threats:
· The DoS caused by hijacking of eNBs is detected easily in the operator network, as the eNB does not connect to the operator network at a time when it was supposed to. This event will trigger a request to the vendor or third party installation service to clarify the case.
This case never causes any interference with other eNBs/networks, and also does not endanger integrity and confidentiality of any communication within the network or between UEs and the network.
· For all other threats the following applies:

· Operation of the eNB requires basic functional and management capabilities in the fake network. This restricts the attack to sophisticated attackers who are also willing to spend a certain effort.

· Even if basic core network functionality is provided by the attacker, then the threats can also be performed with any other eNB, be it acquired legally or illegally. These attacks do not rely on interference with the enrolment of a specific eNB. In particular, an attacker has to interfere with the enrolment process at exactly the time the installation happens, thus the usage of some eNB acquired in another way may be more attractive to the attacker.
· Jamming of other networks does not even require an operable eNB, but can be achieved by many other means.

· Mis-configuration of a hijacked eNB cannot have influence on other networks, as after enrolment and subsequent configuration the eNB will only connect to the fake network, but will not start a second enrolment with other networks as we assume that enrolment credentials can be used only once.

3.2 Authentication of eNB to RA/CA
This authentication is not the topic of this commenting contribution. It is, of course, required and, in our view, covers all important risks associated to PKI enrolment.

This authentication ensures that only intended eNBs can enrol to the operator PKI, and thus also connect to the operator network later on. There is no risk that an eNB of another vendor or a fake eNB may connect successfully.

4. Issues with cross-certification

The original contribution S3-091615 proposes to introduce unilateral cross-signing of operator certificates by vendors as solution for customer-independent configuration of eNBs while at the same time allowing authentication of the operator network. This solution has the following properties:

· It requires a secure channel between operator and vendor to ensure that only authorised cross-signing requests are handled.

· If some problem arises within the operator domain with the CA whose certificate was cross-signed, the operator has to inform all vendors who did cross-certification to revoke this cross-certificate.

· Still cross-certification does not allow the eNB to authenticate one specific operator. The information available to the eNB (provided with the (root) certificate of the vendor cross-signing CA) is only, that the RA/CA belongs to one of the customers of the vendor. The eNB can only verify the certificate chain up to the vendor root certificate, but cannot validate the identity of RA/CA as it is not pre-configured to a specific operator. This would give all customers of that vendor the possibility of hijacking an eNB. This introduces hidden trust relations, as an operator is probably not aware of all other customers of his different vendors.
5. Conclusion

The above analysis shows that the omission of the network authentication does not introduce any major risk for the operator network and the customers of the operator. On the other hand, pre-configuration of the eNBs for a certain operator in the factory or on site is not favoured. Thus network authentication on enrolment requires complex and/or only moderately secure steps, e.g. cross-signing of operator certificates by vendors, or manual on-site certificate provisioning by service personnel. Evaluation of the trade-off leads to the following proposal.
6. Proposal

It is proposed to include the variant of eNB enrolment based on eNB authentication to operator network only in the backhaul link security solution.
CMPv2 includes this scenario, as it
· makes only the authentication of end entities (EE) mandatory, but not of RA/CA,
· provides protocol flows for this scenario within RFC 4210, e.g. according to Annex E.7, and
· allows also the transfer of the operator root certificate in an extra field of the certificate response message.
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