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Support for backhaul security
1
On Algorithm Profile
Given that the use of CMPv2 has been proposed to provide better scalability and expedience as well as reduce the amount of manual administration in deployment of large number of eNBs, the use of shared secrets in the eNB certificate enrollment is strongly discouraged as this will require set up and configuration of shared secrets for a large number of eNB within those eNBs as well as within the RA/CA (the other parties in CMPv2 protocol exchange). Experience in systems deploying large number of devices requiring shared secrets (e.g. RADIUS client) has shown that the administrators/ installers tend to opt for using the same single shared secret for a large number of devices and this clearly defeats the purpose of messaging integrity protection.

The proposal is: 

1) CMPv2 initial request/ certificate requests shall only use Pre-provisioned certificate and public/ private key for the purpose of integrity protection of CMPv2 messages when required. For the purpose of simplying the CMPv2 profile, shared key based methods such as PasswordBasedMAC shall not be allowed or shall be discouraged.
2) Given that NE certificates are issued for RSA key pairs (section 6.1.3 and 6.1.4 of 33.310), creation of additional key pairs (such as DSA key pairs) shall not be required, specially given the weak cryptographic properties of DSA 1024 bit keys. Only RSA key pairs of size 2048 bits and SHA256 shall be allowed for the purpose of message integrity protection, thus SHA256WithRSAEncryption shall be used for the profile.

3.1 On proof of Possession
The “signature” option for ProofOfPossesion shall be the only method of proof of possession for the following reasons:
1) If the same key pair is used for both signature as well as key encipherment, then only one proof of possession is required for the private key without the need for providing proof for each key usage. Given that digitalSignature is a common key usage for both NE, TLS client as well as SEG public/private key pair/ cetificates. RFC 4210, states that "If a key can be used for multiple purposes (e.g., an RSA key) then any appropriate method MAY  be used." Furthermore, it states “For example, an end entity wishing to have a signing key certified could send the appropriate signature to the RA, which then simply notifies the relevant CA that the end entity has supplied the required proof." 

2) Adding other proof of possession methods makes the CMPv2 profile unnecessarily complicated and difficult to implement, as it requires implementation of POPOPrivKey for keyEncipherment and keyAgreement usages, while 091614 only provides POPOSigningKey definition. Furthermore, popdecr (CMP message type 6) will not be required if only POPOSigningKey option is used.
3) Providing proof of possession for encryption keys (keyEncipherment) may be done either in a direct (sending the private key to CA) or indirect (asking CA to send an encrypted certificate for end-entity to decrypt, or CA performing a challenge response mechanism for end entity to prove possession). Out of the three methods above, two have security complications (listed in section 8 of RFC 4210) and this will undermine the security of the CMP process for NDS.

4) Given that almost all certificates for NDS are for RSA keys, keyAgreement relying on Diffie-Hellman certificates should not be considered. 
3.2 CMPv2 Profile and scope

The profile shall not include Polling request/ response since polling is performed to determine the status of outstanding ir/cr or kur. Such messaging simply adds to the complexity of CMPv2 profile implementation and to the load of a possibly overloaded RA/CA system/administrator. The PKIStatus “waiting” which triggers polling request/ response messaging should simply not be implemented, given that the “waiting” status is typically provided by RA/CA administrator to signal that further investigation/ deliberation is needed.
The profile shall not include pop response, given that pop Response is implemented for POPODecKeyChallContent which is required for proof of encryption keys. Given that all keys are also used for signature purposes, proof of signature key is sufficient as a proof of possession method and this will simply the CMP messaging as well.

The profile shall not include PKCS#10 style CMP requests. The purpose of use of PKCS#10 is simply to allow deployments that lack CMPv2 support or require manual enrollment to function without the need for CMP. Use of PKCS#10 within CMPv2 protocol defeats that purpose. PKCS#10 based certificate enrollment shall not use CMPv2 messaging and should be based on RFC 2314.

The profile shall not include CMP messaging for revocation requests or CRL fetching functions for the following reasons:

1) Most Certificate Policies require human review and authorization of revocation request due to the severity of consequences. 

2) The revocation requests are typically submitted by humans rather than machines that own the certificates. Once eNB is compromised it cannot be relied upon to send a revocation for its own certificate and other elements in domain may not be considered enough to make practical use of an automated CMPv2 revocation messaging.
3) Human operators may mistake an unapproved revocation request with an actual act of revocation and take pre-mature actions.

4) CRLs are better provided by CRL servers (either LDAP or HTTP access as stated in Clause 6.1.1 of the TS 33310) that simply act as web-servers with no trust authority. This provides much better scalability properties than an RA/ CA responding to high volume of CMP requests for CRLs. 
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